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QUESTION 1

A network engineer is working on a predictive WLAN design, the new wireless network must support access to Internet,
email, voice, and the inventory database, to successfully support these services, which configuration must the engineer
use for the signal strength levels and SNR on the planning tool? 

A. signal strength of-67 dBm, 25-dB SNR, and maximum 1 percent packet loss. 

B. signal strength of-67 dBm, 20-dB SNR, and maximum 5 percent, packet loss. 

C. signal strength of 67 dBm, 20-dB SNR, and maximum 1 percent packet loss. 

D. signal strength of-70 dBm,30-dB SNR. and maximum 10 percent packet loss. 

Correct Answer: A 

https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057site-survey-guidelines-
wlan-00.html 

 

QUESTION 2

A wireless engineer is hired to design a network for a technology company. The company campus has four buildings
and a warehouse with access points that provide full wireless coverage as well as a pair of WLCs located in the core of
the network. Which type of wireless architecture is being used? 

A. unified deployment 

B. autonomous deployment 

C. centralized deployment 

D. distributed deployment 

Correct Answer: C 

Reference: 

 

QUESTION 3

Which statement about creating a mobility group is true, excluding mobility anchors? 

A. Each WLC must use the same mobility name and be defined as a peer in each other\\'s static mobility members list. 

B. If WLCs with HA SSO are deployed, each WLC in the WLC HA pair considered separately as a mobility peer. 

C. The WLCs do not have to be of the same model or type to be a member of a mobility group, however each member
should be running different software versions. 
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D. A mobility groups does not require all WLCs in the group to use the same virtual IP address. 

Correct Answer: B 

Reference: 

 

QUESTION 4

An engineer is designing a wireless deployment for a university auditorium. Which two features can be used to help deal
with the issues introduced by high AP count? (Choose two.) 

A. TSPEC 

B. RXSOP 

C. TPC 

D. LSS 

E. DFS 

Correct Answer: CE 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/80211/200069-Overview-on-802-11h-Transmit-
Power-Cont.html 

 

QUESTION 5

Which two considerations must a network engineer have when planning for voice over wireless roaming? (Choose two.) 

A. Full reauthentication introduces gaps in a voice conversation. 

B. Roaming time increases when using 802.1x + Cisco Centralized Key Management. 

C. Roaming occurs when the phone has seen at least four APs. 

D. Roaming occurs when the phone has reached-80 dBs or below. 

E. Roaming with only 802.1x authentication requires full reauthentication. 

Correct Answer: AE 

Reference: https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/vowlan/41dg/vowlan41dg-
book/vowlan_ch5.html 

 

QUESTION 6

300-425 VCE Dumps | 300-425 Exam Questions | 300-425 Braindumps                                3 / 8

https://www.passapply.com/300-425.html
https://www.passapply.com/300-425.html
https://www.passapply.com/300-425.html


https://www.passapply.com/300-425.html
2023 Latest passapply 300-425 PDF and VCE dumps Download

A network engineer is working on a design for a wireless network that must support data, voice, and location services.
To support these services, which access point placement must the engineer use? 

A. corner only 

B. perimeter and corner 

C. perimeter only 

D. indoor and outdoor 

Correct Answer: B 

Reference: 

 

QUESTION 7

During a post-deployment site Survey, issues are found with non wi-Fi interference. What should the engineer use to
identify the source of the Interference? 

A. Network analysis module 

B. Wireless intrusion prevention 

C. Wireshark 

D. Cisco spectrum expert 

Correct Answer: D 

 

 

QUESTION 8

A customer is running a guest WLAN with a foreign/export-anchor setup. There is one anchor WLC in the US and two in
Europe. Anchor WLC priorities are used to prefer local anchors. During a routine network audit, it is discovered that a
large number of guest client sessions in the US are anchored to the WLCs in Europe. Which reason explains this
behavior? 

A. The foreign WLC failed and recovered. 

B. The US anchor WLC failed and recovered. 

C. The US anchor WLC is anchored to itself with a priority value of zero. 

D. The anchor WLC is in the same mobility group. 

Correct Answer: B 
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Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1_Deployment_Guide/WirelessNetwork_GuestAccessService.html 

 

QUESTION 9

Refer to the exhibit. 

A WLC SSO pair is set up. Which failure scenario causes a split-brain scenario? 

A. RP is down. 

B. Two distribution ports on the active WLC are down. 

C. VSL is down. 

D. One distribution port on the active WLC is down. 

Correct Answer: C 

 

 

QUESTION 10

A high-density wireless network is designed. Which Cisco WLC configuration setting must be incorporated in the design
to encourage clients to use the 5 GHz spectrum? 
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A. RRM 

B. Cisco centralized key management 

C. Band select 

D. Load balancing 

Correct Answer: C 

 

QUESTION 11

A network engineer is troubleshooting connectivity issues between two WLCs running 8.x code in SSO mode and finds
that the redundancy management heartbeat is failing. Which packet type must be filtered for heartbeats when taking a
capture to verify communication? 

A. RSTP 

B. UDP 

C. TCP 

D. ICMP 

Correct Answer: B 

 

 

QUESTION 12

An engineer must repurpose a lab WLC appliance for use in the production environment of the enterprise. After the new
WLC is configured with the information of the other WLC, the mobility tunnels are still not coming up. What is the
reason? 

A. A firewall is blocking UDP port 16667 between the WLCs. 

B. The WLC management interfaces are in the same VLAN. 

C. The hardware platform is incompatible. 

D. The mobility groups are different. 

Correct Answer: A 

 

 

QUESTION 13

An engineer is designing a high-density WLAN for a 10,000-seat auditorium. The solution must take advantage of
human attenuation, as well as the aesthetics of the room. Where must the APs be placed? 
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A. on the walls 

B. under the seats 

C. on the ceiling 

D. above the seating areas 

Correct Answer: B 

 

 

QUESTION 14

An AP is receiving 802.11 packets on its 802.11a radio with an RSSI value of -77 dBm. The current AP is part of an AP
group that has been assigned an RF profile with RX-SOP set to Medium for 802.11a. Which action does the AP take
with the packets? 

A. All frames are classified as non-Wi-Fi frames and are not decoded by the 5 GHz radio. 

B. Frames are decoded by the 2.4 GHz radio. 

C. All frames are classified as non-Wi-Fi frames and are not decoded by the 2.4 GHz radio. 

D. Frames are decoded by the 5 GHz radio. 

Correct Answer: D 

 

 

QUESTION 15

How should the concept of mobility domains and mobility groups be explained to a customer? 

A. WLCs do not need to be in the same mobility domain to communicate with each other Mobility groups constrain the
distribution of security context of a client and also constrain AP fail-over between controllers. 

B. A mobility group does not constrain the distribution of security context of a client and also does not constrain AP fail-
over between controllers when the WLCs are in the same mobility domain. 

C. if WLCs are in same mobility domain, they communicate with each other. Mobility groups constrain the distribution of
security context of a client and also constrain AP fail-over between controllers. 

D. If WLCs are in the same mobility domain, they communicate with each other but. if an anchor WLC ?present, it must:
be in the same mobility domain for communication to be possible. 

Correct Answer: C 
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