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QUESTION 1

What is a concern for gathering forensics evidence in public cloud environments? 

A. High Cost: Cloud service providers typically charge high fees for allowing cloud forensics. 

B. Configuration: Implementing security zones and proper network segmentation. 

C. Timeliness: Gathering forensics evidence from cloud service providers typically requires substantial time. 

D. Multitenancy: Evidence gathering must avoid exposure of data from other tenants. 

Correct Answer: D 

Reference: https://www.researchgate.net/publication/307871954_About_Cloud_Forensics_Challenges_and_Solutions 

 

QUESTION 2
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Refer to the exhibit. Which type of code created the snippet? 

A. VB Script 

B. Python 

C. PowerShell 

D. Bash Script 

Correct Answer: A 
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QUESTION 3

An organization uses a Windows 7 workstation for access tracking in one of their physical data centers on which a
guard documents entrance/exit activities of all personnel. A server shut down unexpectedly in this data center, and a
security specialist is analyzing the case. Initial checks show that the previous two days of entrance/exit logs are missing,
and the guard is confident that the logs were entered on the workstation. Where should the security specialist look next
to continue investigating this case? 

A. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon 

B. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ProfileList 

C. HKEY_CURRENT_USER\Software\Classes\Winlog 

D. HKEY_LOCAL_MACHINES\SOFTWARE\Microsoft\WindowsNT\CurrentUser 

Correct Answer: A 

Reference: https://www.sciencedirect.com/topics/computer-science/window-event-log 

 

QUESTION 4

Refer to the exhibit. A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the
initial Ursnif banking Trojan binary to download. Which filter did the engineer apply to sort the Wireshark traffic logs? 

A. http.request.un matches 
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B. tls.handshake.type ==1 

C. tcp.port eq 25 

D. tcp.window_size ==0 

Correct Answer: B 

Reference: 

https://www.malware-traffic-analysis.net/2018/11/08/index.html 

https://unit42.paloaltonetworks.com/wireshark-tutorial-examining-ursnif-infections/ 

 

QUESTION 5

Refer to the exhibit. What should be determined from this Apache log? 

A. A module named mod_ssl is needed to make SSL connections. 

B. The private key does not match with the SSL certificate. 

C. The certificate file has been maliciously modified 

D. The SSL traffic setup is improper 
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Correct Answer: D 

 

QUESTION 6

Refer to the exhibit. An engineer is analyzing a .LNK (shortcut) file recently received as an email attachment and
blocked by email security as suspicious. What is the next step an engineer should take? 

A. Delete the suspicious email with the attachment as the file is a shortcut extension and does not represent any threat. 

B. Upload the file to a virus checking engine to compare with well-known viruses as the file is a virus disguised as a
legitimate extension. 

C. Quarantine the file within the endpoint antivirus solution as the file is a ransomware which will encrypt the documents
of a victim. 

D. Open the file in a sandbox environment for further behavioral analysis as the file contains a malicious script that runs
on execution. 

Correct Answer: D 

 

QUESTION 7
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DRAG DROP 

Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right. 

Select and Place: 

Correct Answer: 

Reference: https://subscription.packtpub.com/book/networking_and_servers/9781789344523/1/ch01lvl1sec12/network-
forensics-investigation-methodology 

 

QUESTION 8

Which tool is used for reverse engineering malware? 
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A. Ghidra 

B. SNORT 

C. Wireshark 

D. NMAP 

Correct Answer: A 

Reference: https://www.nsa.gov/resources/everyone/ghidra/#:~:text=Ghidra%20is%20a%20software%20reverse,in%20t
heir%20networks%20and%20systems. 

 

QUESTION 9

An organization recovered from a recent ransomware outbreak that resulted in significant business damage. Leadership
requested a report that identifies the problems that triggered the incident and the security team\\'s approach to address
these problems to prevent a reoccurrence. Which components of the incident should an engineer analyze first for this
report? 

A. impact and flow 

B. cause and effect 

C. risk and RPN 

D. motive and factors 

Correct Answer: D 

 

QUESTION 10
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Refer to the exhibit. What should an engineer determine from this Wireshark capture of suspicious network traffic? 

A. There are signs of SYN flood attack, and the engineer should increase the backlog and recycle the oldest half-open
TCP connections. 

B. There are signs of a malformed packet attack, and the engineer should limit the packet size and set a threshold of
bytes as a countermeasure. 

C. There are signs of a DNS attack, and the engineer should hide the BIND version and restrict zone transfers as a
countermeasure. 

D. There are signs of ARP spoofing, and the engineer should use Static ARP entries and IP address-to-MAC address
mappings as a countermeasure. 

Correct Answer: A 
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