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QUESTION 1

When using Cisco AMP for Networks, which feature copies a file to the Cisco AMP cloud for analysis?
A. Spero analysis

B. dynamic analysis

C. sandbox analysis

D. malware analysis

Correct Answer: B

QUESTION 2

An engineer is troubleshooting authentication settings on a WSA. Which command accomplishes this action?
A. testauthconfig

B. testconfgauth

C. verifyconfigauth

D. verifyauth

Correct Answer: A

QUESTION 3

What are three best practices for a Cisco Intrusion Prevention System? (Choose three.)
A. Checking for new signatures every 4 hours

B. Checking for new signatures on a staggered schedule

C. Automatically updating signature packs

D. Manually updating signature packs

E. Group tuning of signatures

F. Single tuning of signatures

Correct Answer: BCE

QUESTION 4

What access control action will analyze the traffic as it passes through the device?
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A. trust
B. Allow
C. Monitor
D. inspect

Correct Answer: C

QUESTION 5

An engineer manages a Cisco Intrusion Prevention System via IME. A new user must be able to tune signatures, but
must not be able to create new users. Which role for the new user is correct?

A. viewer

B. service

C. operator

D. administrator
Correct Answer: C

http://www.cisco.com/c/en/us/td/docs/security/ips/7- 0/command/reference/cmdref/crintro.html

QUESTION 6
Drag and drop the Cisco ASA Firepower module preprocessors from the left onto the correct definitions on the right.

Select and Place:

AP uged in trangportatmn industries

transport and network laver occurs aﬁér the selection of the access control rules
DHNFE3 supgrar a2 industrial automation applications
application laver detects attacks that exploit a checksum validation

Correct Answer:

DNP3 @ 3

app ica;tjsﬁ“'i{"layer saccess control rules
Cl]?:‘f 4 applications
ffanzport and network layer  |ecksum validation
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QUESTION 7

Which license is required for Cisco Security Intelligence to work on the Cisco Next Generation Intrusion Prevention
System?

A. control

B. malware

C. URL filtering
D. protect

Correct Answer: C

QUESTION 8

How are HTTP requests handled by the Cisco WSA?

A. transparent request has a destination IP address of the configured proxy.

B. The URI for an implicit request doest not contain the DNS host.

C. An explict request has a destination IP address of the intended web server.
D. The URI for an explicit request contains the host with the protocol information.

Correct Answer: D

QUESTION 9

Who or what calculates the signature fidelity rating?
A. the signature author

B. Cisco Professional Services

C. the administrator

D. the security policy

Correct Answer: A

QUESTION 10
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Refer to the exhibit. Which option is a result of this configuration?

A. All ingress traffic on the inside interface that matches the access list is redirected.
B. All egress traffic on the outside interface that matches the access list is redirected.
C. All TCP traffic that arrives on the inside interface is redirected.

D. All ingress and egress traffic is redirected to the Cisco FirePOWER module.

Correct Answer: D

QUESTION 11

Which Cisco Web Security Appliance feature enables the appliance to block suspicious traffic on all of its ports and IP
addresses?

A. explicit forward mode
B. Layer 4 Traffic Monitor
C. transparent mode

D. Secure Web Proxy

Correct Answer: C

QUESTION 12
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What is a feature of Cisco Hybrid Email Security?
A. roaming user protection

Correct Answer: A
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