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QUESTION 1

What are two access methods valid for authentication and authorization? 

A. MAC authentication bypass 

B. Web authentication 

C. dot1x 

D. execute 

Correct Answer: AB 

 

QUESTION 2

Cisco ISE distributed deployments support which three features? (Choose three.) 

A. global implementation of the profiler service CoA 

B. global implementation of the profiler service in Cisco ISE 

C. configuration to send system logs to the appropriate profiler node 

D. node-specific probe configuration 

E. server-specific probe configuration 

F. NetFlow probes 

Correct Answer: ACD 

 

QUESTION 3

In an 802. 1X deployment what two components are responsible for facilitating the authentication process? (Choose
two.) 

A. MACSec 

B. MAC address 

C. an authentication server 

D. a router 

E. a supplicant 

Correct Answer: CE 
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QUESTION 4

Which two services are included in the Cisco ISE posture service? (Choose two.) 

A. posture administration 

B. posture run-time 

C. posture monitoring 

D. posture policing 

E. posture catalog 

Correct Answer: AB 

 

QUESTION 5

Which supplicants(s) and server(s) are capable of supporting EAP-CHAINING? 

A. Cisco AnyConnect NAM and Cisco Access Control Server 

B. Cisco Secure Services Client and Cisco Access Control Server 

C. Cisco AnyConnect NAM and Cisco Identity Service Engine 

D. Windows Native Supplicant and Cisco Identity Service Engine 

Correct Answer: C 

 

QUESTION 6

Which three posture states can be used for authorization rules? (Choose three.) 

A. unknown 

B. known 

C. noncompliant 

D. quarantined 

E. compliant 

F. no access 

G. limited 

Correct Answer: ACE 

 

QUESTION 7
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What steps must you perform to deploy a CA-signed identity certificate on an ISE device? 

A. 1. Download the CA server certificate and install it on ISE. 

2.

 Generate a signing request and save it as a file. 

3.

 Access the CA server and submit the CA request. 

4.

 Install the issued certificate on the ISE. 

B. 1. Download the CA server certificate and install it on ISE. 

2.

 Generate a signing request and save it as a file. 

3.

 Access the CA server and submit the CSR. 

4.

 Install the issued certificate on the CA server. 

C. 1. Generate a signing request and save it as a file. 

2.

 Download the CA server certificate and install it on ISE. 

3.

 Access the ISE server and submit the CA request. 

4.Install the issued certificate on the CA server. 

D. 1. Generate a signing request and save it as a file. 

2.

 Download the CA server certificate and install it on ISE. 

3.

 Access the CA server and submit the CSR. 

4.

 Install the issued certificate on the ISE. 

Correct Answer: A 
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When initially installing ISE, a more common way to receive a signed certificate from a CA is to generate a certificate
signing request (CSR) and then submit that CSR to the CA. The CA then signs the public key based on the CSR and
returns that public key to you 

 

QUESTION 8

When you select Centralized Web Auth in the ISE Authorization Profile, which two components host the web
authentication portal? (Choose two.) 

A. ISE 

B. the WLC 

C. the access point 

D. the switch 

E. the endpoints 

Correct Answer: BD 

 

QUESTION 9

Which two are best practices to implement profiling services in a distributed environment? (Choose two) 

A. use of device sensor feature 

B. configuration to send syslogs to the appropriate profiler node 

C. netflow probes enabled on central nodes 

D. node-specific probe configuration 

E. global enablement of the profiler service 

Correct Answer: BD 

https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html#wp134 You can deploy the Cisco
ISE profiler service either in a standalone environment (on a single node), or in a distributed environment (on multiple 

nodes). Depending on the type of your deployment and the license you have installed, the profiler service of Cisco ISE
can run on a single node or on multiple nodes. You need to install either the base license to take advantage of the
basic 

services or the advanced license to take advantage of all the services of Cisco ISE. The ISE distributed deployment
includes support for the following: 

he Deployment Nodes page supports the infrastructure for the distributed nodes in the distributed deployment. 

node specific configuration of probes--The Probe Config page allows you to configure the probe per node. 

lobal Implementation of the profiler Change of Authorization (CoA). onfiguration to allow syslogs to be sent to the
appropriate profiler node. 
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QUESTION 10

What is the default posture status for non-agent capable devices, such as Linux and iDevices? 

A. Unknown 

B. Validated 

C. Default 

D. Compliant 

Correct Answer: D 

 

QUESTION 11

Refer to the exhibit. Which URL must you enter in the External Webauth URL field to configure Cisco ISE CWA
correctly? 

A. https://ip_address:8443/guestportal/Login.action 

B. https://ip_address:443/guestportal/Welcome.html 

C. https://ip_address:443/guestportal/action=cpp 

D. https://ip_address:8905/guestportal/Sponsor.action 

Correct Answer: A 

 

QUESTION 12

Which two options can a sponsor select to create bulk guest accounts from the sponsor portal? (Choose two.) 

A. Known 

B. Random 

C. Monthly 

D. Imported 
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E. Daily 

F. Yearly 

Correct Answer: BD 
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