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QUESTION 1

Connections are being denied because of SenderBase Reputation Scores. Which two features must be enabled in order
to record those connections in the mail log on the Cisco ESA? (Choose two.)

A. Rejected Connection Handling
B. Domain Debug Logs

C. Injection Debug Logs

D. Message Tracking

Correct Answer: AD

QUESTION 2

Cisco AVC allows control of which three of the following? (Choose three.)
A. Facebook

B. LWAPP

C. IPv6

D. MySpace

E. Twitter

F. WCCP

Correct Answer: ADE

QUESTION 3

What are two features of the Cisco ASA NGFW? (Choose two.)
A. It can restrict access based on qualitative analysis.

B. It can restrict access based on reputation.

C. It can reactively protect against Internet threats.

D. It can proactively protect against Internet threats.

Correct Answer: BD

QUESTION 4
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What are three benefits of the Cisco AnyConnect Secure Mobility Solution? (Choose three.)
A. It can protect against command-injection and directory-traversal attacks.

B. It provides Internet transport while maintaining corporate security policies.

C. It provides secure remote access to managed computers.

D. It provides clientless remote access to multiple network-based systems.

E. It enforces security policies, regardless of the user location.

F. It uses ACLs to determine best-route connections for clients in a secure environment.

Correct Answer: BCE

QUESTION 5

When you deploy a sensor to send connection termination requests, which additional traffic-monitoring function can you
configure the sensor to perform?

A. Monitor traffic as it flows to the sensor.

B. Monitor traffic as it flows through the sensor.

C. Monitor traffic from the Internet only.

D. Monitor traffic from both the Internet and the intranet.

Correct Answer: B

QUESTION 6

Which three pieces of information are required to implement transparent user identification using Context Directory
Agent? (Choose three.)

A. the server name of the global catalog domain controller

B. the server name where Context Directory Agent is installed
C. the backup Context Directory Agent

D. the primary Context Directory Agent

E. the shared secret

F. the syslog server IP address

Correct Answer: BDE

QUESTION 7
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Which type of signature is generated by copying a default signature and modifying its behavior?
A. meta

B. custom

C. atomic

D. normalized

Correct Answer: B

QUESTION 8

Refer to the exhibit.

Processing Details

MAIL POLICY "DEFAULT" MATCHED THESE RECIPIENTS: user@mydomain.com

29 Apr 2014 11:53:14 (GMT +00:00) | Protocal SMTP interface Management (IP 172.18.254.17) on incoming connection (ICID 356) from
sgnder IP 10.150.54.161. Reverse DNS I&:p—lﬂ—lSﬂ—S:&—lﬁl.dsw.cum varified yes,

25 Apr 2014 11:53:14 (GMT +00:00) | (ICID 356) ACCEPT sender group SUSPE match 10.150.54.161 S5BRS rfc151i8

259 Apr 2014 11:53:23 (GMT +00:00) | Start message 1022 on incoming c n (ICID 356).

25 Apr 2014 11:53:23 (GMT +00:00) | Message 1022 engueued on incgm connection (ICID 356) from user@somedomain.com.
28 Apr 2014 11:53:27 (GMT +00:00) | Message 1022 an incomin tion (ICID 356) added recipient {user@mydomain.com).
29 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 original Q& on injection: my emails

29 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 {7& ) from user@somedomain.com ready.

29 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 d per-recipient policy DEFALLT for inbound mail policies,

29 Apr 2014 11:53:40 (GMT +00:00) | Message 1 nned by Anti-Spam engine: CASE. Interim verdict: Negative
29 Apr 2014 11:53:40 (GMT +00:00) | Messa scanned by Anti-Spam engine CASE. Interim verdict: definitely negative.
25 Apr 2014 11:53:40 (GMT +00:00) ™ e 1022 scanned by Anti-Spam engine: CASE. Final verdict: Negative
20 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 scanned by Anti-Virus engine Sophas. Interim verdict: CLEAN
25 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 scanned by Anti-Virus engine. Final verdict: Negative

25 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 queued for delivery.

The system administrator of mydomain.com received complaints that some messages that were sent from sender
user@somedomain.com were delayed. Message tracking data on the sender shows that an email sample that was
received was clean and properly delivered. What is the likely cause of the intermittent delays?

A. The remote MTA has a SenderBase Reputation Score of -1.0.

B. The remote MTA is sending emails from RFC 1918 IP addresses.

C. The remote MTA has activated the SUSPECTLIST sender group.

D. The remote MTA has activated the default inbound mail policy.

Correct Answer: C

QUESTION 9
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Which three options are valid event actions for a Cisco IPS? (Choose three.)
A. deny-packet-inline

B. deny-attack-reset

C. produce-verbose-alert

D. log-attacker-packets

E. deny-packet-internal

F. request-block-drop-connection

Correct Answer: ACD

QUESTION 10

Which Cisco ESA command is used to edit the ciphers that are used for GUI access?
A. interfaceconfig

B. etherconfig

C. certconfig

D. sslconfig

Correct Answer: D

QUESTION 11

What step is required to enable HTTPS Proxy on the Cisco Web Security Appliance?
A. Web Security Manager HTTPS Proxy click Enable

B. Security Services HTTPS Proxy click Enable

C. HTTPS Proxy is enabled by default

D. System Administration HTTPS Proxy click Enable

Correct Answer: B

QUESTION 12
Which two statements about Cisco ESA clusters are true? (Choose two.)
A. A cluster must contain exactly one group.

B. A cluster can contain multiple groups.
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C. Clusters are implemented in a client/server relationship.
D. The cluster configuration must be managed by the cluster administrator.

E. The cluster configuration can be created and managed through either the GUI or the CLI.

Correct Answer: BE
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