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QUESTION 1

For which purpose is the Cisco ASA CLI command aaa authentication match used?
A. Enable authentication for SSH and Telnet connections to the Cisco ASA appliance.
B. Enable authentication for console connections to the Cisco ASA appliance.

C. Enable authentication for connections through the Cisco ASA appliance.

D. Enable authentication for IPsec VPN connections to the Cisco ASA appliance.

E. Enable authentication for SSL VPN connections to the Cisco ASA appliance.

F. Enable authentication for Cisco ASDM connections to the Cisco ASA appliance.

Correct Answer: C

QUESTION 2

Refer to the exhibit. An engineer has configured NAT rules on an ASA using ASDM. Which action does rule Number 1
accomplish?
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A. It allows the engineering VPN address pool to access the Internet through the tunnel

B. It allows hosts in the address pool to reach other hosts in the engineering VPN address pool

C. It allows hosts in the engineering VPN object to reach the hosts in the Sales VPN without being nat-ed
D. It allows the connection between the engineering VPN address pool and the DMZ network

Correct Answer: C
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QUESTION 3

Which option is a different type of secondary VLAN?
A. Transparent

B. Promiscuous

C. Virtual

D. Community

Correct Answer: D

QUESTION 4

How does the DAI works? (Choose two)

A. DAl relies on DHCP snooping.

B. It is applied on configured untrusted interfaces
C. IP address binding stored in trusted database
D. User-configured ARP ACLs

Correct Answer:. AB

QUESTION 5

When configuring security contexts on the Cisco ASA, which three resource class limits can be set using a rate limit?
(Choose three.)

A. address translation rate

B. Cisco ASDM session rate

C. connections rate

D. MAC-address learning rate (when in transparent mode)
E. syslog messages rate

F. stateful packet inspections rate

Correct Answer: CEF

QUESTION 6
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What is the default behavior of NAT control on Cisco ASA Software Version 8.3?

A. NAT control has been deprecated on Cisco ASA Software Version 8.3.

B. It will prevent traffic from traversing from one enclave to the next without proper access configuration.
C. It will allow traffic to traverse from one enclave to the next without proper access configuration.

D. It will deny all traffic.

Correct Answer: A

QUESTION 7

A network engineer must mange and configurations to a cisco networking environment solutions accomplishes this
task?

A. cisco IPS manage express and pushing configuration to the ips units

B. cisco security 4.5 or later and pushing configuration bundles to each of the,,,,,
C. cisco adaptive security device manager to push configuration to each of the IPS
D. fire SIGHT manager to bundle and push configuration to the IPS units installed

Correct Answer: D

QUESTION 8

Refer to the exhibit. Which statement about the policy map named test is true?

classmap htip
match port tcp E%gi_
classmap ftp
match p urp@\ﬁ" ey2l

poli ry—ma.]};f!est
‘ﬁﬁaﬁect http
&5

inspect fip

A. Only HTTP inspection will be applied to the TCP port 21 traffic.
B. Only FTP inspection will be applied to the TCP port 21 traffic.
C. both HTTP and FTP inspections will be applied to the TCP port 21 traffic.

D. No inspection will be applied to the TCP port 21 traffic, because the http class map configuration conflicts with the ftp
class map.
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E. All FTP traffic will be denied, because the FTP traffic will fail the HTTP inspection.

Correct Answer: B

QUESTION 9

Which statement describes what the arp outside 1.1.1.1 0192.7gid.0020 command accomplishes?
A. enable ARP inspection for host 1.1.1.1

B. configures proxy ARP for host 1.1.1.1

C. assigns virtual MAC address for host 1.1.1.1

D. creates static ARP entry for host 1.1.1.1

Correct Answer: D

QUESTION 10

Where on a firewall does an administrator assign interfaces to contexts?
A. in the system execution space

B. in the admin context

C. in a user-defined context D. in the console

Correct Answer: A

QUESTION 11

Which two configurations are the minimum needed to enable EIGRP on the Cisco ASA appliance? (Choose two.)
A. Enable the EIGRP routing process and specify the AS number.

B. Define the EIGRP default-metric.

C. Configure the EIGRP router ID.

D. Use the neighbor command(s) to specify the EIGRP neighbors.

E. Use the network command(s) to enable EIGRP on the Cisco ASA interface(s).

Correct Answer: AE

QUESTION 12

What is the lowest combination of ASA model and license providing 1 Gigabit Ethernet interfaces?
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A. ASA 5505 with failover license option

B. ASA 5510 Security+ license option

C. ASA 5520 with any license option

D. ASA 5540 with AnyConnect Essentials License option

Correct Answer: B
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