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QUESTION 1

Which of the following statements regarding documentation would not be considered a helpful step in the
troubleshooting process?

A. Use the Cisco Auto Configuration tool.

B. Use the Cisco Rollback feature.

C. Automate documentation.

D. Schedule documentation checks.

E. Use the Cisco Configuration Archive tool.

F. Require documentation prior to a ticket being closed out.

Correct Answer: A

QUESTION 2

The implementations group has been using the test bed to do a ‘proof-of-concept’ that requires both Client 1 and Client
2 to access the WEB Server at 209.65.200.241.

After several changes to the network addressing, routing scheme, DHCP services, NTP services, layer 2 connectivity,
FHRP services, and device security, a trouble ticket has been opened indicating that Client 1 cannot ping the

209.65.200.241 address.

Use the supported commands to isolated the cause of this fault and answer the following questions.
On which device is the fault condition located?

A.R1

B. R2

C.R3

D. R4

E. DSW1

F. DSW2

G. ASWwW1

Correct Answer: A

On R1, we need to permit IP 209.65.200.222/30 under the access list.

Since we know that R1 does not have any BGP neighbors, we can deduce that the problem lies with R1.
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QUESTION 3

Which of the following would provide good baseline documentation to have on hand when analyzing potential problems?
(Choose all that apply.)

A. User authentication ID and password
B. User profile

C. Output of debug

D. Output of show interface

E. Result of ping

F. Output of show process cpu

Correct Answer: CDEF

QUESTION 4

Refer to the exhibit.

e s s o
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R1 can ping the R3 fa0/1 interface Why do the extended pings fail?

A. The maximum packet size accepted by the command is 1476 bytes.
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B. The DF bit has been set
C. R3 is missing a return route to 10-99.69 0/30
D. R2 and R3 do not have an OSPF adjacency

Correct Answer: B

QUESTION 5

A question about OSPF fails to establish a neighbor adjacency and how to debug. (Choose two.)
A. debug ip ospf adjacency

B. Subnet mask must be the same on both routers.

Correct Answer: AB

QUESTION 6

Which of the following best describes the following command: ip flow-export destination 192.168.1.50 1500?
A. itis not a valid NetFlow command.

B. it is an SNMP command that exports 1500-byte packets to IP address 192.168.1.50.

C. itis a NetFlov/ command that Vv/ill export 1500-byte packets to IP address 192.168.1.50.

D. it is a NetFlov/ command that allows IP address 192.168.1.50 to send traffic to port 1500.

E. It is a NetFlov/ command that v/ill specify that the NetFlov/ collector\\'s IP address is 192.168.1.50 over UDP port
1500.

F. It is an SNMP command that exports flows to destination address 192.168.1.50 for packets up to an MTU of 1500.

Correct Answer: E

QUESTION 7
The implementation group has been using the test bed to do an IPv6 \\'proof-ofconceptl.

After several changes to the network addressing and routing schemes, a trouble ticket has been opened indicating that
the loopback address on R1 (2026::111:1) is not able to ping the loopback address on DSW2 (2026::102:1).

The fault condition is related to which technology?
A. NTP
B. IP DHCP Server

C. IPv4 OSPF Routing
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D. IPv4 EIGRP Routing

E. IPv4 Route Redistribution

F. IPv6 RIP Routing

G. IPv6 OSPF Routing

H. IPV4 and IPV6 Interoperability
I. IPv4 layer 3 security

Correct Answer: G

As explained earlier, the problem is with route redistribution on R4 of not redistributing RIP routes into OSPF for IPV6.

QUESTION 8

The implementations group has been using the test bed to do a ‘proof-of-concept’ that requires both Client 1 and Client
2 to access the WEB Server at 209.65.200.241.

After several changes to the network addressing, routing scheme, DHCP services, NTP services, layer 2 connectivity,
FHRP services, and device security, a trouble ticket has been opened indicating that Client 1 cannot ping the

209.65.200.241 address.

Use the supported commands to isolated the cause of this fault and answer the following questions.
On which device is the fault condition located?
A.R1

B. R2

C.R3

D. R4

E. DSW1

F. DSW2

G. ASWwW1

H. ASW2

Correct Answer: A

On R1, for IPV4 authentication of OSPF the command is missing and required to configure------ ip ospf authentication
message-digest

As you will see, the problem in this situation is with OSPF on R1. It is missing the "ip ospf authentication message-
digest" command on the Serial0/0/0/0.12 interface.
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QUESTION 9

You are troubleshooting an issue with a GRE tunnel between R1 and R2 and find that routing is OK on all intermediary
routers.

The tunnel is up on R1, but down on R2.

Which two possible issues can prevent the tunnel from coming up? (Choose two)

A. the tunnel dose not come up unless traffic is sent through it

B. the tunnel source interface is down on R2

C. No specific route to the tunnel destination is on R2; only a default route.

D. R2 dose not know how to reach the tunnel destination

E. The tunnel keepalive timer does not match on R1 and R2

Correct Answer: BD

Four Different Tunnel States

There are four possible states in which a GRE tunnel interface can be:

1.

Up/up - This implies that the tunnel is fully functional and passes traffic. It is both adminstratively up and
it\'s protocol is up as well.

2.

Adminstratively down/down - This implies that the interface has been administratively shut down.
3.

Up/down - This implies that, even though the tunnel is administratively up, something causes the line protocol on the
interface to be down.

4,

Reset/down - This is usually a transient state when the tunnel is reset by software. This usually happens
when the tunnel is misconfigured with a Next Hop Server (NHS) that is it\\'s own IP address.

When a tunnel interface is first created and no other configuration is applied to it, the interface is not

shut by default:
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Rouserishow run interface tunnel 1
Building configuration...
Curzent configuration : 40 bytes
!

interface Tunnell

no ip address
end

In this state, the interface is always up/down:
Router (config-1if) #do show ip interface brief

Interface IP-Address OR? atus Protocol
GigabitEthernetl/0 172.16.52.1 YES administratively cdown down
GigabitEtherneti/1 14.3€.128.49 down down
GigabitEthernet(/2 unassigned down down
GigabitEthernsetl/3 unassigned { down down
Locpkhackl 152.168.2 E3 NVRAM up up
Tunnell unassigned  YES unsef up down

This is because the interface is admi
destination, the line protocol is do

ly enabled, but since it does not have a tunnel source or a tunnel

In order to make this interface u a valid tunnel source and tunnel destinatioh must be configured:

Routerishow run interface tunnel 1
Building configuration...

Current configuration : 113 bytss
|
interface Tunnsl1l
ip address 1.1.1.1 255.255.255.40
tunnel source Loopbackl
tunnel destination 10.0.0.1
end

Routerishow ip interface brief
Intsrface IP-Address OR? Method Status

GigabitEthernst0 /0 172.16.52.1 YES NVRARM up
GigabitEthernet(/1 14.36.128.49 YES NVRAM down
FigabitEthernst0/2 unassigned YES NVRAM down
GigabitEthernstl/3 unassigned YES NVEEM down
Loophacki unassigned Y¥EZ unsst up
Loogbackl 182 _3€8.2.1 YE3 manual up
Tunpeil i 3 S S YES manual up

The previous sequence shows that:

» A wvalid tunnel source consists of any interface that is itself in the up v
the tunnel source was changed to Loopbackd. the tunnel interfx

Router {config-1if) 4$inttunl

Router (config-if) ftunnel source loopback 0

Houter {config-if)$

“Sep 6 19:51:;31.043: SLINEPROTO-S 1) ine protocol on Intsrface

Tunnell, changed state to down
» A valid tunnel destination is one which 1s

test:

ble. However. it does not have to be reachable. which can be seen from this ping

Routesrishow ip reute 10.0
% Network mot in
Routerishow ip rogd .0,
Gateway of last rt is 172.16.52.100 to network 0.0.0.90

B4 0.0.0.0/0 [1/0] wia 172.16.52.100

Bouterdping 10.0.0.1

Types escaps ssgusnce to abort.

fending 5, l00-byte ICMP Echos to 10.0.0.1, timecut is 2 seconds:

Buccess rate is O percent (0/3)
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QUESTION 10

Which command enables authenticated login if a TACACS+ failure occurs?
A. aaa authentication login test group local tacacs+

B. aaa authentication login test group tacacs+ local

C. aaa authentication login test group radius local

D. aaa authentication ppp dialins group tacacs+ local

Correct Answer: B

QUESTION 11
The implementations group has been using the test bed to do a ‘proof-of-concept’.

After several changes to the network addressing, routing schemes, a trouble ticket has been opened indicating that the
loopback address on R1 (2026::111:1) is not able to ping the loopback address on DSW2(2026::102:1).

Use the supported commands to isolated the cause of this fault and answer the following questions.

What is the solution to fault condition?

A. Under the interface Serial 0/0/0.23 configuration enter the ipv6 ospf 6 area 0 command.

B. Under the interface Serial0/0/0.12 configuration enter the ipv6 ospf 6 area 12 command.

C. Under ipv6 router ospf 6 configuration enter the network 2026::1:/122 area 0 command.

D. Under ipv6 router ospf 6 configuration enter no passive-interface default command.

Correct Answer: A

On R2, IPV6 OSPF routing, configuration is required to add ipv6 ospf 6 area 0 under interface serial 0/0/0.23.

Unlike OSPF on IPv4 where networks are added under the routing process, IPv6 needs OSPFv3 enabled on a per-
interface basis.

This has been done on the R3 connection to R2, but not on the R2 connection back to R3. We will need to add the "ipv6
ospf 6 area 0" configuration command to the s0/0/0/0.23 interface of R2.

QUESTION 12
Refer to the exhibit. The tunnel between R2 and R5 is not coming up. R2, R4 and R5 do not have any routing

information sources other than OSPF and no route filtering is implemented anywhere in the network. Which two actions
fix the issue?(choose two)
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s l-
OSPF Area 0 @G@Q

ip route ospf

R2#sh ip route ospf

Q 192.168.2.0/24 [110/20] via 192.168

R2#show run interface Tunnell @

interface Tunnell o
ip address 10.0.0.1 255.255 52
tunnel agurce Logpbackl
tunnel destination 5.5

end

2.0.0.0/32 is subnetted, 1 subnets
2.2.2.2 [110/21) wvia 192.168.2.1
192.168.1.0/24 [110/20] via 192.168.2.1

oo

RS54show run interface Tunnell

interface Tunnell
ip address 10.0.0.2 255.255.255.252
tunnel source Loopbackl

tunnel destination 2.2.2.2
end

A. Redistribute connected routes to OSPF on R5

B. Change the tunnel destination on R2 to 192.168.2.1

C. Advertise interface 100 to OSPF on R5

D. Configure a static route on R5 to 2.2.2.2 via 192.168.2.1

E. Fix the OSPF adjacency issue between R4 and R5

Correct Answer: AC

In order for the tunnel to be established between R2-R5 ,the R2 should have a path for the 5.5.5.5/32 route in its own
routing table , and because the ospf is the only routing protocol here , so R5 has to advertise the route 5.5.5.5/32, and
that is possible through these option: 1 - redistribute connected route to ospf on R5 2 - Advertise interface 100 to OSPF

on R5 For knowing more about the rules for the gre channel to be established, check the link below:
http://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/118361-technote-gre-00.html
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