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QUESTION 1

An administrator has noticed that virtual machine VM2 in the vApp show in the Exhibit is demonstrating poor
performance. 

Which three changes, if performed separately, would improve the performance of VM2? (Choose three.) 

A. Remove the CPU limit on the vApp. 

B. Remove the CPU limit on the resource pool 

C. Increase the CPU reservation on virtual machine VM1. 

D. Power off virtual machine VM1. 

E. Increase the CPU reservation on virtual machine VM2. 

Correct Answer: ADE 

To improve performance of a virtual machine, first thing that needs to be done is removing CPU limit on the vApp. And
to get maximum resources, the best way is to shut down virtual machine VM1 that contest for the hardware resources.
To give maximum CPU power to VM2, increase CPU reservation for the virtual machine. 

 

QUESTION 2

An administrator is concerned about possible vCPU over-commitment for an ESXi 6.x host. 

Which two Performance Counters should be reviewed in the vSphere Web Client Performance Charts to confirm if there
is contention on the host? (Choose two.) 

A. Wait 

B. Ready 

C. Core Utilization 
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D. Co-Stop 

Correct Answer: BD 

To check vCPU over commitment for an Esxi 6.0 host>>>>>performance Tab>>>>Graph etc. 

Ready - Amount of time the virtual machine was ready to run, waiting in a queue to be scheduled. 

Co-Stop - Amount of time a SMP virtual machine was ready to run, but incurred delay due to co-vCPU 

scheduling contention. 

These performance metrics can be reviewed using the Performance tab in the vSphere Client or using the 

esxtop or resxtop command-line utilities. Choose the most appropriate method for your environment. Make note of the
four metrics displayed. Each is measured in milliseconds https://kb.vmware.com/selfservice/microsites/search.do?
language=en_USandcmd=displayKCandexternalId=1017926 

 

QUESTION 3

A failed upgrade from vCenter Server version 5.x to version 6.0 produces the following error: 

[00800 error \\'Default\\'] Database version id \\'600\\' is incompatible with this release of VirtualCenter. 

What is the cause of the upgrade failure? 

A. There was a database schema upgrade failure during the installation. 

B. The VMWAREVCMSDS service was upgraded before the vCenter Server service. 

C. The VMware Directory Service database failed during the installation. 

D. There was an incompatible ODBC driver version for the database. 

Correct Answer: A 

Explanation: Attempts to upgrade the VMware vCenter Server from 5.x to 6.0 might fail when validating the database
Upgrading VMware vCenter Server with an Oracle Database from 5.x to 6.0 might fail. This error occurs when you
install a vCenter Server against an external Microsoft SQL database. You need to create the database schema
manually by referencing to the information in DB_and_schema_creation_scripts_mssql.txt in the DB scripts folder. An
error message similar to the following is displayed: The user associated with the DSN has insufficient privileges. This
issue is resolved in this release.VMware vCenter Server 6.0 Update 1 check release notes whitepaper on vmware.com
Upgrading from vSphere 5.x to vSphere 6.0 Best Practices (2130664) https://kb.vmware.com/selfservice/search.do?
cmd=displayKCanddocType=kcanddocTypeID=DT_KB_1_1andexternalId=2130664 

 

QUESTION 4

Which VMware Single Sign-On component handles STS authentication requests? 

A. Identity Management Service 

B. Administration Server 
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C. VMware Directory Service 

D. Security Token Service 

Correct Answer: A 

Identity Management server handles identity sources and STS authentication requests. 

Reference: https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.install.doc%
2FGUID-90C1E3DC-4397-4BF0-808E-DF3802E56BC6.html 

 

QUESTION 5

An administrator is troubleshooting a performance problem with a virtual machine (VM). The VM and ESXi host
configuration is as follows: 

1. 

The application which runs within the virtual machine is highly sensitive to memory latency, but has low processor
utilization. 

2. 

The virtual machine has 6 vCPUs. 

3. 

The ESXi host CPU topology has 2 Physical CPU Sockets, each with 8 Logical CPUs. 

4. 

The ESXi host CPU has Hyper Threading enabled. 

The administrator would like to improve CPU performance for this VM. Other VMs on the host have no performance
issues. Which action should the administrator take to resolve the issue? 

A. Set the Advanced Parameter numa.vcpu.preferHT = TRUE in the virtual machine configuration file. 

B. Set the Advanced Parameter numa.vcpu.preferHT = FALSE in the virtual machine configuration file. 

C. Set the Advanced Parameter numa.PreferHT = 1 in the ESXi host configuration file. 

D. Set the Advanced Parameter numa.PreferHT = 0 in the ESXi host configuration file. 

Correct Answer: A 
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Reference:
https://books.google.co.in/books?id=GnVvAwAAQBAJandpg=PA78andlpg=PA78anddq=Advanced+Parameter +numa.v
cpu.preferHTandsource=blandots=o9dp9BqWjandsig=XT1BXwxJ6qeTg__zHfO8uLnZNToandhl=enandsa=Xandved=0a
hUKEwjUyeejcrNAhWGqY8KHQCKBzwQ6AEIVjAH#v=onepageandqandf=false 

 

QUESTION 6

Which two supported tools can be used to upgrade virtual machine hardware? (Choose two.) 

A. vSphere Web Client 

B. vSphere Update Manager 

C. vmware-vmupgrade.exe 

D. esxcli vm hardware upgrade 

Correct Answer: AB 

Upgrade Virtual Hardware You can upgrade the hardware version of virtual machines to the latest version of ESXi. For
virtual machines that are running on ESXi 5.x, VMware recommends that you upgrade the virtual hardware to version 8.
Consider the following points: 

When you upgrade from virtual hardware version 4 to version 8 the upgrade is reversible if you take a virtual machine
backup or snapshot before performing the upgrade. Upgraded virtual machines cannot be powered on by an ESX 2.x
host, even if relocated to a VMFS2 datastore. To automate this process, consider using Update Manager for virtual
machine upgrades. See the Installing and Administering VMware vSphere Update Manager documentation. Update
Manager takes automatic snapshots before performing virtual machine upgrades. See Perform an Orchestrated
Upgrade of Virtual Machines with vSphere Update Manager. When you upgrade virtual hardware, no downtime is
required for vCenter Server or ESX/ESXi hosts. For virtual machines, the only significant downtime is the time to reboot
the guest operating systems. 

Reference: https://pubs.vmware.com/vsphere-50/index.jsp?topic=% 2Fcom.vmware.vsphere.upgrade.doc_50%2FGUID-
A45CBEE5-C4D2-484E-A699-A5A577244DE0.html 

 

QUESTION 7

An administrator is configuring virtual machines to use Worldwide Port Names (WWPNs) to access the storage. 

Which two conditions are required? (Choose two.) 

A. The switches in the fabric must be N-Port ID Virtualization aware. 

B. The virtual machines must be using passthrough Raw Disk Mapping (RDMp). 

C. The virtual machines must be using Virtual Machine Disk (VMDK). 

D. The switches in the fabric must be Storage I/O Control aware. 

Correct Answer: AB 

Explanation: N-Port ID Virtualization N-Port ID Virtualization (NPIV) is an ANSI T11 standard that describes how a
single Fibre Channel HBA port can register with the fabric using several worldwide port names (WWPNs). This allows a
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fabric-attached N-port to claim multiple fabric addresses. Each address appears as a unique entity on the Fibre Channel
fabric How NPIV-Based LUN Access Works NPIV enables a single FC HBA port to register several unique WWNs with
the fabric, each of which can be assigned to an individual virtual machine. SAN objects, such as switches, HBAs,
storage devices, or virtual machines can be assigned World Wide Name (WWN) identifiers. WWNs uniquely identify
such objects in the Fibre Channel fabric. When virtual machines have WWN assignments, they use them for all RDM
traffic, so the LUNs pointed to by any of the RDMs on the virtual machine must not be masked against its WWNs. When
virtual machines do not have WWN assignments, they access storage LUNs with the WWNs of their host\\'s physical
HBAs. By using NPIV, however, a SAN administrator can monitor and route storage access on a per virtual machine
basis. The following section describes how this works. Reference: https://pubs.vmware.com/vsphere-4-esx-
vcenter/index.jsp#com.vmware.vsphere.config_fc.doc_40/ esx_san_config/managing_san_systems/c_n-
port_id_virtualization.html 

 

QUESTION 8

An administrator is unable to start the vCenter Server service. The vpxd.log file shows this service failure: 

[13308 error \\'Default\\' opID=622892-371bf717] CoreDump: Unable to write minidump [13308 error \\'Default\\'
opID=622892-371bf717] error -2147024784 : There is not enough space on the disk. 

What is preventing the start of the service? 

A. Insufficient space on the vCenter Server 

B. Insufficient space on the Database Server 

C. Insufficient space on the VMFS volume 

D. Insufficient space on the ESXi ramdisk 

Correct Answer: A 

Symptoms 

1. 

Cannot start VMware VirtualCenter Server service 

2. 

In the vpxd.log file located at C:\ProgramData\VMware\VMware VirtualCenter\Logs\, you see backtraces similar to: 

[VpxdClientAdapter] Got vmacore exception: An operation on a socket could not be performed because the system
lacked sufficient buffer space or because a queue was full [18244 error \\'vpxdvpxdVmomi\\' opID=HB-
host-6161@193472-2b600f1f] [VpxdClientAdapter] Backtrace: --> backtrace[00] rip 000000018018cd7a -->
backtrace[01] rip 0000000180106c48 --> backtrace[02] rip 000000018010803e --> backtrace[03] rip 000000018009
[09356 verbose \\'VpxProfiler\\' opID=HB-host-8535@1072225-79714cc6] [1-] [ORM] Update: vim.vm.ConfigInfo, Id:
12892 (took 0 ms) [12016 error \\'vpxdvpxdVmomi\\' opID=HB-host-154@86503-2d0e7772] [VpxdClientAdapter] Got
vmacore exception: An operation on a socket could not be performed because the system lacked sufficient buffer space
or because a queue was full [12016 error \\'vpxdvpxdVmomi\\' opID=HB-host-154@86503-2d0e7772]
[VpxdClientAdapter] Backtrace: --> backtrace[00] rip 000000018018cd7a 

Cause This issue occurs because vCenter Server does not have sufficient hard disk space to be allocated for the
buffer. 

Reference: https://kb.vmware.com/selfservice/search.do?
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cmd=displayKCanddocType=kcanddocTypeID=DT_KB_1_1andexternalId=2083927 

 

QUESTION 9

Which file determines the location of the installation script during a scripted upgrade? 

A. boot.cfg 

B. ks.cfg 

C. script.cfg 

D. upgrade.cfg 

Correct Answer: A 

About the boot.cfg File The boot loader configuration file boot.cfg specifies the kernel, the kernel options, and the boot
modules that the mboot.c32 boot loader uses in an ESXi installation. The boot.cfg file is provided in the ESXi installer.
You can modify the kernelopt line of the boot.cfg file to specify the location of an installation script or to pass other boot
options. The boot.cfg file has the following syntax: # boot.cfg -- mboot configuration file # # Any line preceded with \\'#\\'
is a comment. 

title=STRING kernel=FILEPATH kernelopt=STRING modules=FILEPATH1 --- FILEPATH2... --- FILEPATHn 

# Any other line must remain unchanged. The commands in boot.cfg configure the boot loader. 

Reference: https://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc
%2FGUID-1DE4EC58-8665-4F14-9AB4-1C62297D866B.html 

 

QUESTION 10

Which keystore would a vSphere Replication administrator use to manually add an additional Certificate Authority
certificate? 

A. hms-truststore.jks 

B. hms-keystore.jks 

C. certificates.ks 

D. cacerts.ks 

Correct Answer: A 

vSphere Replication can verify remote server certificates either by verifying the validity of the certificate and the
thumbprint or by verifying the thumbprint only. By default, vSphere Replication verifies the thumbprint only. If you select
the Accept only SSL certificates signed by a trusted Certificate Authority option in the VAMI, this causes vSphere
Replication to verify the validity of the certificate as well as the thumbprint. This means that the certificate authority that
issued the certificates for vSphere Replication and vCenter Server must be trusted by vSphere Replication. By default,
vSphere replication trusts all certificate authorities that the Java Virtual Machine trusts. You can import additional trusted
CA certificates in /opt/ vmware/hms/security/hmstruststore.Jks on the vSphere Replication appliance. To import these
certificates, perform these steps: 
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1. 

Locate the root certificate authority certificate that was used when generating the vCenter server 

certificates (usually Root64.cer). If you use a Microsoft certificate authority, this can be re-generated by 

performing the mentioned in Creating certificate requests and certificates for vCenter Server 5.1 

components (2037432). Otherwise, you may be able to export the root certificate using the MMC on a 

Windows system. 

2. 

Copy the certificate to your replication appliance. 

For example, /home directory. A utility such as WinSCP can be used for this. 

3. 

Run this command to import the certificate into the HMS truststore: 

/usr/java/default/bin/keytool -import -trustcacerts -alias root -file /home/Root64.cer -keystore /opt/vmware/ 

hms/security/hms-truststore.jks -storepass vmware 

4. 

Type yes at the prompt and press enter to complete the certificate import process: 

Trust this certificate? [no]: yes 

5. You see this text which confirms the import was successful: Certificate was added to keystore 

6. Use this command to verify the certificate is now present in the HMS truststore: 

/usr/java/default/bin/keytool -list -keystore /opt/vmware/hms/security/hms-truststore.jks -storepass vmware

? 

Reference: https://kb.vmware.com/selfservice/microsites/search.do?
language=en_USandcmd=displayKCandexternalId=2080395 

 

QUESTION 11

Which two conditions would prevent an administrator from upgrading an existing vCenter Server Appliance to vSphere
6.x? (Choose two.) 

A. The administrator did not export the appliance configuration. 

B. The ESXi Host that the appliance will run on has not been placed into Maintenance Mode. 

C. The administrator is using an appliance with an embedded Platform Services Controller. 

D. The appliance has been configured to use an external Single Sign-On server. 
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Correct Answer: AD 

If the administrator is upgrading an existing vcenter server appliance to vSphere 6.x, he needs to export appliance
configuration before doing so and he needs to avoid using external single sign-on server. 

 

QUESTION 12

An administrator is building a large virtual machine that will require as many vCPUs as the host can support. An ESXi
6.x host has these specifications: 

1. 

Four 24-core Intel Xeon Processors 

2. 

256 GB of Memory 

3. 

512 GB Local disk space using VMFS5 

What is the maximum number of virtual CPUs that the virtual machine can be allocated? 

A. 64 

B. 96 

C. 128 

D. 192 

Correct Answer: C 

Reference: https://www.vmware.com/pdf/vsphere6/r60/vsphere-60-configuration-maximums.pdf page 9 

 

QUESTION 13

Which secondary Private VLAN (PVLAN) type can communicate and send packets to an Isolated PVLAN? 

A. Community 

B. Isolated 

C. Promiscuous 

D. Primary 

Correct Answer: C 

Private VLANs Private VLANs are used to solve VLAN ID limitations and waste of IP addresses for certain network
setups. 
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A private VLAN is identified by its primary VLAN ID. A primary VLAN ID can have multiple secondary VLAN IDs
associated with it. Primary VLANs are Promiscuous, so that ports on a private VLAN can communicate with ports
configured as the primary VLAN. Ports on a secondary VLAN can be either Isolated, communicating only with
promiscuous ports, or Community, communicating with both promiscuous ports and other ports on the same secondary
VLAN. 

Reference: https://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.networking.doc% 2FGUID-
A9287D46-FDE0-4D64-9348-3905FEAC7FAE.html 

 

QUESTION 14

An administrator is configuring the clock tolerance for the Single Sign-On token configuration policy and wants to define
the time skew tolerance between a client and the domain controller clock. 

Which time measurement is used for the value? 

A. Milliseconds 

B. Seconds 

C. Minutes 

D. Hours 

Correct Answer: A 

Time difference, in milliseconds, that vCenter Single Sign-On tolerates between a client clock and the domain controller
clock. If the time difference is greater than the specified value, vCenter Single Sign-On declares the token invalid. 

Reference: https://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.security.doc%2FGUID50F2
D815-4F67-4267-A005-B8158DADCBC9.html 

 

QUESTION 15

An administrator has created a resource pool named Marketing HTTP with a Memory Limit of 24 GB and a CPU Limit of
10,000 MHz. 

The Marketing HTTP resource pool contains three virtual machines: 

1.

 Mktg-SQL has a memory reservation of 16 GB. 

2.

 Mktg-App has a memory reservation of 6 GB. 

3.

 Mktg-Web has a memory reservation of 4 GB. 

What would happen if all three virtual machines are powered on? 
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A. All three virtual machines can power on, but will have memory contention. 

B. All three virtual machines can power on without memory contention. 

C. Only two of the three virtual machines can power on. 

D. Only one of the virtual machines can power on. 

Correct Answer: C 

Applying a limit on a vCPU and memory will slow your VM down no matter what because of distribution of resources.
Even if there are no other VMs running on that 4 socket quad core host. Powering on all the virtual machine will enables
100% resources to be used by VM hence, only few required VM\\'s will powered "On" which requires the maximum
utilization from the available resources. Example: When a single (or two) VM has a limit of 5000MHz and 16GB, 6 GB
Memory = 22gb utilization will be high and is the only VM running on a host than it will run it full speed as it will be
constantly rescheduled for 5000MHz and maximum memory (22-24 GB) Check:
https://kb.vmware.com/selfservice/microsites/search.do? language=en_USandcmd=displayKCandexternalId=2032906
Or Resource Pool Metrics: https://pubs.vmware.com/.../GUID-6F436275-169F-4DE5-B393-3B771623C0F8.htm. 
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