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QUESTION 1

Joe, a client, wants to allow only specific portable devices to connect to his wireless network. Which of the following
methods would BEST accomplish this? 

A. Disabling SSID broadcast 

B. MAC filtering 

C. Lower radio power levels 

D. Directional antennas 

Correct Answer: B 

 

QUESTION 2

Which of the following would MOST likely be used in secure client-server communication? 

A. Redirection 

B. Certificates 

C. Port security 

D. Group Policy 

Correct Answer: B 

 

QUESTION 3

A user has moved into a building and is installing a new wired network. There is existing cabling throughout the building.
The user would like to prevent hardware that they do not own from connecting to the network. Which of the following
actions would BEST prevent outside users from connecting? 

A. Enable static IPs 

B. Disable DNS 

C. Disable local proxy server 

D. Enable MAC filtering 

Correct Answer: D 

 

QUESTION 4

A customer\\'s computer is powered on and working, but the customer is unable to get to any wired network resources,
shared drives, printers, or the Internet. Which of the following command-line tools should be used to troubleshoot this
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scenario? 

A. Ping 

B. Iwconfig 

C. Nbtstat 

D. Nslookup 

Correct Answer: A 

 

QUESTION 5

An administrator is investigating intermittent, slow performance of a web server. The administrator performs a virus scan
on the server but finds there is no infection present. Which of the following should the administrator do NEXT to mitigate
the issue? 

A. Increase the amount of RAM 

B. Reboot the server 

C. Check the system logs 

D. Perform disk defragmentation 

Correct Answer: C 

 

QUESTION 6

A user calls a technician regarding an iOS mobile device that is having problems with standby time after a new update
was applied. The technician verifies no new applications were installed since the update, but the device still has poor
standby time even after the update is removed. 

Which of the following is the MOST likely cause of the issue? 

A. Zero-day malware 

B. Safari code injection 

C. OS corruption 

D. Overheating 

E. Time sync failure 

Correct Answer: D 

 

QUESTION 7

A technician Is completing the documentation for a major OS upgrade of a Linux distribution that will impact a
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company\\'s web services. The technician finishes the risk assessment and documents the change process. 

Which of the following should the technician complete NEXT? 

A. Scope of the change 

B. Back-out plan 

C. Purpose of the change 

D. Change request 

Correct Answer: B 

 

QUESTION 8

An administrator created a documents that shows network equipment connections, including endpoints, server, routers,
and switches. Which of the following documents did the administrator create? 

A. Incident response plan 

B. Knowledge base 

C. Inventory list 

D. Network topology 

Correct Answer: A 

 

QUESTION 9

A technician is recycling PCs to be reused by a middle school. Which of the following methods is MOST appropriate for
ensuring data has been removed from the PCs? 

A. Standard formatting 

B. HD drilling 

C. Low-level formatting 

D. HD partitioning 

Correct Answer: C 

 

QUESTION 10

Ann, an end user, is utilizing a styles on her table. The recognition point is off when she uses the stylus, but it registers
In the correct spool when she her finger. Which of the following would be the BEST resolution to issue? 

A. Restart the table 
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B. Disable and then renewable Bluetooth 

C. Calibrate the touchscreen sensor 

D. Disconnect and then reconnect the stylus 

Correct Answer: C 

 

QUESTION 11

A technician needs to make changes to a production system. Before doing so, which of the following should be
completed in case the changes have unintended consequences beyond their original scope? 

A. Draft a complete scope of the changes. 

B. Formulate a back-out plan for the changes. 

C. Ensure all relevant end users are notified of the changes. 

D. Create a risk analysis involving the changes. 

Correct Answer: D 

 

QUESTION 12

An administrator created a connection to a private network using TLS 1.2. The Linux servers on the network do not
support secure protocols. Which of the following will the administrator MOST likely use to log in to these servers? 

A. SSL 

B. RDP 

C. SSH 

D. Telnet 

Correct Answer: D 

Reference: https://kinsta.com/knowledgebase/ssl-handshake-failed/ 

 

QUESTION 13

As part of a CYOD policy, a systems administrator needs to configure each user\\'s Windows device to require a
password when resuming from a period of sleep or inactivity. Which of the following paths will lead the administrator to
the correct settings? 

A. Use Settings to access Screensaver settings 

B. Use Settings to access Screen Time-out settings 

C. Use Settings to access General 
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D. Use Settings to access Display 

Correct Answer: A 

 

QUESTION 14

SIMULATION 

You have been tasked with setting up a new executive\\'s laptop on his home network. After an investigation, you find
that his home network is wired and has the following settings: 

1. 

IP range is 10.10.10.0 

2. 

Netmask is 255.255.255.0 

3. 

Default gateway is 10.10.10.1 

Additionally, the router\\'s address is used as the primary DNS server and WINS is not in use. 

Please configure the laptop with an IP address of 10.10.10.15, ensuring that the laptop will still work when plugged into
the switch at the office, which is configured for DHCP. Do not make any other unnecessary configurations to the laptop. 

Instructions: Keyboard shortcuts are not available. When you have completed the simulation, please select the done
button to submit your answer. 
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A. Review the explanation for all details: 

Correct Answer: A 

Right click in Local Area Network and double click on the IPv4 settings: 
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Choose Alternate Configuration Tab and enter as follows: 
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QUESTION 15

What is one of the main hardware differences between a tablet computer and a laptop computer? 

A. The laptop always has a multitouch touchscreen. 

B. Tablets are typically not upgradeable. 

C. Laptops are typically not upgradeable. 

D. Laptops typically use ARM processors. 

Correct Answer: B 
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