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QUESTION 1

Tenda, a network specialist at an organization, was examining logged data using Windows Event Viewer to identify
attempted or successful unauthorized activities. The logs analyzed by Tenda include events related to Windows
security; specifically, log-on/log-off activities, resource access, and also information based on Windows system\\'s audit
policies.

Identify the type of event logs analyzed by Tenda in the above scenario.

A. Application event log

B. Setup event log

C. Security event log

D. System event log

Correct Answer: C

QUESTION 2

Grace, an online shopping freak, has purchased a smart TV using her debit card. During online payment, Grace\\'s
browser redirected her from ecommerce website to a third-party payment gateway, where she provided her debit card
details and OTP received on her registered mobile phone. After completing the transaction, Grace navigated to her
online bank account and verified the current balance in her savings account..

Identify the state of data when it is being processed between the ecommerce website and the payment gateway in the
above scenario.

A. Data at rest

B. Data in inactive
C. Data in transit
D. Data in use

Correct Answer: C

QUESTION 3

Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic investigation report
template. She filled different sections of the report covering all the details of the crime along with the daily progress of
the investigation process.

In which of the following sections of the forensic investigation report did Arabella record the "nature of the claim and
information provided to the officers"?

A. Investigation process
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B. Investigation objectives
C. Evidence information
D. Evaluation and analysis process

Correct Answer: C

QUESTION 4

You are Harris working for a web development company. You have been assigned to perform a task for vulnerability
assessment on the given IP address 20.20.10.26. Select the vulnerability that may affect the website according to the
severity factor.

Hint: Greenbone web credentials: admin/password

A. TCP timestamps

B. Anonymous FTP Login Reporting

C. FTP Unencrypted Cleartext Login

D. UDP timestamps

Correct Answer: C

QUESTION 5

Leo has walked to the nearest supermarket to purchase grocery. At the billing section, the billing executive scanned
each product\\'s machine-readable tag against a readable machine that automatically reads the product details, displays
the prices of the individual product on the computer, and calculates the sum of those scanned items. Upon completion
of scanning all the products, Leo has to pay the bill.

Identify the type of short-range wireless communication technology that the billing executive has used in the above
scenario.

A. Radio-frequency identification (RFID)
B. Near-field communication (NFC)

C. QuIC

D. QR codes and barcodes

Correct Answer: A

QUESTION 6
Stephen, a security professional at an organization, was instructed to implement security measures that prevent

corporate data leakage on employees\\' mobile devices. For this purpose, he employed a technique using which all
personal and corporate data are isolated on an employee\\'s mobile device. Using this technique, corporate applications
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do not have any control of or communication with the private applications or data of the employees.
Which of the following techniques has Stephen implemented in the above scenario?

A. Full device encryption

B. Geofencing

C. Containerization

D. OTA updates

Correct Answer: C

QUESTION 7

RAT has been setup in one of the machines connected to the network to steal the important Sensitive corporate docs
located on Desktop of the server, further investigation revealed the IP address of the server 20.20.10.26. Initiate a
remote connection using thief client and determine the number of files present in the folder.

Hint: Thief folder is located at: Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote
Access Trojans (RAT)\Thief of Attacker Machine-1.

A2
B.4
C.3D.5

Correct Answer: C

QUESTION 8

Richards, a security specialist at an organization, was monitoring an IDS system. While monitoring, he suddenly
received an alert of an ongoing intrusion attempt on the organization\\'s network. He immediately averted the malicious
actions by implementing the necessary measures.

Identify the type of alert generated by the IDS system in the above scenario.

A. True positive

B. True negative

C. False negative

D. False positive

Correct Answer: A

QUESTION 9
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Karter, a security professional, deployed a honeypot on the organization\\'s network for luring attackers who attempt to
breach the network. For this purpose, he configured a type of honeypot that simulates a real OS as well as applications
and services of a target network. Furthermore, the honeypot deployed by Karter only responds to preconfigured
commands.

Identify the type of Honeypot deployed by Karter in the above scenario.

A. Low-interaction honeypot

B. Pure honeypot

C. Medium-interaction honeypot

D. High-interaction honeypot

Correct Answer: A

QUESTION 10

You are a penetration tester working to test the user awareness of the employees of the client xyz. You harvested two
employees\\' emails from some public sources and are creating a client-side backdoor to send it to the employees via
email. Which stage of the cyber kill chain are you at?

A. Reconnaissance

B. Command and control

C. Weaponization

D. Exploitation

Correct Answer: C
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