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QUESTION 1

Refer to the exhibit. Which statement about the given configuration is true? 

A. The timeout command causes the device to move to the next server after 20 seconds of TACACS inactivity. 

B. The single-connection command causes the device to process one TACACS request and then move to the next
server. 

C. The single-connection command causes the device to establish one connection for all TACACS transactions. 

D. The router communicates with the NAS on the default port, TCP 1645 

Correct Answer: C 

In order for TACACS+ servers to fail over, they must be configured in a TACACS server group, which these are not,
which eliminates A and B. D is incorrect. 

 

QUESTION 2

Which type of PVLAN port allows hosts in the same VLAN to communicate directly with each other? 

A. community for hosts in the PVLAN 

B. promiscuous for hosts in the PVLAN 

C. isolated for hosts in the PVLAN 

D. span for hosts in the PVLAN 

Correct Answer: A 

 

QUESTION 3
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What improvement does EAP-FASTv2 provide over EAP-FAST? 

A. It support more secure encryption protocols. 

B. It allows multiple credentials to be passed in a single EAP exchange 

C. It addresses security vulnerabilities found in the original protocol. 

D. It allows faster authentication by using fewer packets. 

Correct Answer: B 

The single exchange is called EAP Chaining and is and makes EAP-FASTv2 an extension of EAP-FAST. 

 

QUESTION 4

Refer to the above. Which translation technique does this configuration result in? 

# nat (inside,outside) dynamic interface 

A. Static NAT 

B. Dynamic NAT 

C. Dynamic PAT 

D. Twice NAT 

Correct Answer: C 

 

QUESTION 5

Which type of attack can exploit design flaws in the implementation of an application without going noticed? 

A. Volume-based DDoS attacks. 

B. application DDoS flood attacks. 

C. DHCP starvation attacks 

D. low-rate DoS attacks 

Correct Answer: D 

 

QUESTION 6

When an IPS detects an attack, which action can the IPS take to prevent the attack from spreading? 

A. Perform a Layer 6 reset 

B. Deploy an antimalware system 
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C. Enable bypass mode 

D. Deny the connection inline 

Correct Answer: D 

 

QUESTION 7

Diffie-Hellman key exchange question 

A. IKE 

B. IPSEC 

C. SPAN 

D. STP 

Correct Answer: A 

https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange 

 

QUESTION 8

When a switch has multiple links connected to a downstream switch, what is the first step that STP takes to prevent
loops? 

A. STP elects the root bridge 

B. STP selects the root port 

C. STP selects the designated port 

D. STP blocks one of the ports 

Correct Answer: A 

 

QUESTION 9

In which three cases does the ASA firewall permit inbound HTTP GET requests during normal operations? (Choose
three). 

A. when a matching TCP connection is found 

B. when the firewall requires strict HTTP inspection 

C. when the firewall receives a FIN packet 

D. when matching ACL entries are configured 

E. when the firewall requires HTTP inspection 
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F. when matching NAT entries are configured 

Correct Answer: ADF 

See the following links: https://supportforums.cisco.com/discussion/11809846/asa-5505-using-nat-allowing-incoming-
traffic-https https://supportforums.cisco.com/discussion/12473551/asa-what-allowing-return-http-traffic Also, there is a
modified version of this question where answers D and F are replaced with "When the firewall receives a SYN packet"
and "When the firewall receives a SYN-ACK packet". The a SYN-ACK packet coming back from the web server
establishes the TCP connection and allows requests to come through, so this is a correct answer. 

 

QUESTION 10

Which two features are commonly used CoPP and CPPr to protect the control plane? (Choose two.) 

A. QoS 

B. traffic classification 

C. access lists 

D. policy maps 

E. class maps 

F. Cisco Express Forwarding 

Correct Answer: AB 

 

QUESTION 11

Which two features are supported in a VRF-aware software infrastructure before VRF-lite? (Choose two) 

A. priority queuing 

B. EIGRP 

C. multicast 

D. WCCP 

E. fair queuing 

Correct Answer: BC 

 

QUESTION 12

What\\'s the technology that you can use to prevent non malicious program to run in the computer that is disconnected
from the network? 

A. Firewall 
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B. Software Antivirus 

C. Network IPS 

D. Host IPS. 

Correct Answer: D 
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