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QUESTION 1

How can SOC analysts use the cyber kill chain? 

A. to gain insight into an attacker\\'s tactics and techniques 

B. to delete detected malware 

C. to prevent all types of cyber attacks 

D. to require attackers to follow all phases of the cyber kill chain in sequence 

E. to implement additional security controls at the network level 

Correct Answer: A 

 

QUESTION 2

Which two flags set in TCP datagrams are valid ways to close a TCP session? (Choose two.) 

A. SYN flag 

B. FIN flag 

C. RST flag 

D. ECT flag 

E. PSH flag 

Correct Answer: BC 

 

QUESTION 3

Which of the following are public key standards? 

A. IPsec 

B. PKCS #10 

C. PKCS #12 

D. ISO33012 

Correct Answer: B 

 

QUESTION 4

When using PKI which two of the following are true? (Choose two.) 
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A. Currently, PKI digital identity certificates use the X.509 version 3 structure. 

B. Currently, the PKI architecture requires that the client devices stay in constant contact with the CA in order to trust a
certificate that is issued by the CA. 

C. A client device must trust the CA in order to validate another device certificate that is issued by the same CA. 

D. The CA does not sign the user or device certificate; it only signs its own root certificate 

Correct Answer: AC 

 

QUESTION 5

What does the chmod go+r-w MyFile.txt command string do to a file? 

A. deletes the file from the current directory 

B. navigates the working directory to the directory that contains the file that is identified 

C. sets the access type to read and removes write access to the group and others 

D. sets the access type to read and write for both the user and the group 

Correct Answer: C 

 

QUESTION 6

Which two best describe the difference between XSS and CSRF? (Choose two.) 

A. XSS exploits the user\\'s trust in a particular web site. 

B. CSRF exploits the web site\\'s trust in a user\\'s browser. 

C. XSS exploits the web site\\'s trust in a user\\'s browser. 

D. CSRF exploits the user\\'s trust in a particular web site. 

Correct Answer: AB 

 

QUESTION 7

Which of the following are metrics that can measure the effectiveness of a runbook? 

A. Mean time to repair (MTTR) 

B. Mean time between failures (MTBF) 

C. Mean time to discover a security incident 

D. All of the above 
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Correct Answer: D 

 

QUESTION 8

Where is the information about ports and device Layer 2 addresses kept in a switch? 

A. MAC address table 

B. Routing table 

C. L2 address table 

D. Port table 

Correct Answer: A 

 

QUESTION 9

Which three of the following statements are benefits of RSPAN? (Choose three.) 

A. RSPAN uses existing hardware to provide a cost-effective monitoring solution. 

B. RSPAN eliminates the need for VLAN-capable devices between the source and destination to monitor traffic. 

C. With RSPAN working at the IOS driver level, it bypasses any ACLs that are applied to the 802.1Q trunk. 

D. RSPAN allows multiple sources for enterprise-wide port monitoring. 

E. RSPAN does not require the capture device to be directly connected. 

Correct Answer: ADE 

 

QUESTION 10

Match the NGFW requirement to its description. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 11

At which step of the change process is the configuration database updated? 

A. In the review and close change record 

B. When the request for change is created 

C. During the change implementation 

D. During the request for change review 

Correct Answer: A 
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QUESTION 12

What entity that issues and signs digital certificates is trusted by the browser? 

A. Certificate Authority 

B. Certificate Notary 

C. Certificate Controller 

D. Certificate Licensor 

Correct Answer: A 

 

QUESTION 13

Which definition describes the main purpose of a Security Information and Event Management solution? 

A. a database that collects and categorizes indicators of compromise to evaluate and search for potential security
threats 

B. a monitoring interface that manages firewall access control lists for duplicate firewall filtering 

C. a relay server or device that collects then forwards event logs to another log collection device 

D. a security product that collects, normalizes, and correlates event log data to provide holistic views of the security
posture of an environment 

Correct Answer: D 

 

QUESTION 14

Which one of the following options is most likely to provide fair and accurate information about operating systems and
their known vulnerabilities? 

A. www.cisco.com 

B. www.microsoft.com 

C. www.apple.com 

D. nvd.nist.gov 

Correct Answer: D 

 

QUESTION 15

Why are encryption and protocol tunneling effective techniques for IPS evasion attacks? 
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A. Encrypted packets bypass IPS sensors, as IP and TCP header information is unreadable by the sensor. 

B. Tunneling protocols send packets end-to-end and therefore cannot transit the IPS sensor. 

C. IPS sensors cannot unencrypt the payload to determine the contents of the data. 

D. Packets bypass the IPS sensor after its memory resources are exhausted unencrypting packets. 

Correct Answer: C 
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