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QUESTION 1

What are the three main roles that can be adopted by Oracle Access Management and Oracle Fusion Middleware
components when using the Identity Context?

A. Publisher
B. Consumer
C. Propagator
D. Generator
E. Evaluator
F. Authorizer

Correct Answer: ACE

QUESTION 2

Identify the preconfigured authentication scheme that is used in the Oracle Access Management 11gR2 federation
service.

A. OIFScheme

B. OIFLDAPPIugin

C. OIFMTLDAPPIugin
D. FederationScheme

Correct Answer: D

QUESTION 3

In a high availability deployment for Oracle Access Manager, which configuration will make sure that the Request to
Login page goes to the load balancer?

A. changing Server Host, Port, and Protocol from the WebLogic administration console
B. changing Server Host, Port, and Protocol in a WebGate or an agent configuration
C. changing Server Host, Port, and Protocol in a Credentials Collector configuration

D. changing Server Host, Port, and Protocol in Access Manager settings under System configuration from the Oracle
Access Management console

Correct Answer: D
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QUESTION 4

Identity two ways in which you can diagnose an issue when the Remote Registration Tool in Oracle Access Manager
fails.

A. Ensure that an agent name is alreadyregistered.

B. Ensure that the agent name is unique.

C. Ensure that AdminServer is running.

D. Ensure that AdminServer is not running.

E. Ensure that the agent name and application domain are different.

Correct Answer: AC

QUESTION 5

Identity functions that Oracle Adaptive Access Manager provides.
A. risk-based access control

B. secure credential collection

C. offline and online risk analytics

D. username and password validation

E. single sign-on

F. user provisioning

Correct Answer:. ABE

QUESTION 6
Which statement is true about scaling out an Oracle Access Manager server in high availability topology?

A. Scale out is used when a new Access Manager Managed Server instance is added to a node that is already running
one or more server instances.

B. Scale out is used toadd a new Access Manger Managed Server instance to a new node.
C. Scale out is used to add a new WebGate to talk to an existing Access Manager instance.
D. Scale out is used to add a new Identity Store to Access Manager instance.

Correct Answer: B

QUESTION 7
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Identify two ways in which you can specify trusted Identity Provider (Idp) partners while configuring Service Provides
(SP) in Oracle Access Management Identity Federation.

A. Manually create a new Idp configuration and fill the form with all attributes.

B. Import the metadata file generated from an Idp deployment to create a new Identity Provider configuration.

C. Automatic discovery of an Idp populates the configuration data.

D. A request can be broadcast to all IdPs and the one that matches returns its configuration data is populated.

E. A sample XML configuration file is provided, which needs to be modified, and the Server needs to be restarted.

Correct Answer: AB

QUESTION 8

How would you configure an authentication policy for federation in Oracle Access Management 11gR2?
A. There are no authentication policies for federation.

B. Authentication policies are defined in the Oracle Identity Federation (OIF) console.

C. Authentication policies are definedin the Oracle Access Management console for each domain.

D. Authentication policies are provided in assertions.

Correct Answer: C

QUESTION 9

Which Oracle Access Management Suite Plus 11g service provides Access Management components the ability to
share information during a user\\'s session that enables security decisions?

A. Security Token Service
B. Oracle WSM Agent

C. Policy Context

D. Identity Context

Correct Answer: B

QUESTION 10
Identify two functions of the heartbeat check performed by Oracle Access Manager Access Servers.
A. It checks if an LDAP store can be accessed.

B. It check if a WebGate can beaccessed.
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C. It check if a session cache store can be accessed.
D. It check if a policy store can be accessed.
E. It check if a database can be accessed.

Correct Answer: AD

QUESTION 11

Which additional cookie needs to be cleared out on performing centralized logout when a Detached Credentials
Collector is used in Oracle Access Manager with 11g WebGates?

A. ObSSOCookie

B. DCCCtxCookie

C. _WL_AUTHCOOKIE_JSESSIONID
D. iPlanetDirectoryPro

Correct Answer: B

QUESTION 12

What value will you define in the Oracle Access Manager resource URL field to allow access to an application under the
context root /procurement?

A. /procurement

B. /procurement/*
C. /procurement/...
D. /procurement/.../*

Correct Answer: A

QUESTION 13

Which authentication scheme is the preferred option for integrating OAM with OAAM in 11gR2?
A. OAAMBasic authentication scheme

B. TAPScheme authentication scheme

C. OAAMAdvanced authentication scheme

D. LDAPScheme authentication scheme

Correct Answer: C
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QUESTION 14

Identify two Oracle products that have a certified out-of-the-box integration with Oracle Entitlements Server 11g.
A. Oracle API Gateway

B. Oracle Virtual Private Database

C. Oracle Service Bus

D. Oracle Service Registry

E. Oracle NoSQL Database

Correct Answer: BC

QUESTION 15

Which are the four valid token types that Oracle Mobile and Social can return to a mobile client on authentication?
A. SAML Token

B. User Token

C. SecurlD Token

D. Access Token

E. Client Registration Handle

F. Client Token

G. LTPA Token

Correct Answer: BCEF
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