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QUESTION 1

Your organization uses a federated identity provider to login to your Oracle Cloud Infrastructure (OCI) 

environment. As a developer, you are writing a script to automate some operation and want to use OCI CLI 

to do that. Your security team doesn\\'t allow storing private keys on local machines. 

How can you authenticate with OCI CLI? 

A. Run oci setup keys and provide your credentials 

B. Run oci session refresh --profile  

C. Run oci session authenticate and provide your credentials 

D. Run oci setup oci-cli-rc --file path/to/target/file 

Correct Answer: C 

Token-based authentication for the CLI allows customers to authenticate their session interactively, then 

use the CLI for a single session without an API signing key. This enables customers using an identity 

provider that is not SCIM- supported to use a federated user account with the CLI and SDKs. 

Starting a Token-based CLI Session 

To use token-based authentication for the CLI on a computer with a web browser: 

In the CLI, run the following command. This will launch a web browser. 

oci session authenticate 

In the browser, enter your user credentials. This authentication information is saved to the .config file. 

 

QUESTION 2

Which two statements are true for service choreography? 

A. Service choreographer is responsible for invoking other services. 

B. Services involved in choreography communicate through messages/messaging systems. 

C. Service choreography relies on a central coordinator. 

D. Service choreography should not use events for communication. 

E. Decision logic in service choreography is distributed. 

Correct Answer: BE 

Service Choreography Service choreography is a global description of the participating services, which is defined by
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exchange of messages, rules of interaction and agreements between two or more endpoints. Choreography employs a
decentralized approach for service composition. the decision logic is distributed, with no centralized point. 

Choreography, in contrast, does not rely on a central coordinator. and all participants in the choreography need to be
aware of the business process, operations to execute, messages to exchange, and the timing of message exchanges. 

 

QUESTION 3

You are implementing logging in your services that will be running in Oracle Cloud Infrastructure Container Engine for
Kubernetes. Which statement describes the appropriate logging approach? 

A. Each service logs to its own log file. 

B. All services log to an external logging system. 

C. All services log to standard output only. 

D. All services log to a shared log file. 

Correct Answer: C 

Application and systems logs can help you understand what is happening inside your cluster. The logs are particularly
useful for debugging problems and monitoring cluster activity. Most modern applications have some kind of logging
mechanism; as such, most container engines are likewise designed to support some kind of logging. The easiest and
most embraced logging method for containerized applications is to write to the standard output and standard error
streams. 

https://kubernetes.io/docs/concepts/cluster-administration/logging/ https://blogs.oracle.com/developers/5-best-practices-
for-kubernetes-security 

 

QUESTION 4

You are working on a serverless DevSecOps application using Oracle Functions. You have deployed a Python function
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that uses the Oracle Cloud Infrastructure (OCI) Python SDK to stop any OC1 Compute instance that does not comply
with your corporate security standards There are 3 non compliant OCI Compute instances. However, when you invoke
this function none of the instances were stopped. How should you troubleshoot this? 

A. There is no way to troubleshoot a function running on Oracle Functions. 

B. Enable function logging in the OCI console, include some print statements in your function code and use logs to
troubleshoot this. 

C. Enable function remote debugging in the OCI console, and use your favorite IDE to inspect the function running on
Oracle Functions. 

D. Enable function tracing in the OCI console, and go to OCI Monitoring console to see the function stack trace. 

Correct Answer: B 

Storing and Viewing Function Logs When a function you\\'ve deployed to Oracle Functions is invoked, you\\'ll typically
want to store the function\\'s logs so that you can review them later. You specify where Oracle Functions stores a
function\\'s logs by setting a logging policy for the application containing the function. You set application logging
policies in the Console. Whenever a function is invoked in this application, its logs are stored according to the logging
policy that you specified. you can view the logs for a function that have been stored in a storage bucket in Oracle Cloud
Infrastructure Object Storage https://docs.cloud.oracle.com/en-
us/iaas/Content/Functions/Tasks/functionsexportingfunctionlogfiles.htm 

 

QUESTION 5

Which two statements accurately describe Oracle SQL Developer Web on Oracle Cloud Infrastructure (OCI)
Autonomous Database? 

A. It is available for databases with dedicated Exadata infrastructure only. 

B. After provisioning into an OCI compute Instance, it can automatically connect to the OCI Autonomous Databases
instances. 

C. It is available for databases with both dedicated and shared Exadata infrastructure. 

D. It provides a development environment and a data modeler interface for OCI Autonomous Databases. 

E. It must be enabled via OCI Identity and Access Management policy to get access to the Autonomous Databases
instances. 

Correct Answer: AD 

Oracle SQL Developer Web in Autonomous Data Warehouse provides a development environment and a data modeler
interface for Autonomous Databases. SQL Developer Web is available for databases with both dedicated Exadata
infrastructure and shared Exadata infrastructure.
https://docs.cloud.oracle.com/enus/iaas/Content/Database/Tasks/adbtools.htm 

 

QUESTION 6

Given a service deployed on Oracle Cloud infrastructure Container Engine for Kubernetes (OKE), which annotation
should you add in the sample manifest file to specify a 400 Mbps load balancer? 
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A. service.beta, kubernetes. lo/oci-load-balancer-kind: 400Mbps 

B. service, beta, kubernetes. lo/oci-load-balancer-value: 4 00Mbps 

C. service . beta. kubernetes . lo/oci-load-balancer-shape: 400Mbps 

D. service . beta . kubernetes . lo/oci-load-balancer-size: 400Mbps 

Correct Answer: C 

The shape of an Oracle Cloud Infrastructure load balancer specifies its maximum total bandwidth (that is, 

ingress plus egress). By default, load balancers are created with a shape of 100Mbps. Other shapes are 

available, including 400Mbps and 8000Mbps. 

To specify an alternative shape for a load balancer, add the following annotation in the metadata section of 

the manifest file: 

service.beta.kubernetes.io/oci-load-balancer-shape: where value is the bandwidth of the shape 

(for example, 100Mbps, 400Mbps, 8000Mbps). 

For example: 

apiVersion: v1 

kind: Service 

metadata: 

name: my-nginx-svc 

labels: 

app: nginx 
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annotations: 

service.beta.kubernetes.io/oci-load-balancer-shape: 400Mbps spec: 

type: LoadBalancer 

ports: 

-port: 80 selector: app: nginx https://github.com/oracle/oci-cloud-controller-manager/blob/master/docs/load-balancer-
annotations.md 

 

QUESTION 7

You are developing a serverless application with Oracle Functions and Oracle Cloud Infrastructure Object Storage- Your
function needs to read a JSON file object from an Object Storage bucket named "inputbucket" in compartment "qa-
compartment". Your corporate security standards mandate the use of Resource Principals for this use case. Which two
statements are needed to implement this use case? 

A. Set up a policy with the following statement to grant read access to the bucket:allow dynamic-group read-file-dg to
read objects in compartment qa-compartment where target .bucket .name=\\' input-bucket * 

B. Set up the following dynamic group for your function\\'s OCID: Name: read-file-dg Rule: resource.id =
`ocid1.fnfunc.oc1.phx.aaaaaaaakeaobctakezjz5i4ujj7g25q7sx5mvr55pms6f4da\\' 

C. Set up a policy to grant all functions read access to the bucket:allow all functions in compartment qacompartment to
read objects in target.bucket.name=\\'input-bucket\\' 

D. Set up a policy to grant your user account read access to the bucket:allow user XYZ to read objects in compartment
qa-compartment where target .bucket, name-\\'input-bucket\\' 

E. No policies are needed. By default, every function has read access to Object Storage buckets in the tenancy 

Correct Answer: AB 

When a function you\\'ve deployed to Oracle Functions is running, it can access other Oracle Cloud Infrastructure
resources. For example: 

-

 You might want a function to get a list of VCNs from the Networking service. 

-

 You might want a function to read data from an Object Storage bucket, perform some operation on the 

data, and then write the modified data back to the Object Storage bucket. To enable a function to access another Oracle
Cloud Infrastructure resource, you have to include the function in a dynamic group, and then create a policy to grant the
dynamic group access to that resource. https://docs.cloud.oracle.com/en-
us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm 

 

QUESTION 8

Which two are benefits of distributed systems? 
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A. Privacy 

B. Security 

C. Ease of testing 

D. Scalability 

E. Resiliency 

Correct Answer: DE 

distributed systems of native-cloud like functions that have a lot of benefit like Resiliency and availability Resiliency and
availability refers to the ability of a system to continue operating, despite the failure or suboptimal performance of some
of its components. In the case of Oracle Functions: The control plane is a set of components that manages function
definitions. The data plane is a set of components that executes functions in response to invocation requests. For
resiliency and high availability, both the control plane and data plane components are distributed across different
availability domains and fault domains in a region. If one of the domains ceases to be available, the components in the
remaining domains take over to ensure that function definition management and execution are not disrupted. When
functions are invoked, they run in the subnets specified for the application to which the functions belong. For resiliency
and high availability, best practice is to specify a regional subnet for an application (or alternatively, multiple AD- specific
subnets in different availability domains). If an availability domain specified for an application ceases to be available,
Oracle Functions runs functions in an alternative availability domain. Concurrency and Scalability Concurrency refers to
the ability of a system to run multiple operations in parallel using shared resources. Scalability refers to the ability of the
system to scale capacity (both up and down) to meet demand. In the case of Functions, when a function is invoked for
the first time, the function\\'s image is run as a container on an instance in a subnet associated with the application to
which the function belongs. When the function is executing inside the container, the function can read from and write to
other shared resources and services running in the same subnet (for example, Database as a Service). The function
can also read from and write to other shared resources (for example, Object Storage), and other Oracle Cloud Services.
If Oracle Functions receives multiple calls to a function that is currently executing inside a running container, Oracle
Functions automatically and seamlessly scales horizontally to serve all the incoming requests. Oracle Functions starts
multiple Docker containers, up to the limit specified for your tenancy. The default limit is 30 GB of RAM reserved for
function execution per availability domain, although you can request an increase to this limit. Provided the limit is not
exceeded, there is no difference in response time (latency) between functions executing on the different containers. 

 

QUESTION 9

A programmer Is developing a Node is application which will run in a Linux server on their on-premises 

data center. This application will access various Oracle Cloud Infrastructure (OC1) services using OCI 

SDKs. 

What is the secure way to access OCI services with OCI Identity and Access Management (JAM)? 

A. Create a new OCI IAM user associated with a dynamic group and a policy that grants the desired permissions to OCI
services. Add the on-premises Linux server in the dynamic group. 

B. Create an OCI IAM policy with the appropriate permissions to access the required OCI services and assign the policy
to the on-premises Linux server. 

C. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to
OCI services. In the on-premises Linux server, generate the keypair used for signing API requests and upload the public
key to the IAM user. 
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D. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to
OCI services. In the on-premises Linux server, add the user name and password to a file used by Node.js
authentication. 

Correct Answer: C 

Before using Oracle Functions, you have to set up an Oracle Cloud Infrastructure API signing key. The instructions in
this topic assume: 

-you are using Linux 

- you are following Oracle\\'s recommendation to provide a passphrase to encrypt the private key For more Detials Set
up an Oracle Cloud Infrastructure API Signing Key for Use with Oracle Functions 

https://docs.cloud.oracle.com/en-us/iaas/Content/Functions/Tasks/functionssetupapikey.htm 

 

QUESTION 10

Which two statements accurately describe an Oracle Functions application? 

A. A small block of code invoked in response to an Oracle Cloud Infrastructure (OCI) Events service 

B. A Docker image containing all the functions that share the same configuration 

C. An application based on Oracle Functions, Oracle Cloud Infrastructure (OCI) Events and OCI API Gateway services 

D. A common context to store configuration variables that are available to all functions in the application 

E. A logical group of functions 

Correct Answer: DE 

Applications in the Function services In Oracle Functions, an application is: 

1. 

a logical grouping of functions 

2. 

a common context to store configuration variables that are available to all functions in the application When you define
an application in Oracle Functions, you specify the subnets in which to run the functions in the application. 

 

QUESTION 11

You are tasked with developing an application that requires the use of Oracle Cloud Infrastructure (OCI) 

APIs to POST messages to a stream in the OCI Streaming service. 

Which statement is incorrect? 

A. The request must include an authorization signing string including (but not limited to) x-contentsha256, content-type,
and content-length headers. 
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B. The Content-Type header must be Set to application/j son 

C. An HTTP 401 will be returned if the client\\'s clock is skewed more than 5 minutes from the server\\'s. 

D. The request does not require an Authorization header. 

Correct Answer: A 

Emits messages to a stream. There\\'s no limit to the number of messages in a request, but the total size of a message
or request must be 1 MiB or less. The service calculates the partition ID from the message key and stores messages
that share a key on the same partition. If a message does not contain a key or if the key is null, the service generates a
message key for you. The partition ID cannot be passed as a parameter. POST /20180418/streams//messages Host:
streaming-api.us-phoenix-1.oraclecloud.com { "messages": { { "key": null, "value":
"VGhlIHF1aWNrIGJyb3duIGZveCBqdW1wZWQgb3ZlciB0aGUgbGF6eSBkb2cu" }, { "key": null, "value":
"UGFjayBteSBib3ggd2l0aCBmaXZlIGRvemVuIGxpcXVvciBqdWdzLg==" } } } https://docs.cloud.oracle.com/en-
us/iaas/api/#/en/streaming/20180418/Message/PutMessages 

 

QUESTION 12

Which header is NOT required when signing GET requests to Oracle Cloud Infrastructure APIs? 

A. date or x-date 

B. (request-target) 

C. content-type 

D. host 

Correct Answer: C 

For GET and DELETE requests (when there\\'s no content in the request body), the signing string must 

include at least these headers: 

(request-target) (as described in draft-cavage-http-signatures-08) host date or x-date (if both are included, 

Oracle uses x-date) 

https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/signingrequests.htm 

 

QUESTION 13

Given a service deployed on Oracle Cloud Infrastructure Container Engine far Kubernetes (OKE), which annotation
should you add in the sample manifest file below to specify a 400 Mbps load balancer? 
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A. service.beta.kubernetes.io/oci-load-balancer-value: 400Mbps 

B. service.beta.kubernetes.io/oci-load-balancer-size: 400Mbps 

C. service.beta.kubernetes.io/oci-load--balancer-shape: 4 00Mbps 

D. service, beta, kubernetes . io/oci-load--balancer-kind: 400Mbps 

Correct Answer: C 

 

QUESTION 14

You are working on a cloud native e-commerce application on Oracle Cloud Infrastructure (OCI). Your application
architecture has multiple OCI services, including Oracle Functions. You need to trigger these functions directly from
other OCI services, without having to run custom code. Which OCI service cannot trigger your functions directly? 

A. OCI Events Service 

B. OCI Registry 

C. OCI API Gateway 

D. Oracle Integration 

Correct Answer: B 

Oracle Functions is a fully managed, multi-tenant, highly scalable, on-demand, Functions-as-a- Service platform. It is
built on enterprise-grade Oracle Cloud Infrastructure and powered by the Fn Project open source engine. Use Oracle
Functions (sometimes abbreviated to just Functions) when you want to focus on writing code to meet business needs.
The serverless and elastic architecture of Oracle Functions means there\\'s no infrastructure administration or software
administration for you to perform. You don\\'t provision or maintain compute instances, and operating system software
patches and upgrades are applied automatically. Oracle Functions simply ensures your app is highly-available, scalable,
secure, and monitored. With Oracle Functions, you can write code in Java, Python, Node, Go, and Ruby (and for
advanced use cases, bring your own Dockerfile, and Graal VM). 

You can invoke a function that you\\'ve deployed to Oracle Functions from: 
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-

The Fn Project CLI. 

-

The Oracle Cloud Infrastructure SDKs. 

-

 Signed HTTP requests to the function\\'s invoke endpoint. Every function has an invoke endpoint. 

-

 Other Oracle Cloud services (for example, triggered by an event in the Events service) or from external services. so
You can then deploy your code, call it directly or trigger it in response to events, and get billed only for the resources
consumed during the execution. Below are the oracle services that can trigger Oracle functions -Events Service
-Notification Service -API Gateway Service -Oracle Integration service(using OCI Signature Version 1 security policy) so
OCI Registry services cannot trigger your functions directly 

 

QUESTION 15

Which is NOT a valid option to execute a function deployed on Oracle Functions? 

A. Send a signed HTTP requests to the function\\'s invoke endpoint 

B. Invoke from Oracle Cloud Infrastructure CLI 

C. Invoke from Docker CLI 

D. Trigger by an event in Oracle Cloud Infrastructure Events service 

E. Invoke from Fn Project CLI 

Correct Answer: C 

You can invoke a function that you\\'ve deployed to Oracle Functions in different ways: 

Using the Fn Project CLI. 

Using the Oracle Cloud Infrastructure CLI. 

Using the Oracle Cloud Infrastructure SDKs. 

Making a signed HTTP request to the function\\'s invoke endpoint. Every function has an invoke endpoint. 

Each of the above invokes the function via requests to the API. Any request to the API must be 

authenticated by including a signature and the OCID of the compartment to which the function belongs in 

the request header. Such a request is referred to as a \\'signed\\' request. The signature includes Oracle 

Cloud Infrastructure credentials in an encrypted form. 
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