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QUESTION 1

Which two options are available when setting up DNS for your bare metal and virtual machine DB Systems? (Choose
two.) 

A. Internet and custom resolver 

B. Google DNS servers 

C. custom resolver 

D. Internet and virtual cloud network (VCN) resolver 

Correct Answer: CD 

 

QUESTION 2

Your customer is using an Oracle Cloud Infrastructure (OCI) compartment named Production that hosts 

several resources such as compute instances, DB Systems and File Systems. Each resource in the Production
compartment is tagged. 

The customer\\'s security team wants to restrict access to DB Systems to only the authorized group of DBAs. 

Which OCI Tagging capability can be used to meet this requirement? 

A. Tags Defaults with predefined values 

B. Tag Defaults 

C. Cost-Tracking Tags 

D. Tag-based Access Control 

Correct Answer: D 

Reference: 

https://docs.cloud.oracle.com/en-us/iaas/Content/Tagging/Tasks/ managingaccesswithtags.htm#about 

 

QUESTION 3

You are asked to create a user that will access programmatic endpoints in Oracle Cloud Infrastructure. The user must
not be allowed to authenticate by username and password. Which two authentication options can you use? (Choose
two.) 

A. PEM Certificate file 

B. Auth tokens 

C. API signing key 
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D. Windows password 

E. SSH key pair 

Correct Answer: BC 

 

QUESTION 4

You are working for a financial institution that is currently running two web applications in Oracle Cloud 

Infrastructure (OCI). All resources were created in the root compartment. Your manager asked you to deploy new
resources to support a proof-of-concept (PoC) for Oracle FlexCube. 

You must ensure that the FlexCube resources are secured and cannot be affected by the team that manages the two
web applications. 

Which two tasks should you complete to ensure the required security of your resources? (Choose two.) 

A. Create a new compartment for the two web applications and move the existing resources into the compartment.
Deploy the FlexCube application into the root compartment. Create a new policy in the root compartment that gives the
FlexCube project team the ability to manage all resources in the tenancy. 

B. Create a new policy in the root compartment for the FlexCube project team. Assign a policy statement that grants the
FlexCube project team the ability to manage all resources in the tenancy, where a specific tag key and tag value are
present. 

C. Create a Tag Default within the root compartment with a default value of ${iam.principle.name} so that each new
resource created is tagged with the name of the person who created it. Create a new IAM policy that allows users to
only modify resources they created. 

D. Create a new compartment for the two web applications and move the existing resources into this compartment.
Modify the existing policy for the team that manages these applications so that the scope of access is defined as this
new compartment. 

E. Create a new compartment for the FlexCube application deployment. Create a policy in this compartment for the
project team that gives them the ability to manage all resources within the scope of this compartment. 

Correct Answer: CD 

 

QUESTION 5

You have successfully configured identity federation between Oracle Cloud Infrastructure (OCI) and Oracle Identity
Cloud Services (IDCS). A new project manager wants access to OCI for her team and provides the name of an existing
group within IDCS to use when granting access. How do you configure federation to allow the project team access to
OCI resources? 

A. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new policy in IDCS and reference
the name of the IAM group. 

B. Create a new Identity and Access Management (IAM) policy in OCI and reference the name of the IDCS group in
each policy statement. 

C. Create a new compartment in OCI with the same name as the existing IDCS group. Create an IAM policy that
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references the new compartment and the name of the IDCS group. 

D. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new IAM policy and reference the
name of the IAM group in each policy statement. 

Correct Answer: D 

When working with your IdP, your administrator defines groups and assigns each user to one or more groups according
to the type of access the user needs. Oracle Cloud Infrastructure also uses the concept of groups (in conjunction with
IAM policies) to define the type of access a user has. As part of setting up the relationship with the IdP, your
administrator can map each IdP group to a similarly defined IAM group, so that your company can re-use the IdP group
definitions when authorizing user access to Oracle Cloud Infrastructure resources. Here\\'s a screenshot from the
mapping process: 

 

QUESTION 6

You have multiple applications installed on a compute instance and these applications generate a large amount of log
files. These log files must reside on the boot volume for a minimum of 15 days and must be retained for at least 60
days. 

The 60-day retention requirement is causing an issue with available disk space. 

What are the two recommended methods to provide additional boot volume space for this compute instance? (Choose
two.) 

A. Terminate the instance while preserving the boot volume. Create a new instance from the boot volume and select a
DenseIO shape to take advantage of local NVMe storage. 

B. Create an object storage bucket and use a script that runs daily to move log files older than 15 days to the bucket. 

C. Create and attach a block volume to the compute instance and copy the log files. 

D. Create a custom image and launch a new compute instance with a larger boot volume size. 

E. Write a custom script to remove the log files on a daily basis and free up the space on the boot volume. 

Correct Answer: BD 

These log files must reside on the boot volume for a minimum of 15 days so you have to increase the boot Volume 
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QUESTION 7

Which of the following two tasks can be performed in the Oracle Cloud Infrastructure Console for Autonomous Data
Warehouse? 

A. Adjust Network Bandwidth 

B. Scale up/down Memory 
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C. Increase Storage allocated for Database 

D. Scale up/down CPU 

Correct Answer: CD 

You can scale up/down your Autonomous Database to scale both in terms of compute (CPU) and storage only when
needed, allows people to pay per use. Oracle allows you to scale compute and storage independently, no need to do it 

together. these scaling activities fully online (no downtime required) in Details page Autonomous Database in OCI
console, click Scale Up/Down. Click on arrow to select a value for CPU Core Count or Storage (TB). 

Or Select auto scaling to allow the system to automatically use up to three times more CPU and IO resources to meet
workload demand, compared to the database operating with auto scaling disabled. 

 

QUESTION 8

At the end of a terraform apply operation, what is the default output? 

A. nothing by default 

B. statistics about what was added, changed, and destroyed 

C. the entire state file 

D. statistics about what was added, changed, and destroyed, and the values of outputs 

Correct Answer: D 

 

QUESTION 9

Which resource is required when connecting to your on-premise network from your Virtual Cloud Network (VCN) via
IPSec VPN or FastConnect? 

A. Internet Gateway (IGW) 

B. Dynamic Routing Gateway (DRG) 

C. local peering gateway 

D. NAT 

Correct Answer: B 

References: https://cloud.oracle.com/networking/vcn/faq 

 

QUESTION 10

Which statement is true about DB Systems? 

A. Data Guard as a Service is offered between regions. 
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B. You cannot manage the database as sys/sysdba. 

C. You have full control over the automatic backup schedule and retention periods. 

D. You can manage Oracle database initialization parameters at a global level. 

Correct Answer: BC 

 

QUESTION 11

You had an outage in your application caused by the loss of a shared volume provisioned by File Storage Service
(FSS). At this point, you need to restore the data from a snapshot you created of the FSS. What are the steps to restore
the data? 

A. Access the directory where the shared volume is mounted, then cd into .snapshot folder, find the snapshot folder you
want to recover and use cp or rsync tool to copy the files to the original location. 

B. Open OCI Console, select File Storage Service, find the shared storage, then click on snapshot and restore. 

C. Open OCI Console, select File Storage Service, find the snapshot you created and click restore. 

D. Access the directory, where you mounted the shared volume, then cd into .snapshot folder and find the snapshot
folder you want to recover and rename that folder to the original folder name. 

Correct Answer: B 

 

QUESTION 12

Which does NOT set a variable in Terraform? 

A. Passing the variable with a var statement to Terraform 

B. Setting the variable as key value pairs in a file in a subdirectory named tfvar 

C. A default value in the variable declaration within a TF plan file 

D. Setting the environment variable using a TF_VAR_ predicate in front of the variable name 

Correct Answer: B 

 

QUESTION 13

Your company is moving an Internet-facing, 2-tier web application into Oracle Cloud Infrastructure. The application must
have a highly available architecture. Which two design options would you consider? (Choose two.) 

A. Configure a Dynamic Route Gateway in your VCN and make it highly available. 

B. Configure a NAT instance in your Virtual Cloud Network (VCN). Create a route rule by using the private IP of the NAT
instance as a route target for all the private subnets in your VCN. 

C. Create an Internet Gateway and attach it to your VCN. Deploy public load balancer nodes into two Available
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Domains. 

D. Place all web servers behind a public load balancer. 

Correct Answer: CD 

 

QUESTION 14

Which two actions will occur when a back-end server that is registered with a backend set is marked to drain
connections? (Choose two.) 

A. It disallows new connections to that backend server. 

B. It keeps the connections to that instance open and attempts to complete any in-flight requests. 

C. It redirects the requests to a user-defined error page. 

D. It immediately closes all existing connections to that instance. 

E. It forcibly closes all connections to that instance after a timeout period. 

Correct Answer: AB 

References: 

https://docs.cloud.oracle.com/iaas/Content/Balance/Reference/sessionpersistence.htm The Load Balancing service
considers a server marked drain available for existing persisted sessions. New requests that are not part of an existing 

persisted session are not sent to that server. 

 

QUESTION 15

A customer wants to do development on premise while leveraging services such as Java Cloud, Mobile Developer
Cloud, and App Builder Services. The customer would also like to scale out the application, stretching from on-premises
to the cloud by using a common API. Which two Infrastructure options can the customer leverage to do this? (Choose
two.) 

A. Oracle Cloud at Customer 

B. Oracle Cloud Infrastructure Classic 

C. Oracle Cloud Ravello service 

D. Oracle Cloud Infrastructure 

Correct Answer: AD 
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