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QUESTION 1

You want to implement Oracle Configuration and Compliance Cloud Service for the hybrid cloud environments in your
organization. 

Which two benefits will you get from implementing this? (Choose two.) 

A. integration of the different services using open standards 

B. Assessment, scoring, and reporting of the compliance in an enterprise can be automated 

C. Compliance violation dashboard displays the most severe violations 

D. application-wide assessment of compliance score 

Correct Answer: BD 

 

QUESTION 2

Which four are the main pillars of the Oracle Identity Security Operations Center (SOC) solution? (Choose four.) 

A. Threat Intelligence 

B. Cloud Access Security Broker (CASB) 

C. Security information and event management (SIEM) 

D. IT Orchestration 

E. Application Performance 

F. User Entity Behavior and Analytics (UEBA) 

Correct Answer: BCEF 

 

QUESTION 3

To add an SSH credential to run custom and industry-standard assessments you need to configure the credential store
first. 

Which command-line utility would you use? 

A. cURL 

B. OPC CLI 

C. Oracle Compute CLI 

D. OMCLI 

Correct Answer: D 
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QUESTION 4

In which Oracle Identity SOC component can you view threats like file integrity anomaly and exfiltration attacks and the
auto remediation action taken for an application? 

A. Oracle CASB Cloud Service 

B. Oracle Identity Cloud Service 

C. Oracle Configuration and Compliance Cloud Service 

D. Oracle Security Monitoring and Analytics Cloud Service 

Correct Answer: A 

 

QUESTION 5

A customer has a Java application deployed to an on-premises WebLogic server. The application uses WebLogic
authentication mechanism. The customer has access to the source code of this application so it can be built and
redeployed if necessary. 

Which is NOT an option to integrate with Oracle Identity Cloud Service? 

A. Use WebLogic\\'s federation mechanism to delegate authentication to Oracle Identity Cloud Service. 

B. Use Secure Form Fill to automatically log the user in the application using credentials stored in Oracle Identity Cloud
Service repository. 

C. Use WebLogic provider to validate user credentials in Oracle Identity Cloud Service repository. 

D. Use Oracle Identity Cloud Service\\'s Java SDK. 

Correct Answer: C 

 

QUESTION 6

Which industry-standard benchmark engine needs to be configured with Oracle Configuration and Compliance Cloud
Service? 

A. General Data Protection Regulation (GDPR) 

B. Secure Technical Implementation Guides (STIGs) 

C. Open Vulnerability and Assessment Language (OVAL) 

D. Security Content Automation Protocol (SCAP) 

Correct Answer: D 
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QUESTION 7

Which two features describe the monitoring capabilities of Oracle Security Monitoring and Analytics (SMA) Cloud
Service? (Choose two.) 

A. Monitor application performance comprehensively 

B. Detect security threats 

C. Proactively monitor, alert, and notify across all infrastructure tiers 

D. Dashboard for infrastructure-related metrics like CPU utilization 

Correct Answer: CD 

 

QUESTION 8

How do you configure Oracle Identity Cloud Service so that user accounts will never be locked because of consecutive,
unsuccessful login attempts? 

A. Change the value of the Max unsuccessful MFA attempts field to 0. 

B. Change the time of the lockout duration interval to 0 seconds. 

C. Change the value of the Account Lock Threshold field to 0. 

D. Modify a rule of the default sign-on policy. 

Correct Answer: C 

 

QUESTION 9

Which two steps are needed to integrate Oracle CASB Cloud Service with Oracle Identity Cloud Service? (Choose
two.) 

A. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers. Select Oracle
Identity Cloud Service and specify the Instance name/Client ID/Client Secret and URL to the Provider. 

B. Create an Oracle CASB Cloud Service application in Identity Cloud Service and collect the Client ID/ Client Secret for
the application created. 

C. Create a trusted application in Identity Cloud Service and collect the Client ID/Client Secret for the application
created. 

D. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers. Select Oracle
Identity Cloud Service and specify the Client ID/Client Secret. 

Correct Answer: AC 

 

QUESTION 10
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Which Identity SOC Cloud Service supports auto-access to the configurations in dynamic application environments? 

A. Oracle Orchestration Cloud Service 

B. Oracle Configuration and Compliance Cloud Service 

C. Oracle Identity Cloud Service 

D. Oracle Log Analytics Cloud Service 

Correct Answer: C 

 

QUESTION 11

Which two issues can be resolved by using Oracle Configuration and Compliance Cloud Service? (Choose two.) 

A. A single timely compliance posture across the enterprise 

B. Manual compliance attestation to check rules and benchmarks 

C. Assessments across multiple data centers for a timely global compliance posture 

D. Extend pre-built benchmarks with custom rules to meet requirements 

Correct Answer: CD 

 

QUESTION 12

Which key feature must be part of a modern Security Operations Center (SOC)? 

A. System access life cycle management 

B. Mobile Device Management along with adaptive access management 

C. Integration with the business through dashboards and reports by the implementation of Big Data and Machine
Learning Techniques 

D. Automation and incident response orchestration 

Correct Answer: C 

 

QUESTION 13

In your organization you are planning to implement Oracle Identity SOC as a cloud security solution. What are two
reasons for using an Identity SOC Solution? (Choose two.) 

A. It incorporates the threat intelligence feeds from IP blacklists and known vulnerable databases only. 

B. It uses adaptive ML-based analytics with identity. 

C. It provides the ability to have a hybrid enterprise application solution. 
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D. It provides multiple tools for data operations. 

Correct Answer: AB 

 

QUESTION 14

Which Oracle Identity Security Operations Center (SOC) component detects SQL query anomalies for any database or
application? 

A. Oracle Configuration and Compliance Cloud Service 

B. Oracle Identity Cloud Service 

C. Oracle Security Monitoring and Analytics Cloud Service 

D. Oracle CASB Cloud Service 

Correct Answer: C 

 

QUESTION 15

Which three are the main goals of Oracle Identity Security Operations Center (SOC) Framework? (Choose three.) 

A. fast and easy deployment of on-premises services through a centralized console 

B. a single pane of glass to manage security threats across their on-premises and cloud environments 

C. the ability to monitor heterogeneous environments 

D. a suite of integrated solutions that work together, and not have to manage multiple solutions 

E. the ability to integrate different services through open standards 

Correct Answer: ABD 
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