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QUESTION 1

A developer has created a file system in Oracle Cloud Infrastructure (OCI) File Storage service. She launches an Oracle
Linux compute instance and successfully mounts the file system from the instance. 

She then tries writing to the file system from the compute instance using the following command: 

touch /mnt/yourmountpoint/helloworld 

But gets an error message: 

touch: cannot touch ‘/mnt/yourmountpoint/helloworrld’: Permission denied 

Which is a reason for this error? (Choose the best answer.) 

A. ‘touch’ command is not available in Oracle Linux by default. 

B. Service limits or quota for file system writes have been breached. 

C. User is not part of any OCI Identity and Access Management group with write permissions to File Storage service. 

D. User is connecting as the default Oracle Linux user ‘opc’ instead of ‘root’ user. 

Correct Answer: C 

Reference: https://itectec.com/unixlinux/touch-cannot-touch-test-permission-denied/ 

 

QUESTION 2

You launched a Linux compute instance to host the new version of your company website via Apache Httpd server on
HTTPS (port 443). The instance is created in a public subnet along with other instances. The default security list
associated to the subnet is: 

You want to allow access to the company website from public internet without exposing websites eventually hosted on
the other instances in the public subnet. 

Which action would you take to accomplish the task? (Choose the best answer.) 

A. Create a network security group, add a stateful rule to allow ingress access on port 443 and associate it to the public
subnet that hosts the company website. 

B. In default security list, add a stateful rule to allow ingress access on port 443. 

C. Create a new security list with a stateful rule to allow ingress access on port 443 and associate it to the public
subnet. 
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D. Create a network security group, add a stateful rule to allow ingress access on port 443 and associate it to the
instance that hosts the company website. 

Correct Answer: D 

 

 

QUESTION 3

Your application is using an Object Storage bucket named app-data in the namespace vision, to store both persistent
and temporary data. Every week all the temporary data should be deleted to limit the storage consumption. 

Currently you need to navigate to the Object Storage page using the web console, select the appropriate bucket to view
all the objects and delete the temporary ones. 

To simplify the task you have configured the application to save all the temporary data with /temp prefix. You have also
decided to use the Command Line Interface (CLI) to perform this operation. 

What is the command you should use to speed up the data cleanup? (Choose the best answer.) 

A. oci os object delete –ns vision –bn app–data ––prefix /temp 

B. oci os object bulk-delete –ns vision –bn app–data ––prefix /temp ––force 

C. oci objectstorage bulk–delete –ns vision –bn app–data ––prefix /temp ––force 

D. oci os object delete app-data in vision where prefix = /temp 

Correct Answer: B 

 

 

QUESTION 4

Your deployment platform within Oracle Cloud Infrastructure (OCI) leverages a compute instance with multiple block
volumes attached. There are multiple teams that use the same compute instance and have access to these block
volumes. You want to ensure that no one accidentally deletes any of these block volumes. You have started to construct
the following IAM policy but need to determine which permissions should be used. 

allow group DeploymentUsers to manage volume-family where ANY { request.permission != , request.permission != ,
request.permission != } 

Which permissions can you use in place of in this policy? (Choose the best answer.) 

A. VOLUME_DELETE, VOLUME_ATTACHMENT_DELETE, VOLUME_BACKUP_DELETE 

B. VOLUME_ERASE, VOLUME_ATTACHMENT_ERASE, VOLUME_BACKUP_ERASE 

C. ERASE_VOLUME, ERASE_VOLUME_ATTACHMENT, ERASE_VOLUME_BACKUP 

D. DELETE_VOLUME, DELETE_VOLUME_ATTACHMENT, DELETE_VOLUME_BACKUP 

Correct Answer: A 
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QUESTION 5

You have created the following JSON file to specify a lifecycle policy for one of your object storage buckets: 

How will this policy affect the objects that are stored in the bucket? (Choose the best answer.) 

A. Objects with the prefix “LOGS” will be retained for 120 days and then deleted permanently. 

B. Objects containing the name prefix LOGS will be automatically migrated from standard Storage to Archive storage 30
days after the creation date. The object will be deleted 120 days after creation. 

C. The objects with prefix “LOGS” will be deleted 30 days after creation date. 

D. Objects containing the name prefix LOGS will be automatically migrated from standard Storage to Archive storage 30
days after the creation date. The object will be migrated back to standard Storage 120 days after creation. 
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Correct Answer: B 

 

 

QUESTION 6

The boot volume on your Oracle Linux instance has run out of space. Your application has crashed due to a lack of
swap space, forcing you to increase the size of the boot volume. 

Which step should NOT be included in the process used to solve the issue? (Choose the best answer.) 

A. Reattach the boot volume and restart the instance. 

B. Attach the resized boot volume to a second instance as a data volume; extend the partition and grow the file system
in the resized boot volume. 

C. Stop the instance and detach the boot volume. 

D. Resize the boot volume by specifying a larger value than the boot volume\\'s current size. 

E. Create a RAID 0 configuration to extend the boot volume file system onto another block volume. 

Correct Answer: B 

 

 

QUESTION 7

You have created a geolocation steering policy in the Oracle Cloud Infrastructure (OCI) Traffic Management service,
with this configuration: 

What happens to requests that originate in Africa? (Choose the best answer.) 
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A. The traffic will be forwarded at the same time to both Pool 1 and Pool 2. 

B. The traffic will be dropped. 

C. The traffic will be forwarded randomly to any of the pools mentioned in the rules. 

D. The traffic will be forwarded to Pool 1. If Pool 1 is not available, then it will be forwarded to Pool 2. 

Correct Answer: D 

 

 

QUESTION 8

You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and
password. You notice that an attacker has tried to use SQL comment “--" to alter the database query, remove the
password check and log in as a user. You decide to prevent any future attacks. 

Which of the following OCI services or features would you choose to safeguard your application? (Choose the best
answer.) 

A. Network Security Group 

B. Data Safe 

C. Web Application Framework (WAF) 

D. Vault 

Correct Answer: D  

 

QUESTION 9

You created an Oracle Linux compute instance through the Oracle Cloud Infrastructure (OCI) management console
then immediately realize you forgot to add an SSH key file. You notice that OCI compute service provides instance
console connections that supports adding SSH keys for a running instance. Hence, you created the console connection
for your Linux server and activated it using the connection string provided. However, now you get prompted for a
username and password to login. 

What option should you recommend to add the SSH key to your running instance, while minimizing the administrative
overhead? (Choose the best answer.) 

A. You need to configure the boot loader to use ttyS0 as a console terminal on the VM. 

B. You need to terminate the running instance and recreate it by providing the SSH key file. 

C. You need to reboot the instance from the console, boot into the bash shell in maintenance mode, and add SSH keys
for the opc user. 

D. You need to modify the serial console connection string to include the identity file flag, –i to specify the SSH key to
use. 

Correct Answer: D 
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Reference: https://docs.oracle.com/en-us/iaas/Content/Compute/References/serialconsole.htm 

 

QUESTION 10

You have created a group for several auditors. You assign the following policies to the group: 

What actions are the auditors allowed to perform within your tenancy? (Choose the best answer.) 

A. The Auditors can view resources in the tenancy. 

B. Auditors are able to create new instances in the tenancy. 

C. The Auditors are able to delete resource in the tenancy. 

D. Auditors are able to view all resources in the compartment. 

Correct Answer: D 
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