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QUESTION 1

Scenario: A Citrix Engineer has configured Application Firewall and enabled it in learning mode. However, the
Application Firewall database is reaching full capacity due to excessive requests. 

What can the engineer configure to mitigate this issue? 

A. Enable learning only on XML based profiles. 

B. Increase NetScaler hard drive capacity. 

C. Configure caching policies. 

D. Configure Trusted Learning Clients. 

Correct Answer: D 

 

QUESTION 2

Scenario: A Citrix Engineer needs to configure an external SNMP server in a High Availability setup. The engineer
configured the load-balancing virtual server to access the NetScaler Management and Analytics System (NMAS) HA
pair. 

Which IP address will be configured on the external SNMP Manager to add the NMAS devices? 

A. IP Address of the LB VIP 

B. IP Address of the Primary node 

C. IP Address of the active mode 

D. IP Address of both the NMAS nodes 

Correct Answer: D 

 

QUESTION 3

Scenario: A Citrix Engineer is assigned applications using Role-based Access Control (RBAC) in NetScaler
Management and Analytics Systems (NMAS). In the NMAS, the engineer can see all virtual servers under Web Insight
> Applications, but is unable to access them. 

What could be the cause of this behavior? 

A. The RBAC is NOT supported for Orchestration. 

B. The RBAC is NOT supported at the application level. 

C. The Access Control policy is NOT configured on the NetScaler. 

D. The Access Control policy name on NetScaler and NetScaler MAS should match. 
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Correct Answer: B 

 

 

QUESTION 4

A Citrix Engineer needs to configure an Application Firewall policy. According to company policies, the engineer needs
to ensure that all the requests made to the website are originating from North America. 

Which policy expressions will help the engineer accomplish the requirement? 

A. CLIENT.IP.SRC.MATCHES_LOCATION ("North America.US.*.*.*.*") 

B. CLIENT.IP.SRC.MATCHES_LOCATION ("North America.US.*.*.*.*"). NOT 

C. CLIENT.IP.DST.MATCHES ("North America.US.*.*.*.*") 

D. CLIENT.IP.SRC.MATCHES ("North America.US.*.*.*.*") 

Correct Answer: A 

 

 

QUESTION 5

Scenario: A Citrix Engineer has enabled Security insight and Web insight on NetScaler Management and Analytics
System (NMAS). The engineer is NOT able to see data under the Analytics on NMAS, in spite of 

seeing hits on the APPFLOW policy. 

Which log should the engineer check on NMAS to ensure that the information is sent from NetScaler? 

A. mps_afanalytics.log 

B. mps_perf.log 

C. mps_afdecoder.log 

D. nstriton.log 

Correct Answer: C 

 

 

QUESTION 6

Which two response headers are added by Application Firewall? (Choose two.) 

A. Transfer-Encoding 

B. Accept-Language 
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C. Accept-Encoding 

D. Set-Cookie 

E. Range 

Correct Answer: AD 

 

 

QUESTION 7

How can a Citrix Engineer configure a specific LDAP attribute in the nFactor implementation? 

A. Specify the attribute in the LDAP server attributes field. 

B. Change the order of the policies. 

C. Add the attribute on the nFactor traffic policy. 

D. Change the login schema and add the new attribute. 

Correct Answer: D 

 

QUESTION 8

Which NetScaler Management and Analytics System (NMAS) feature will assist the Citrix Engineer in gathering the
required data for issues with Endpoint Analysis? 

A. Security Insight 

B. Web Insight 

C. HDX Insight 

D. Gateway Insight 

Correct Answer: A 

 

QUESTION 9

Which aspect of NetScaler Management and Analytics System (NMAS) can be used to monitor end-to-end ICA traffic
flowing through a NetScaler ADC? 

A. Gateway Insight 

B. HDX Insight 

C. Security Insight 

D. Web Insight 
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Correct Answer: B 

 

 

QUESTION 10

Scenario: A hacker accessed the HTML code from a product page and manipulated the HTML code as 

shown: 

Original Value:  

Manipulated Value:  

Which security check can the engineer configure to counter the manipulation? 

A. Content-type 

B. Field Formats 

C. Form Field consistency 

D. HTML Cross-Site Scripting 

Correct Answer: C 

 

QUESTION 11

A Citrix Engineer has configured NetScaler Web Logging on a Linux client machine. The engineer needs to verify if the
log.conf file has been configured correctly and that there are NO syntax errors. 

Which command can the engineer use to accomplish this? 

A. nswl -verify -f/ns/etc/log.conf 

B. nswl -verify -f/usr/local/netscaler/etc/log.conf 

C. nswl -verify -f/usr/local/netscaler/bin/log.conf 

D. nswl -verify -f/ns/bin/log.conf 

Correct Answer: B 

 

 

QUESTION 12

A Citrix Engineer enabled Credit Card Security check in the Application Firewall Profile. Which response header will be
dropped by Application Firewall after this check is enabled? 

A. Content-Encoding 
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B. Content-Location 

C. Content-Type 

D. Content-Length 

Correct Answer: D 

 

 

QUESTION 13

Which two threats can be prevented by using IP Reputation? (Choose two.) 

A. Trojan horses 

B. Phishing Proxies 

C. Worm 

D. Compromised IPv6 web-server 

E. Compromised IPv4 web-server 

Correct Answer: BE 

 

 

QUESTION 14

Scenario: A Citrix Engineer has enabled learning on Application Firewall for all the Security checks on a basic profile
that is configured in a production environment. However, after a few hours, the Application Firewall has stopped learning
new data. 

What is causing the issue? 

A. The learning database is limited to 20 MB in size and needs a reset. 

B. Application Firewall learning can only be enabled for an advanced profile. 

C. Application Firewall learning should only be enabled on Start URL. 

D. All the Security checks CANNOT be enabled simultaneously. 

Correct Answer: A 

 

QUESTION 15

Which setting should be enabled to convert the content-length form submission requests to chunked requests, when
HTML SQL Injection protection is enabled? 
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A. Optimize Partial Requests 

B. Streaming 

C. Enable form tagging 

D. Percentage Recursive Decoding 

Correct Answer: B 
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