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QUESTION 1

Which protocol allows an administrator to provide overlay networks on top of physical networks used in NSX-T
Datacenter?

A. Geneve Segments
B. Tier-0 Gateway

C. VXLAN

D. Distributed Firewall
Correct Answer: A

Reference: https://docs.vmware.com/en/VMware-Validated-Design/5.1/sddc-architecture-and-design-for-vmware-nsxt-
workload-domains/GUID-CF3C47CA-9BEB-4213-8F08-1494261BF3EC.html

QUESTION 2

Which product in the virtual infrastructure layer of the SDDC provides network virtualization capabilities?
A. VMware NSX

B. VMware vSphere

C. VMware vRealize Network Insight

D. VMware vSAN

Correct Answer: A

Reference: https://docs.vmware.com/en/VMware-Validated-Design/5.0/com.vmware.vvd.sddc-design.doc/
GUID-2E9FE367-8295-49CB-9C21-B615B543D705.html

QUESTION 3

A customer is planning to utilize NSX-T Data Center security services while maintaining current security services
providers.

Which two features can help the customer achieve this kind of integration? (Choose two.)
A. Guest Introspection

B. Distributed Firewall

C. Network Introspection

D. Gateway Firewall

E. Intrusion Detection
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Correct Answer: BE

QUESTION 4

What does a customer need to configure to create GENEVE backed segments using NSX-T Data Center?
A. VLAN Transport Zone

B. Virtual Distributed Switch

C. Virtual Standard Switch

D. Overlay Transport Zone

Correct Answer: A

Reference: https://docs.vmware.com/en/VMware-Validated-Design/6.1/sddc-architecture-and-design-for-avsphere-with-
tanzu-workload-domain/GUID-B1A08A06-F475-436B-8BA4-31552450D63C.html

QUESTION 5

Given this exhibit:

[J Name ID Sources Destinations  Services Profiles Applied to Action
[0 Block SSH Traffic (1) Category: LOCAL GATEWAY ©
[0 Block S5H Any App-Servers SSH None TO-GW-01 Drop v @&
DB-Servers
- Web-Servers

Which statement is true about the firewall rule?

A. It is a distributed firewall applied to App-Servers, DB-Servers and Web-Servers that rejects traffic on port 22.
B. It is a gateway firewall applied to a Tier-1 gateway that rejects traffic on port 22.

C. Itis a distributed firewall applied to App-Servers, DB-Servers and Web-Servers that drops traffic on port

22.

D. It is a gateway firewall applied to a Tier-0 gateway that drops traffic on port 22.

Correct Answer: C
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