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QUESTION 1

What are the different command sources that allow you to communicate with the API server? 

A. SmartView Monitor, API_cli Tool, Gaia CLI, Web Services 

B. SmartConsole GUI Console, mgmt_cli Tool, Gaia CLI, Web Services 

C. SmartConsole GUI Console, API_cli Tool, Gaia CLI, Web Services 

D. API_cli Tool, Gaia CLI, Web Services 

Correct Answer: B 

Reference: https://sc1.checkpoint.com/documents/R80/APIs/#introduction%20 

 

QUESTION 2

Select the correct statement about Secure Internal Communications (SIC) Certificates. SIC Certificates: 

A. Are used for securing internal network communications between the SmartDashboard and the Security Management
Server. 

B. For R75 Security Gateways are created during the Security Management Server installation. 

C. Decrease network security by securing administrative communication among the Security Management Servers and
the Security Gateway. 

D. Uniquely identify Check Point enabled machines; they have the same function as VPN Certificates. 

Correct Answer: D 

 

 

QUESTION 3

Fill in the blank. To verify that a VPN Tunnel is properly established, use the command _________ 

Correct Answer: vpn tunnelutil  

 

QUESTION 4

Security Checkup Summary can be easily conducted within: 

A. Summary 

B. Views 

C. Reports 
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D. Checkups 

Correct Answer: B 

 

QUESTION 5

Your organization\\'s disaster recovery plan needs an update to the backup and restore section to reap the new
distributed R80 installation benefits. Your plan must meet the following required and desired objectives: 

Required Objective: The Security Policy repository must be backed up no less frequently than every 24 hours. 

Desired Objective: The R80 components that enforce the Security Policies should be backed up at least once a week. 

Desired Objective: Back up R80 logs at least once a week. 

Your disaster recovery plan is as follows: 

-

 Use the cron utility to run the command upgrade_export each night on the Security Management Servers. 

-

 Configure the organization\\'s routine back up software to back up the files created by the command upgrade_export. 

-

 Configure the GAiA back up utility to back up the Security Gateways every Saturday night. 

-

 Use the cron utility to run the command upgrade_export each Saturday night on the log servers. 

-Configure an automatic, nightly logswitch. 

-

 Configure the organization\\'s routine back up software to back up the switched logs every night. Upon evaluation, your
plan: 

A. 

Meets the required objective and only one desired objective. 

B. 

Meets the required objective but does not meet either desired objective. 

C. 

Does not meet the required objective. 

D. 

Meets the required objective and both desired objectives. 
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Correct Answer: D 

 

 

QUESTION 6

Security Gateway R80 supports User Authentication for which of the following services? Select the response below that
contains the MOST correct list of supported services. 

A. SMTP, FTP, TELNET 

B. SMTP, FTP, HTTP, TELNET 

C. FTP, HTTP, TELNET 

D. FTP, TELNET 

Correct Answer: C 

 

QUESTION 7

What scenario indicates that SecureXL is enabled? 

A. Dynamic objects are available in the Object Explorer 

B. SecureXL can be disabled in cpconfig 

C. fwaccel commands can be used in clish 

D. Only one packet in a stream is seen in a fw monitor packet capture 

Correct Answer: C 

 

QUESTION 8

John Adams is an HR partner in the ACME organization. ACME IT wants to limit access to HR servers to a set of
designated IP addresses to minimize malware infection and unauthorized access risks. Thus, the gateway policy
permits 

access only from John\\'s desktop which is assigned a static IP address 10.0.0.19. 

He has received a new laptop and wants to access the HR Web Server from anywhere in the organization. The IT
department gave the laptop a static IP address, but that limits him to operating it only from his desk. The current Rule
Base 

contains a rule that lets John Adams access the HR Web Server from his laptop with a static IP (10.0.0.19). 

He wants to move around the organization and continue to have access to the HR Web Server. To make this scenario
work, the IT administrator: 

1) Enables Identity Awareness on a gateway, selects AD Query as one of the Identity Sources, and installs the policy. 
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2) Adds an access role object to the Firewall Rule Base that lets John Adams access the HR Web Server from any
machine and from any location and installs policy. John plugged in his laptop to the network on a different network
segment 

and was not able to connect to the HR Web server. What is the next BEST troubleshooting step? 

A. Investigate this as a network connectivity issue 

B. Install the Identity Awareness Agent 

C. Set static IP to DHCP 

D. After enabling Identity Awareness, reboot the gateway 

Correct Answer: C 

 

QUESTION 9

Which NAT rules are prioritized first? 

A. Post-Automatic/Manual NAT rules 

B. Manual/Pre-Automatic NAT 

C. Automatic Hide NAT 

D. Automatic Static NAT 

Correct Answer: B 

Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_Firewall_WebAdmin/6724.htm 

 

QUESTION 10

Which Check Point tool allows you to open a debug file and see the VPN packet exchange details. 

A. PacketDebug.exe 

B. VPNDebugger.exe 

C. IkeView.exe 

D. IPSECDebug.exe 

Correct Answer: C 

 

QUESTION 11

When running a query on your logs, to find records for user Toni with machine IP of 10.0.4.210 but exclude her tablet IP
of 10.0.4.76, which of the following query syntax would you use? 
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A. Toni? AND 10.0.4.210 NOT 10.0.4.76 

B. To** AND 10.0.4.210 NOT 10.0.4.76 

C. Ton* AND 10.0.4.210 NOT 10.0.4.75 

D. "Toni" AND 10.0.4.210 NOT 10.0.4.76 

Correct Answer: B 

 

QUESTION 12

What does the command vpn crl_zap do? 

A. Nothing, it is not a valid command 

B. Erases all CRL\\'s from the gateway cache 

C. Erases VPN certificates from cache 

D. Erases CRL\\'s from the management server cache 

Correct Answer: B 

Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_Gaia_WebAdmin/12467.htm#o12618 

 

QUESTION 13

What is correct statement about Security Gateway and Security Management Server failover in Check Point R80.X in
terms of Check Point Redundancy driven solutions? 

A. Security Gateway failover is an automatic procedure but Security Management Server failover is a manual
procedure. 

B. Security Gateway failover as well as Security Management Server failover is a manual procedure 

C. Security Gateway failover is a manual procedure but Security Management Server failover is an automatic
procedure. 

D. Security Gateway failover as well as Security Management Server failover is an automatic procedure. 

Correct Answer: A 

 

QUESTION 14

How would you deploy TE250X Check Point appliance just for email traffic and in-line mode without a Check Point
Security Gateway? 

A. Install appliance TE250X on SpanPort on LAN switch in MTA mode 

B. Install appliance TE250X in standalone mode and setup MTA 
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C. You can utilize only Check Point Cloud Services for this scenario 

D. It is not possible, always Check Point SGW is needed to forward emails to SandBlast appliance 

Correct Answer: C 

 

QUESTION 15

What are the main stages of a policy installation? 

A. Verification and Compilation, Transfer and Commit 

B. Verification and Compilation, Transfer and Installation 

C. Verification, Commit, Installation 

D. Verification, Compilation and Transfer, Installation 

Correct Answer: B 
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