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QUESTION 1

What is the SandBlast Agent designed to do? 

A. Performs OS-level sandboxing for SandBlast Cloud architecture 

B. Ensure the Check Point SandBlast services is running on the end user\\'s system 

C. If malware enters an end user\\'s system, the SandBlast Agent prevents the malware from spreading with the
network 

D. Clean up email sent with malicious attachments 

Correct Answer: C 

Reference: https://www.checkpoint.com/downloads/product-related/datasheets/ds-sandblast-agent.pdf 

 

QUESTION 2

How many policy layers do Access Control policy support? 

A. 2 

B. 4 

C. 1 

D. 3 

Correct Answer: A 

Two policy layers: 

-Network Policy Layer 

-Application Control Policy Layer 

 

QUESTION 3

The Security Gateway is installed on GAIA R80. The default port for the Web User Interface is ______. 

A. TCP 18211 

B. TCP 257 

C. TCP 4433 

D. TCP 443 

Correct Answer: D 
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QUESTION 4

Fill in the blank: A ________ VPN deployment is used to provide remote users with secure access to internal corporate
resources by authenticating the user through an internet browser. 

A. Clientless remote access 

B. Clientless direct access 

C. Client-based remote access 

D. Direct access 

Correct Answer: A 

Reference: https://sc1.checkpoint.com/documents/R80/CP_R80BC_Firewall/html_frameset.htm?
topic=documents/R80/CP_R80BC_Firewall/92704 

 

QUESTION 5

Which packet info is ignored with Session Rate Acceleration? 

A. source port ranges 

B. source ip 

C. source port 

D. same info from Packet Acceleration is used 

Correct Answer: C 

Reference: http://trlj.blogspot.com/2015/10/check-point-acceleration.html 

 

QUESTION 6

Fill in the blank: Identity Awareness AD-Query is using the Microsoft _______________ API to learn users from AD. 

A. WMI 

B. Eventvwr 

C. XML 

D. Services.msc 

Correct Answer: A 

Reference: http://dl3.checkpoint.com/paid/e0/e01d7daa665096a4941f930f2567d29e/
CP_R80.10_IdentityAwareness_AdminGuide.pdf?
HashKey=1553448919_104b8593c2a2087ec2ffe8e86b314d66andxtn=.pdf page 17 
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QUESTION 7

Sticky Decision Function (SDF) is required to prevent which of the following? Assume you set up an Active-Active
cluster. 

A. Symmetric routing 

B. Failovers 

C. Asymmetric routing 

D. Anti-Spoofing 

Correct Answer: C 

 

QUESTION 8

Steve is a Cyber Security Engineer working for Global Bank with a large scale deployment of Check Point Enterprise
Appliances. Steve\\'s manager, Diana, asks him to provide firewall connection table details from one of the firewalls for
which he is responsible. Which of these commands may impact performance briefly and should not be used during
heavy traffic times of day? 

A. fw tab -t connections -s 

B. fw tab -t connections 

C. fw tab -t connections -c 

D. fw tab -t connections -f 

Correct Answer: D 

Reference: https://sc1.checkpoint.com/documents/R80.30/WebAdminGuides/EN/
CP_R80.30_CLI_ReferenceGuide/html_frameset.htm?topic=documents/R80.30/WebAdminGuides/EN/
CP_R80.30_CLI_ReferenceGuide/208178 

 

QUESTION 9

What is the command to check the status of the SmartEvent Server? 

A. fw ctl get int cpsemd_stat 

B. cp_conf get_stat cpsead 

C. fw ctl stat cpsead 

D. cpstat cpsead 

Correct Answer: D 

Reference: https://supportcenter.checkpoint.com/supportcenter/portal?
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eventSubmit_doGoviewsolutiondetails=andsolutionid=sk113265 

 

QUESTION 10

You plan to automate creating new objects using new R80 Management API. You decide to use GAIA CLI for this task. 

What is the first step to run management API commands on GAIA\\'s shell? 

A. mgmt_admin@teabag > id.txt 

B. mgmt_login 

C. login user admin password teabag 

D. mgmt_cli login user "admin" password "teabag" > id.txt 

Correct Answer: B 

 

QUESTION 11

In what way are SSL VPN and IPSec VPN different? 

A. SSL VPN is using HTTPS in addition to IKE, whereas IPSec VPN is clientless 

B. SSL VPN adds an extra VPN header to the packet, IPSec VPN does not 

C. IPSec VPN does not support two factor authentication, SSL VPN does support this 

D. IPSec VPN uses an additional virtual adapter; SSL VPN uses the client network adapter only. 

Correct Answer: D 

 

QUESTION 12

Which one of the following is true about Threat Emulation? 

A. Takes less than a second to complete 

B. Works on MS Office and PDF files only 

C. Always delivers a file 

D. Takes minutes to complete (less than 3 minutes) 

Correct Answer: D 

 

QUESTION 13

Which command shows the current connections distributed by CoreXL FW instances? 
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A. fw ctl multik stat 

B. fw ctl affinity -l 

C. fw ctl instances -v 

D. fw ctl iflist 

Correct Answer: A 

 

QUESTION 14

Which of the following is NOT an attribute of packet acceleration? 

A. Source address 

B. Protocol 

C. Destination port 

D. VLAN tag 

Correct Answer: D 

Connections are identified by the 5 tuple attributes: source address, destination address, source port, destination port,
protocol. When the packets in a connection match all the 5 tuple attributes, the traffic flow can be processed on the
accelerated path. 

 

QUESTION 15

Which process is used mainly for backward compatibility of gateways in R80.X? It provides communication with GUI-
client, database manipulation, policy compilation and Management HA synchronization. 

A. cpm 

B. fwd 

C. cpd 

D. fwm 

Correct Answer: D 
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