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QUESTION 1

Paul has just joined the MegaCorp security administration team. Natalie, the administrator, creates a new administrator
account for Paul in SmartDashboard and installs the policy. When Paul tries to login it fails. How can Natalie verify
whether Paul\\'s IP address is predefined on the security management server? 

A. Login to Smart Dashboard, access Properties of the SMS, and verify whether Paul\\'s IP address is listed. 

B. Type cpconfig on the Management Server and select the option "GUI client List" to see if Paul\\'s IP address is listed. 

C. Login in to Smart Dashboard, access Global Properties, and select Security Management, to verify whether Paul\\'s
IP address is listed. 

D. Access the WEBUI on the Security Gateway, and verify whether Paul\\'s IP address is listed as a GUI client. 

Correct Answer: B 

 

QUESTION 2

Among the authentication schemes SSL VPN employs for users, which scheme does Check Point recommend so all
servers are replicated? 

A. User certificates 

B. LDAP 

C. Username and password 

D. RADIUS 

Correct Answer: D 

 

QUESTION 3

To verify SecureXL statistics you would use the command ________? 

A. fwaccel stats 

B. fw ctl pstat 

C. fwaccel top 

D. cphaprob stat 

Correct Answer: A 

 

QUESTION 4

Where is the ideal place to deploy your SSL VPN? 
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A. Deployed in DMZ 

B. SSL VPN enabled on the gateway 

C. In front of the external interface on the gateway 

D. Anywhere 

Correct Answer: A 

 

QUESTION 5

How should Check Point packages be uninstalled? 

A. In the same order in which the installation wrapper initially installed from. 

B. In the opposite order in which the installation wrapper initially installed them. 

C. In any order, CPsuite must be the last package uninstalled 

D. In any order as long as all packages are removed 

Correct Answer: B 

 

QUESTION 6

Control connections between the Security Management Server and the Gateway are not encrypted by the VPN
Community. How are these connections secured? 

A. They are encrypted and authenticated using SIC. 

B. They are not encrypted, but are authenticated by the Gateway 

C. They are secured by PPTP 

D. They are not secured. 

Correct Answer: D 

 

QUESTION 7

You enable Sweep Scan Protection and Host port scan in IPS to determine if a large amount of traffic from a specific
internal IP address is a network attack, or a user\\'s system is infected with a worm. Will you get all the information you
need from these actions? 

A. Yes. IPS will limit the traffic impact from the scans, and identify if the pattern of the traffic matches any known
worms. 

B. No. These IPS protections will only block the traffic, but it will not provide a detailed analysis of the traffic. 

C. No. To verify if this is a worm or an active attack, you must also enable TCP attack defenses. 
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D. No. The logs and alert can provide some level of information, but determining whether the attack is intentional or a
worm, requires further research. 

Correct Answer: D 

 

QUESTION 8

You configure a Check Point QoS Rule Base with two rules: an HTTP rule with a weight of 40, and the Default Rule with
a weight of 10. If the only traffic passing through your QoS Module is HTTP traffic, what percent of bandwidth will be
allocated to the HTTP traffic? 

A. 80% 

B. 50% 

C. 40% 

D. 100% 

Correct Answer: B 

 

QUESTION 9

During a Security Management Server migrate export, the system: 

A. Creates a backup file that includes theSmart Eventdatabase. 

B. Creates a backup file that includes theSmart Reporterdatabase. 

C. Creates a backup archive for all the Check Point configuration settings. 

D. Saves all system settings and Check Point product configuration settings to a file. 

Correct Answer: C 

 

QUESTION 10

You want VPN traffic to match packets from internal interfaces. You also want the traffic to exit the Security Gateway
bound for all site-to-site VPN Communities, including Remote Access Communities. How should you configure the VPN
match rule? 

A. Communities > Communities 

B. internal_clear > All_GwToGw 

C. internal_clear > All_communities 

D. Internal_clear > External_Clear 

Correct Answer: C 
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QUESTION 11

In R71, how would you define a rule to block all traffic sent to or from Germany? 

A. This action is not possible. 

B. Create a policy rule with destination being a custom dynamic object representing Germany and action block. You
must also create a rule in the opposite direction. 

C. Create a country specific policy within IPS Geo Protections with Germany as the country, block as the action, and
from and to country for direction. 

D. Go to Policy / Global Properties / Geographical Protection Enforcement and add Germany to the blocked countries
list. 

Correct Answer: C 

 

QUESTION 12

Which of the following is the default port for Management Portal? 

A. 4434 

B. 443 

C. 444 

D. 4433 

Correct Answer: D 

 

QUESTION 13

Which of the following actions is most likely to improve the performance of Check Point QoS? 

A. Put the most frequently used rules at the bottom of the QoS Rule Base. 

B. Define Check Point QoS only on the external interfaces of the QoS Module. 

C. Turn per rule limits into per connection limits 

D. Turn per rule guarantees into per connection guarantees. 

Correct Answer: B 

 

QUESTION 14

When usingSmart Workflow, how many sessions can be in progress at the same time? 
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A. 2 

B. As many as you want 

C. 1 

D. 3 

Correct Answer: C 

 

QUESTION 15

Choose all correct statements. SmartUpdate, located on a VPN-1 NGX SmartCenter Server, allows you to: 

(1)

 Remotely perform a first time installation of VPN-1 NGX on a new machine 

(2)

 Determine OS patch levels on remote machines 

(3)

 Update installed Check Point and any OPSEC certified software remotely 

(4)

 Update installed Check Point software remotely 

(5)

 Track installed versions of Check Point and OPSEC products 

(6)

 Centrally manage licenses 

A. 

4, 5, and 6 

B. 

2, 4, 5, and 6 

C. 

1 and 4 

D. 

1, 3, 4, and 6 

Correct Answer: B 
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