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QUESTION 1

The SmartEvent Server: 

A. displays the received events 

B. adds events to the events database 

C. invokes defined automatic reactions 

D. analyzes each IPS log entry as it enters the Log server 

Correct Answer: C 

 

QUESTION 2

When connecting to the SSL VPN portal, you receive a pop-up message indicating that the server hostname does not
match the certificate hostname, and the certificate is not signed by a known Certificate Authority (CA). How would you
solve this problem? 

A. Acquire and install an SSL server certificate from a known CA. 

B. Ignore the message. It only occurs before the portal synchronizes with the GUI. 

C. Resolve the certificate-hostname conflict between the Connectra portal and the administration GUI. 

D. The administration GUI is pointing to the wrong certificate-hostname location. 

Correct Answer: A 

 

QUESTION 3

You must set up SIP with a proxy for your network. IP phones are in the 172.16.100.0 network. The Registrar and proxy
are installed on host 172.16.100.100. To allow handover enforcement for outbound calls from SIP-net to network Net_B
on the Internet, you have defined the following objects: 

Network object: SIP-net: 172.16.100.0/24 

SIP-gateway: 172.16.100.100 

VoIP Domain object: VolP_domain_A 

1. EnD. point domain: SIP-net 2.VoIP gateway installed at: SIP-gateway host object 

How would you configure the rule? 

A. SIP- G ateway/N et_B/s i p_a ny/a c c e pt 

B. VolP_domain_A/Net_B/sip/accept 

C. SIP-Gateway/Net_B/sip/accept 
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D. VolP_domain_A/Net_B/sip_any, and sip/accept 

E. VolP_Gateway_MJet_B/sip_any/accept 

Correct Answer: B 

 

QUESTION 4

During a Security Management Server migrate export, the system: 

A. Creates a backup file that includes the SmartEvent database. 

B. Creates a backup file that includes the SmartReporter database. 

C. Creates a backup archive for all the Check Point configuration settings. 

D. Saves all system settings and Check Point product configuration settings to a file. 

Correct Answer: C 

 

QUESTION 5

What cluster mode is represented in this case? 

A. 3rd party cluster 

B. Load Sharing (multicast mode) 

C. Load Sharing Unicast (Pivot) mode 

D. HA (New mode) 

Correct Answer: B 

 

QUESTION 6

If the number of kernel instances for CoreXL shown is 6, how many cores are in the physical machine? 

A. 6 

B. 8 

C. 4 

D. 12 

Correct Answer: B 

 

QUESTION 7
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In a "zero downtime" scenario, which command do you run manually after all cluster members are upgraded? 

A. cphaconf set_ccp broadcast 

B. cphaconf set clear_subs 

C. cphaconf set mc_relod 

D. cphaconf set_ccp multicast 

Correct Answer: D 

 

QUESTION 8

What type of object may be explicitly defined as a MEP VPN? 

A. Mesh VPN Community 

B. Any VPN Community 

C. Remote Access VPN Community 

D. Star VPN Community 

Correct Answer: D 

 

QUESTION 9

Your organization maintains several IKE VPN\\'s. Executives in your organization want to know which mechanism
Security Gateway R75 uses to guarantee the authenticity and integrity of messages. Which technology should you
explain to the executives? 

A. Digital signatures 

B. Certificate Revocation Lists 

C. Key-exchange protocols 

D. Application Intelligence 

Correct Answer: A 

 

QUESTION 10

Stephanie wants to reduce the encryption overhead and improve performance for her mesh VPN Community. The
Advanced VPN Properties screen below displays adjusted page settings:What can Stephanie do to achieve her goal? 
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A. Check the box "Use Perfect Forward Secrecy" 

B. Change the setting "Use DiffiE. Hellman group" to "Group 5 (1536 bit)" 

C. Check the box "Use aggressive mode" 

D. Check the box "Support IP compression" 

E. Reduce the setting "Renegotiate IKE security associations every" to "720" 

Correct Answer: D 

 

QUESTION 11

You need to back up the routing, interface, and DNS configuration information from your R75 SecurePlatform Security
Gateway. Which backup-and-restore solution do you use? 

A. SecurePlatform back up utilities 

B. Manual copies of the directory $FWDIR/conf 
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C. Database Revision Control 

D. Commands upgrade_export and upgrade_import 

Correct Answer: A 

 

QUESTION 12

You are running R71 and using the new IPS Software Blade. To maintain the highest level of security, you are doing
IPS updates regularly. What kind of problems can be caused by the automatic updates? 

A. None; updates will not add any new security checks causing problematic behaviour on the systems. 

B. None, all new updates will be implemented in Detect only mode to avoid unwanted traffic interruptions. They have to
be activated manually later. 

C. None, all the checks will be activated from the beginning, but will only detect attacks and not disturb any non-
malicious traffic in the network. 

D. All checks will be activated from the beginning and might cause unwanted traffic outage due to false positives of the
new checks and non-RFC compliant self-written applications. 

Correct Answer: B 

 

QUESTION 13

You are a SSL VPN administrator. Your users complain that their Outlook Web Access is running extremely slowly, and
their overall browsing experience continues to worsen. You suspect it could be a logging problem. Which of the
following logs does Check Point recommend you turn off? 

A. Alert 

B. Event 

C. Trace 

D. Traffic 

Correct Answer: C 

 

QUESTION 14

What are the 3 main components of the SmartEvent Software Blade? 

1) Correlation Unit 

2) Correlation Client 

3) Correlation Server 

4) Analyzer Server 
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5) Analyzer Client 

6) Analyzer Unit 

A. 1, 3, 4 

B. 1, 4, 5 

C. 1, 2, 3 

D. 4, 5, 6 

Correct Answer: B 

 

 

QUESTION 15

With is the SmartEvent Correlation Unit\\'s function? 

A. Assign severity levels to events. 

B. Display received threats and tune the Events Policy 

C. Invoke and define automatic reactions and add events to the database. 

D. Analyze log entries, looking for Event Policy patterns. 

Correct Answer: D 
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