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QUESTION 1

When you hide a rule in a Rule Base, how can you then disable the rule? 

A. Hidden rules are already effectively disabled from Security Gateway enforcement. 

B. Right-click on the hidden rule place-holder bar and select Disable Rule(s). 

C. Right-click on the hidden rule place-holder bar and uncheck Hide, then right-click and select Disable Rule(s); re-hide
the rule. 

D. Use the search utility in SmartDashboard to view all hidden rules. Select the relevant rule and click Disable Rule(s). 

Correct Answer: C 

 

QUESTION 2

What is the Manual Client Authentication TELNET port? 

A. 23 

B. 264 

C. 900 

D. 259 

Correct Answer: D 

 

QUESTION 3

Your bank\\'s distributed R77 installation has Security Gateways up for renewal. Which SmartConsole application will
tell you which Security Gateways have licenses that will expire within the next 30 days? 

A. SmartView Tracker 

B. SmartPortal 

C. SmartUpdate 

D. SmartDashboard 

Correct Answer: C 

 

QUESTION 4

Review the rules. 
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Assume domain UDP is enabled in the impled rules. 

What happens when a user from the internal network tries to browse to the internet using HTTP? The user: 

A. can connect to the Internet successfully after being authenticated. 

B. is prompted three times before connecting to the Internet successfully. 

C. can go to the Internet after Telnetting to the client authentication daemon port 259. 

D. can go to the Internet, without being prompted for authentication. 

Correct Answer: D 

 

QUESTION 5

Which set of objects have an Authentication tab? 

A. Templates, Users 

B. Users, Networks 

C. Users, User Groups 

D. Networks, Hosts 

Correct Answer: A 

 

QUESTION 6

Which of these Security Policy changes optimize Security Gateway performance? 

A. Using groups within groups in the manual NAT Rule Base. 

B. Use Automatic NAT rules instead of Manual NAT rules whenever possible. 

C. Using domain objects in rules when possible. 

D. Putting the least-used rule at the top of the Rule Base. 

Correct Answer: B 

 

QUESTION 7

Can you use Captive Portal with HTTPS? 
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A. No, it only works with FTP 

B. No, it only works with FTP and HTTP 

C. Yes 

D. No, it only works with HTTP 

Correct Answer: C 

 

QUESTION 8

Which of the following is a viable consideration when determining Rule Base order? 

A. Grouping rules by date of creation 

B. Grouping reject and drop rules after the Cleanup Rule 

C. Grouping authentication rules with address-translation rules 

D. Grouping functionally related rules together 

Correct Answer: D 

 

QUESTION 9

When doing a Stand-Alone Installation, you would install the Security Management Server with which other Check Point
architecture component? 

A. None, Security Management Server would be installed by itself. 

B. SmartConsole 

C. SecureClient 

D. Security Gateway 

Correct Answer: D 

 

QUESTION 10

Which tool CANNOT be launched from SmartUpdate R77? 

A. IP Appliance Voyager 

B. snapshot 

C. GAiA WebUI 

D. cpinfo 
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Correct Answer: B 

 

QUESTION 11

In the Rule Base displayed, user authentication in Rule 4 is configured as fully automatic. Eric is a member of the LDAP
group, MSD_Group. 

What happens when Eric tries to connect to a server on the Internet? 

A. None of these things will happen. 

B. Eric will be authenticated and get access to the requested server. 

C. Eric will be blocked because LDAP is not allowed in the Rule Base. 

D. Eric will be dropped by the Stealth Rule. 

Correct Answer: B 

 

QUESTION 12

How do you view a Security Administrator\\'s activities with SmartConsole? 

A. Eventia Suite 

B. SmartView Monitor using the Administrator Activity filter 

C. SmartView Tracker in the Management tab 

D. SmartView Tracker in the Network and Endpoint tabs 

Correct Answer: C 

 

QUESTION 13

Which of the following uses the same key to decrypt as it does to encrypt? 
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A. Asymmetric encryption 

B. Dynamic encryption 

C. Certificate-based encryption 

D. Symmetric encryption 

Correct Answer: D 

 

QUESTION 14

Your company has two headquarters, one in London, one in New York. Each of the headquarters includes several
branch offices. The branch offices only need to communicate with the headquarters in their country, not with each other,
and the headquarters need to communicate directly. What is the BEST configuration for establishing VPN Communities
among the branch offices and their headquarters, and between the two headquarters? VPN Communities comprised of: 

A. Three mesh Communities: one for London headquarters and its branches; one for New York headquarters and its
branches; and one for London and New York headquarters. 

B. Two mesh and one star Community: Each mesh Community is set up for each site between headquarters their
branches. The star Community has New York as the center and London as its satellite. 

C. Two star communities and one mesh: A star community for each city with headquarters as center, and branches as
satellites. Then one mesh community for the two headquarters. 

D. One star Community with the option to mesh the center of the star: New York and London Gateways added to the
center of the star with the "mesh center Gateways? option checked; all London branch offices defined in one satellite
window; but, all New York branch offices defined in another satellite window. 

Correct Answer: C 

 

QUESTION 15

If a Security Gateway enforces three protections, LDAP Injection, Malicious Code Protector, and Header Rejection,
which Check Point license is required in SmartUpdate? 

A. IPS 

B. SSL: VPN 

C. SmartEvent Intro 

D. Data Loss Prevention 

Correct Answer: A 
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