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QUESTION 1

Which of the following options is available with the SecurePlatform cpconfig utility? 

A. GUI Clients 

B. Time and Date 

C. Export setup 

D. DHCP Server configuration 

Correct Answer: A 

 

QUESTION 2

If you check the box Use Aggressive Mode in the IKE Properties dialog box, the standard: 

A. three-packet IKE Phase 2 exchange Is replaced by a six-packet exchange 

B. three-packet IKE Phase 2 exchange is replaced by a two-packet exchange 

C. six-packet IKE Phase 1 exchange is replaced by a three-packet exchange 

D. three-packet IKE Phase 1 exchange is replaced by a six-packet exchange 

Correct Answer: C 

 

QUESTION 3

You are running a R75 Security Gateway on SecurePlatform. In case of a hardware failure, you have a server with the
exact same hardware and firewall version installed. What backup method could be used to quickly put the secondary
firewall into production? 

A. upgrade_export 

B. manual backup 

C. snapshot 

D. backup 

Correct Answer: C 

 

QUESTION 4

Another administrator accidentally installed a Security Policy on the wrong firewall. Having done this, you are both
locked out of the firewall that is called myfw1. What command would you execute on your system console on myfw1 in
order for you to push out a new Security Policy? 
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A. fw dbloadlocal 

B. fw unloadlocal 

C. cpstop 

D. fw ctl filter 

Correct Answer: B 

 

QUESTION 5

You are installing a Security Management Server. Your security plan calls for three administrators for this particular
server. How many can you create during installation? 

A. Depends on the license installed on the Security Management Server 

B. Only one with full access and one with read-only access 

C. One 

D. As many as you want 

Correct Answer: C 

 

QUESTION 6

Tom has been tasked to install Check Point R75 in a distributed deployment. Before Tom installs the systems this way,
how many machines will he need if he does not include a SmartConsole machine in his calculations? 

A. One machine 

B. One machine, but it needs to be installed using SecurePlatform for compatibility purposes 

C. Three machines 

D. Two machines 

Correct Answer: D 

 

QUESTION 7

You wish to view the current state of the customer\\'s VPN tunnels, including those that are down and destroyed. Which
SmartConsole application will provide you with this information? 

A. SmartView Monitor 

B. SmartView Status 

C. SmartView Tracker 
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D. SmartUpdate 

Correct Answer: A 

 

QUESTION 8

If you need strong protection for the encryption of user data, what option would be the BEST choice? 

A. When you need strong encryption, IPsec is not the best choice. SSL VPNs are a better choice. 

B. Disable Diffie Hellman by using stronger certificate based key-derivation. Use AES-256 bit on all encrypted channels
and add PFS to QuickMode. Use double encryption by implementing AH and ESP as protocols. 

C. Use certificates for Phase 1, SHA for all hashes, AES for all encryption and PFS, and use ESP protocol. 

D. Use Diffie Hellman for key construction and pre-shared keys for Quick Mode. Choose SHA in Quick Mode and
encrypt with AES. Use AH protocol. Switch to Aggressive Mode. 

Correct Answer: C 

 

QUESTION 9

Which of the following statements is TRUE about management plug-ins? 

A. The plug-in is a package installed on the Security Gateway. 

B. A management plug-in interacts with a Security Management Server to provide new features and support for new
products. 

C. Using a plug-in offers full central management only if special licensing is applied to specific features of the plug-in. 

D. Installing a management plug-in is just like an upgrade process. (It overwrites existing components.) 

Correct Answer: B 

 

QUESTION 10

You wish to analyze the packet size distribution of your traffic with SmartView Monitor. 
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Unfortunately, the message, There are no machines that contain Firewall Blade and SmartView Monitor appears. 
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What should you do to analyze the packet size distribution of your traffic? Give the BEST answer. 

A. Purchase the SmartView Monitor license for your Security Management Server. 

B. Purchase the SmartView Monitor license for your Security Gateway. 

C. Enable Monitoring on your Security Gateway. 

D. Enable Monitoring on your Security Management Server. 

Correct Answer: C 

 

QUESTION 11

Once an Access Role is configured, in which Rule Bases can it be implemented? 

A. DLP 

B. Mobile Access 

C. Firewall 

D. IPS 

Correct Answer: C 

 

QUESTION 12

Users are not prompted for authentication when they access their Web servers, even though you have created an HTTP
rule via User Authentication. Why? 
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A. Users must use the SecuRemote Client, to use the User Authentication Rule. 

B. Another rule that accepts HTTP without authentication exists in the Rule Base. 

C. You checked the cache password on desktop option in Global Properties. 

D. You have forgotten to place the User Authentication Rule before the Stealth Rule. 

Correct Answer: B 

 

QUESTION 13

An internal host initiates a session to and is set for Hide NAT behind the Security Gateway. The initiating traffic is an
example of __________. 

A. None of these 

B. source NAT 

C. destination NAT 

D. client side NAT 

Correct Answer: B 

 

QUESTION 14

Which of the following is NOT defined by an Access Role object? 

A. Source Network 

B. Source Logging and/or Alerting Rule 

C. Source Machine 

D. Source Server 

Correct Answer: B 

 

QUESTION 15

Which of the following authentication methods can be configured in the Identity Awareness setup wizard? 

A. Captive Portal 

B. TACAS 

C. Check Point Password 

D. Windows password 
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Correct Answer: A 
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