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QUESTION 1

Why is the root file system mounted read-only during boot and remounted with write permission later on?

A. Because if problems with the root file system are detected during the boot, fsck can be run, without risk of damage.
B. Because this way crackers cannot collect information about root with boot sniffers

C. To avoid writing to the disk, unless the root password is known.

D. To avoid other operating systems overwriting the Linux root partition

E. Because the disk has its own write protection that cannot change by the operating system.

Correct Answer: A

QUESTION 2

A user requests a "hidden" Samba share, named confidential, similar to the Windows Administration Share. How can
this be configured?

A. [confidential] comment = hidden share path = /srv/smb/hidden write list = user create mask = 0700 directory mask =
0700

B. [$confidential] comment = hidden share path =/ srv/smb/hidden write list = user create mask = 0700 directory mask =
0700

C. [#confidential] comment = hidden share path =/ srv/smb/hidden write list = user
create mask = 0700
directory mask = 0700

D. [%confidential] comment = hidden share path =/ srv/smb/hidden write list = user create mask = 0700 directory mask
=0700

E. [confidential$] comment = hidden share path =/ srv/smb/hidden write list = user create mask = 0700 directory mask =
0700

Correct Answer: E

QUESTION 3

LDAP-based authentication against a newly-installed LDAP server does not work as expected. The file / etc/pam.d/login
includes the following configuration parameters. Which of them is NOT correct?

A. password required /lib/security/pam_ldap.so
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B. auth sufficient /lib/security/pam_ldap.so use_first_pass
C. account sufficient /lib/security/pam_ldap.so

D. password required /lib/security/pam_pwdb.so

E. auth required /lib/security/pam_ldap.so

Correct Answer: E

QUESTION 4

What of the following is NOT a valid ACL type, when configuring squid?
A. src

B. source

C. dstdomain

D. url_regex

E. time

Correct Answer: B

QUESTION 5

The program vsftpd, running in a chroot jail, gives the following error:

/bin/vsftpD. error while loading shared libraries: libc.s0.6: cannot open shared object filE. No such file or directory.
Which of the following actions would fix the error?

A. The file /etc/ld.so.conf in the root filesystem must contain the path to the appropriate lib directory in the chroot jail.
B. Create a symbolic link that points to the required library outside the chroot jail.

C. Copy the required library to the appropriate lib directory in the chroot jail.

D. Run the program using the command chroot and the option --static_libs.

Correct Answer: C

QUESTION 6

On bootup, LILO prints out LIL and stops. What is the cause of this?
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A. The descriptor table is bad

B. LILO failed to load the second stage loader
C. LILO failed to load the primary stage loader
D. LILO failed to locate the kernel image

Correct Answer: A

QUESTION 7

The syntax of the procmail configuration file is?
A. :O[flags][:[lockfile]] [* condition] action

B. [* condition] action :O[flags][: [lockfile]]

C. :O[flags][:[lockfile]] [* condition] action

D. :O[flags][:[lockfile]]:[* condition] action

E. :0[flags][:[lockfile]]:[* condition]:action

Correct Answer: A

QUESTION 8

Given that all users have their home directory in /home and the following directive is present in the Apache HTTPD
Server configuration file, what is the full filesystem path to the file referenced by the URL
http://server/~joe/index.html?UserDir public_html

A. /home/joe/public_html/index.html

B. /home/public_html/joe/index.html

C. /home/joe/public_html/htdocs/index.html

D. /home/joe/apache/public_html/index.html

Correct Answer: A

QUESTION 9
A procmail recipe is required to delete all emails marked as spam. Please complete the recipe. :0:
* X-Spam-Status: Yes

Correct Answer: /dev/null
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QUESTION 10

In the file /var/squid/url_blacklist is a list of URLs that users should not be allowed to access. What is the correct entry in
Squid\\'s configuration file to create an acl named blacklist based on this file?

A. acl blacklist urlpath_regex /var/squid/url_blacklist
B. acl blacklist file /var/squid/url_blacklist

C. acl blacklist "/var/squid/url_blacklist"

D. acl blacklist urlpath_regex "/var/squid/url_blacklist"
E. acl urlpath_regex blacklist /var/squid/url_blacklist

Correct Answer: D

QUESTION 11

Which command can be used to list all exported file systems from a remote NFS server:
A. exportfs

B. nfsstat

C. rpcinfo

D. showmount

E. importfs

Correct Answer: D

QUESTION 12

According to the tcpdump output below, what is the IP address of the client host?

0212 0L S0 18 Lo 16H24E. 111045 > 19 1ER 246122 B IRIRSEINI0 2 IRA32420 (0} win 5340 omas

1460, mamill, Cissatamp J1325740, pop wmeals 25

0Fs 13780059540 I 1871002461, 3 = 490, 163, 245 1001005 - 1300330085 52 00F 0061 0] nok FRVASY 2430 iy ST0L eaa
1460, packal, tiseatamy L1553357 JLHEVS nop, 2xcale O3

OF 18 4050705 19 (92 LR, T4 L1005 3 100 AR IH6. 102 Uomek 1 s TG0 Cnaps iap . Fireataes 3 132674 BESI4ATS
O340, 5133 19 1927050, 246, 3,0 > 199 186 248, 11 4048 p 1336da5) s=b 1 wis SM0Y <nop, nep.isestang NESI4E60
IATET
DZ+12780, F5510 I 100, 160, 24611, 10855 100 60 246, 1,55 o mek 20 uin 4D thop ag, Himestasp 313259 5534607
B35 12 40,5580 IR 192 168 A6, L1, 1045 > 190468, 046,122 113342100 wck 36 san 1460 nop, nop; tusestaop 3131570
PR LA T

Correct Answer: 192.168.246.11
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QUESTION 13

Which Apache directive will enable HTTPS protocol support?
A. HTTPSEngine

B. SSLENngine

C. SSLEnable

D. HTTPSEnable

Correct Answer: B

QUESTION 14

Which of the following commands can be used to list all exported file systems from a remote NFS server?
A. exportfs

B. mount

C. nfslist

D. rpcstat

E. showmount

Correct Answer: E

QUESTION 15
In which file, on an INN news server, can access to the news server be configured? (Enter only the file name).

Correct Answer: readers.conf
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