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QUESTION 1

A Linux administrator implemented a new HTTP server using the default configuration. None of the users on the
network can access the server. If there is no problem on the network or with the users\\' workstations, which of the
following steps will BEST analyze and resolve the issue? 

A. Run netstat to ensure the port is correctly bound, and configure the firewall to allow access on ports 80 and 443 

B. Run route to ensure the port is correctly bound, and configure the firewall to allow access on ports 80 and 443 

C. Run netcat to ensure the port is correctly bound, and configure a static route to the web to allow access on ports 80
and 443 

D. Run route to ensure the port is correctly bound, and configure SELinux to allow access on ports 80 and 443 

Correct Answer: C 

Reference: https://www.varonis.com/blog/netcat-commands/ 

 

QUESTION 2

Ann, a junior Linux administrator, needs to copy software from her local machine to assist in developing a software
application on a remote machine with the IP address 192.168.3.22. The file needs to be placed on the /tmp directory.
After downloading the RPM to the local machine, which of the following commands would be BEST to use to copy the
software? 

A. scp ~/software.rpm USER@192.168.3.22:/tmp 

B. scp ~/software.rpm USER@192.168.3.22: /tmp 

C. wget USER@192.168.3.22:/tmp -f ~/software.rpm 

D. scp USER@192.168.3.22 ~/software.rpm :/tmp 

Correct Answer: A 

 

QUESTION 3

An administrator is uncomfortable allowing users to log in as root. Which of the following ensures that root logins are
disallowed? 

A. usermod -L root 

B. usermod -G root 

C. usermod -B root 

D. usermod -U root 

Correct Answer: B 
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Reference: https://web.mit.edu/rhel-doc/4/RH-DOCS/rhel-sg-en-4/s1-wstation-privileges.html 

 

QUESTION 4

Which of the following would be the BEST solution for a systems administrator to access the graphical user environment
of a Linux machine remotely? 

A. VNC 

B. KDE 

C. X11 

D. RPC 

Correct Answer: A 

Reference: https://www.sfu.ca/computing/about/support/tips/remote-to-linux-with-gui.html 

 

QUESTION 5

An administrator is installing a Linux VM on a personal hypervisor. The administrator wants to have the VM\\'s IP
address on the same network as the hypervisor host so the VM has the same network properties as the physical
interface of the host. To which of the following should the administrator set the network properties? 

A. Host-only network 

B. NAT network 

C. Bridge network 

D. Overlay network 

Correct Answer: C 

Reference: https://www.nakivo.com/blog/virtualbox-network-setting-guide/ 
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