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QUESTION 1

Which of the following commands will remove all secrets at a specific path? 

A. vault lease revoke -prefix  

B. vault delete lease -all  

C. vault lease revoke -all  

D. vault revoke -all  

Correct Answer: A 

The -prefix flag treats the ID as a prefix instead of an exact lease ID. This can revoke multiple leases simultaneously. 

 

QUESTION 2

Select the two default policies created in Vault. (select two) 

A. default 

B. vault 

C. base 

D. root 

E. admin 

F. user 

Correct Answer: AD 

Vault creates two default policies; root, and default. 

The root policy cannot be deleted or modified. 

The default policy is attached to all tokens, by default, however, this action can be modified if needed. 

 

QUESTION 3

Which of the following terraform subcommands could be used to remove the lock on the state for the current
configuration? 

A. unlock 

B. Removing the lock on a state file is not possible 

C. force-unlock 
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D. state-unlock 

Correct Answer: C 

terraform force-unlock removes the lock on the state for the current configuration. 

 

QUESTION 4

Which type of Vault replication copies all data from Vault, including K/V data, policies, and client tokens? 

A. DR replication 

B. performance replication 

C. failover replication 

D. online replication 

Correct Answer: A 

Vault Enterprise supports multi-datacenter deployment where you can replicate data across data centers for
performance as well as disaster recovery. In DR replication, secondary clusters do not forward service read or write
requests until they are elevated and become a new primary. DR replicated cluster will replicate all data from the primary
cluster, including tokens. A performance replicated cluster, however, will not replicate the tokens from the primary, as
the performance replicated cluster will generate its own client tokens for requests made directly to it. In performance
replication, secondaries keep track of their own tokens and leases but share the underlying configuration, policies, and
supporting secrets (K/V values, encryption keys for transit, etc). Note: Failover and Online replication, there is no such
replication exist in hashicorp vault. Check below links for more
details:https://www.vaultproject.io/docs/enterprise/replication https://learn.hashicorp.com/vault/operations/opsdisaster-
recovery 

 

QUESTION 5

After enabling the vault to autocomplete feature, you type vault and press the tab button, but nothing happens. Why
doesn\\'t vault display the available completions? 

1.

 $ vault -autocomplete-install 

2.

 $ vault 

A. your SSH client doesn\\'t support autocompletion 

B. the SSH session needs to be restarted upon installation 

C. you don\\'t have the permissions to use autocomplete 

D. you didn\\'t use -force when enabling the feature 

Correct Answer: B 
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Be sure to restart your shell after installing autocompletion! 
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