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QUESTION 1

Various stakeholders are meeting to discuss their hypothetical roles and responsibilities in a specific situation, such as a
security incident or major disaster. Which of the following best describes this meeting?

A. Penetration test

B. Continuity of operations planning
C. Tabletop exercise

D. Simulation

Correct Answer: C

QUESTION 2

Which of the following BEST describes the process of documenting who has access to evidence?
A. Order of volatility

B. Chain of custody

C. Non-repudiation

D. Admissibility

Correct Answer: B

QUESTION 3

Which of the following uses six initial steps that provide basic control over system security by including hardware and
software inventory, vulnerability management, and continuous monitoring to minimize risk in all network environments?

A.1SO 27701

B. The Center for Internet Security

C. SSAE SOC 2

D. NIST Risk Management Framework

Correct Answer: B

QUESTION 4
A network engineer at a company with a web server is building a new web environment with the following requirements:

1.
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Only one web server at a time can service requests.

2.

If the primary web server fails, a failover needs to occur to ensure the secondary web server becomes the primary.
Which of the following load-balancing options BEST fits the requirements?

A. Cookie-based

B. Active-passive

C. Persistence

D. Round robin

Correct Answer: A

QUESTION 5

A software company has a shared codebase for multiple projects using the following strategy:
1.

Unused features are deactivated but still present on the code.

2.

New customer requirements trigger additional development work.

Which of the following will most likely occur when the company uses this strategy?

A. Malicious code

B. Dead code

C. Outsourced code

D. Code obfuscation

Correct Answer: B

Dead code refers to portions of a program\\'s source code that are never executed during the program\\'s runtime. In this

strategy, features that are deactivated but still present in the code are effectively dead code. They are not actively used
or executed, yet they remain in the codebase.
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