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QUESTION 1

A news article states hackers have been selling access to 0T camera feeds. Which of the following is the Most likely
reason for this issue?

A. Outdated software
B. Weak credentials
C. Lack of encryption
D. Backdoors
Correct Answer: B

Most of the IoT devices have the same password given by the manufacturer. In my opinion B (Weak credentials) is the
most common point of attack.

QUESTION 2

Which of the following mitigation techniques places devices in physically or logically separated networks and leverages
policies to limit the types of communications that are allowed?

A. Host-based firewalls

B. Access control list

C. Port security

D. Least privilege

Correct Answer: B

An access control list (ACL) is a set of rules or policies that can be applied to devices or networks to control the types of
communications that are allowed or denied. It can be used to filter and restrict traffic based on various criteria such as

source IP addresses, destination IP addresses, ports, protocols, and more. By applying ACLs, devices can be placed in
logically separated networks and communication between them can be controlled based on the defined rules.

QUESTION 3

A Chief Security Officer is looking for a solution that can provide increased scalability and flexibility for back-end
infrastructure, allowing it to be updated and modified without disruption to services. The security architect would like the
solution selected to reduce the back-end server resources and has highlighted that session persistence is not important
for the applications running on the back-end servers. Which of the following would BEST meet the requirements?

A. Reverse proxy

B. Automated patch management

C. Snapshots
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D. NIC teaming
Correct Answer: A

A reverse proxy would be the best solution for increased scalability and flexibility for back- end infrastructure.

QUESTION 4

A security engineer must deploy two wireless routers in an office suite. Other tenants in the office building should not be
able to connect to this wireless network. Which of the following protocols should the engineer implement to ensure the
STRONGEST encryption?

A. WPS

B. WPA2

C. WAP

D. HTTPS

Correct Answer: B

QUESTION 5

A security analyst is assessing a new y developed web application by testing SQL injection, CSRF, and XML injection.
Which of the follow ng frameworks should the analyst consider?

A.ISO

B. MITRE ATTandCK
C. OWASP

D. NIST

Correct Answer: C
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