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QUESTION 1

A cybersecurity manager has scheduled biannual meetings with the IT team and department leaders to discuss how
they would respond to hypothetical cyberattacks. During these meetings, the manager presents a scenario and injects
additional information throughout the session to replicate what might occur in a dynamic cybersecurity event involving
the company, its facilities, its data, and its staff. Which of the following describes what the manager is doing?

A. Developing an incident response plan

B. Building a disaster recovery plan

C. Conducting a tabletop exercise

D. Running a simulation exercise

Correct Answer: C

This is a tabletop exercise as they are talking about all hypothetical events that could happen a and what to do if it

where to happen. A simulation on the other hand would be recreating a specific event to practice what to do in that
scenario.

QUESTION 2

Which of the following refers to applications and systems that are used within an organization without consent or
approval?

A. Shadow IT

B. OSINT

C. Dark web

D. Insider threats
Correct Answer: A

https://www.forcepoint.com/cyber-edu/shadow-it

QUESTION 3

The database administration team is requesting guidance for a secure solution that will ensure confidentiality of
cardholder data at rest only in certain fields in the database schema. The requirement is to substitute a sensitive data
field with a non-sensitive field that is rendered useless if a data breach occurs

Which of the following is the BEST solution to meet the requirement?

A. Tokenization

B. Masking

C. Full disk encryption
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D. Mirroring
Correct Answer: A

Tokenization is mainly used to protect data at rest whereas masking is used to protect data in use.

QUESTION 4

A company wants to pragmatically grant access to users who have the same job. Which of the following access controls
should the company most likely use?

A. Role-based
B. Need-to-know
C. Mandatory
D. Discretionary

Correct Answer: A

QUESTION 5

An engineer wants to access sensitive data from a corporate-owned mobile device. Personal data is not allowed on the
device. Which of the following MDM configurations must be considered when the engineer travels for business?

A. Screen locks

B. Application management
C. Geofencing

D. Containerization

Correct Answer: A

" access sensitive data from a corporate-owned mobile device" screen locks is MORE important that geofencing in this
case..
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