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QUESTION 1

A network technician is installing a guest wireless network at a coffee shop. When a customer purchases an Item, the
password for the wireless network is printed on the recent so the customer can log in. Which of the following will the
technician MOST likely configure to provide the highest level of security with the least amount of overhead? 

A. WPA-EAP 

B. WEP-TKIP 

C. WPA-PSK 

D. WPS-PIN 

Correct Answer: C 

(WPA-EAP) requiring a RADIUS server for authentication. This might be overkill for a coffee shop\\'s guest network and
could introduce more overhead than necessary. 

 

QUESTION 2

Which of the following holds staff accountable while escorting unathorized personal? 

A. Locks 

B. Badges 

C. Cameras 

D. Visitor logs 

Correct Answer: D 

Visitor logs hold staff accountable while escorting unauthorized personnel. A visitor log is a record of individuals who
enter a facility, and it typically includes details such as the date and time of the visit, the name of the visitor, and the
name of the staff member who escorted them. By maintaining a visitor log, it is possible to track who has entered the
facility and who was responsible for escorting them. This can help to hold staff accountable for escorting unauthorized
personnel and ensure that they are following security protocols and procedures. Locks, badges, and cameras are all
important security measures, but they are not directly related to holding staff accountable for escorting unauthorized
personnel. 

 

QUESTION 3

On which of the following is the live acquisition of data for forensic analysis MOST dependent? (Choose two.) 

A. Data accessibility 

B. Legal hold 

C. Cryptographic or hash algorithm 
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D. Data retention legislation 

E. Value and volatility of data 

F. Right-to-audit clauses 

Correct Answer: AE 

directly from the link @AspiringScriptKiddie provided: 

Note 

Before conducting a live acquisition, data acquisition priorities should be identified in terms of data accessibility, as well
as the value and volatility of the data. 

 

QUESTION 4

An employee\\'s company email is configured with conditional access and requires that MFA is enabled and used. An
example of MFA is a phone call and: 

A. a push notification 

B. a password 

C. an SMS message 

D. an authentication application 

Correct Answer: A 

 

QUESTION 5

A security analyst reviews the datacenter access logs for a fingerprint scanner and notices an abundance of errors that
correlate with users\\' reports of issues accessing the facility. Which of the following MOST likely the cause of the cause
of the access issues? 

A. False rejection 

B. Cross-over error rate 

C. Efficacy rale 

D. Attestation 

Correct Answer: A 

A. False rejection is the correct answer. Please note there are many complaints from the users. 

Users are complaining because sensitivity (= security) of the fingerpront scanner is too high and they cannot enter. If
sensitivity was too low, anybody could enter. CER = sweet spot. 

where a legitimate user is not recognized. This is also referred to as a Type I error or false non-match rate (FNMR).
FRR is measured as a percentage. 
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