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QUESTION 1

During a risk assessment, results show that a fire in one of the company\\'s datacenters could cost up to $20 million in
equipment damages and lost revenue. As a result, the company insures the datacenter for up to $20 million damages
for the cost of $30,000 a year. Which of the following risk response techniques has the company chosen?

A. Transference

B. Avoidance

C. Mitigation

D. Acceptance

Correct Answer: A

QUESTION 2

A security analyst is investigating a security breach involving the loss of sensitive data. A user passed the information
through social media as vacation photos. Which of the following methods was used to encode the data?

A. Obfuscation

B. Steganography
C. Hashing

D. Elliptic curve

Correct Answer: B

QUESTION 3
A security administrator found the following piece of code referenced on a domain controller\\'s task scheduler:

$var = GetDomainAdmins If $var |= “fabio\\' SetDomainAdmins = NULL With which of the following types of malware is
the code associated?

A. RAT

B. Backdoor

C. Logic bomb

D. Crypto-malware

Correct Answer: C

QUESTION 4
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An organization has hired a new remote workforce. Many new employees are reporting that they are unable to access
the shared network resources while traveling. They need to be able to travel to and from different locations on a weekly
basis. Shared offices are retained at the headquarters location. The remote workforce will have identical file and system
access requirements, and must also be able to log in to the headquarters location remotely.

Which of the following BEST represent how the remote employees should have been set up initially? (Choose two.)

A. User-based access control

B. Shared accounts

C. Group-based access control

D. Mapped drives

E. Individual accounts

F. Location-based policies

Correct Answer: CE

QUESTION 5

A Chief Information Security Officer (CISO) is concerned about the organization\\'s ability to continue business
operations in the event of a prolonged DDoS attack on its local datacenter that consumes server resources. Which of
the following will the CISO MOST likely recommend to mitigate this risk?

A. Upgrade the bandwidth available into the datacenter.

B. Migrate to a geographically dispersed cloud datacenter.

C. Implement a hot-site failover location.

D. Switch to a complete SaaS offering to customers.

E. Implement a challenge response test on all end-user queries.

Correct Answer: C
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