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QUESTION 1

A security administrator needs an external vendor to correct an urgent issue with an organization\\'s physical access
control system (PACS). The PACS does not currently have internet access because it is running a legacy operation
system. Which of the following methods should the security administrator select the best balances security and
efficiency?

A. Temporarily permit outbound internet access for the pacs so desktop sharing can be set up

B. Have the external vendor come onsite and provide access to the PACS directly

C. Set up VPN concentrator for the vendor and restrict access to the PACS using desktop sharing

D. Set up a web conference on the administrator\\'s pc; then remotely connect to the pacs

Correct Answer: C

QUESTION 2

An administrator wishes to hide the network addresses of an internal network when connecting to the Internet. The
MOST effective way to mask the network address of the users would be by passing the traffic through a:

A. stateful firewall

B. packet-filtering firewall
C. NIPS

D. NAT

Correct Answer: D

NAT serves as a basic firewall by only allowing incoming traffic that is in response to an internal system\\'s request.

QUESTION 3

A system administrator is conducting baseline audit and determines that a web server is missing several critical
updates. Which of the following actions should the administrator perform first to correct the issue?

A. Open a service ticket according to the patch management plan

B. Disconnect the network interface and use the administrative management console to perform the updates
C. Perform a backup of the server and install the require patches

D. Disable the services for the web server but leave the server alone pending patch updates

Correct Answer: A
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QUESTION 4

An assessment too reports that the company\\'s web server may be susceptible to remote buffer overflow. The web
server administrator insists that the finding is a false positive. Which of the following should the administrator do to verify
if this is indeed a false positive?

A. Use a banner grabbing tool

B. Run a vulnerability scan

C. Enforce company policies

D. Perform a penetration test

Correct Answer: B

QUESTION 5

An administrator is looking to implement a security device which will be able to not only detect network intrusions at the
organization level, but help defend against them as well. Which of the following is being described here?

A. NIDS

B. NIPS

C. HIPS

D. HIDS

Correct Answer: B

Network-based intrusion prevention system (NIPS) monitors the entire network for suspicious traffic by analyzing

protocol activity. The main functions of intrusion prevention systems are to identify malicious activity, log information
about this activity, attempt to block/stop it, and report it
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