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QUESTION 1

Two organizations want to share sensitive data with one another from their IT systems to support a mutual customer
base. Both organizations currently have secure network and security policies and procedures. Which of the following
should be the PRIMARY security considerations by the security managers at each organization prior to sharing
information? (Select THREE) 

A. Physical security controls 

B. Device encryption 

C. Outboarding/Offboarding 

D. Use of digital signatures 

E. SLA/ISA 

F. Data ownership 

G. Use of smartcards or common access cards 

H. Patch management 

Correct Answer: BEF 

 

QUESTION 2

An administrator has configured a new Linux server with the FTP service. Upon verifying that the service was configured
correctly, the administrator has several users test the FTP service. Users report that they are able to connect to the FTP
service and download their personal files, however, they cannot transfer new files to the server. Which of the following
will most likely fix the uploading issue for the users? 

A. Create an ACL to allow the FTP service write access to user directories 

B. Set the Boolean selinux value to allow FTP home directory uploads 

C. Reconfigure the ftp daemon to operate without utilizing the PSAV mode 

D. Configure the FTP daemon to utilize PAM authentication pass through user permissions 

Correct Answer: A 

 

QUESTION 3

Joe processes several requisitions during the day and during the night shift they are approved by Ann. This is an
example of which of the following? 

A. Separation of duties 

B. Discretionary access 
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C. Mandatory access 

D. Time of day restrictions 

Correct Answer: B 

 

QUESTION 4

An administrator is configuring a new Linux web server where each user account is confined to a cheroot jail. Which of
the following describes this type of control? 

A. SysV 

B. Sandbox 

C. Zone 

D. Segmentation 

Correct Answer: B 

 

QUESTION 5

A security manager is preparing the training portion of an incident plan. Which of the following job roles should receive
training on forensics, chain of custody, and the order of volatility? 

A. System owners 

B. Data custodians 

C. First responders 

D. Security guards 

Correct Answer: C 
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