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QUESTION 1

After a network outage, a PC technician is unable to ping various network devices. The network administrator verifies
that those devices are working properly and can be accessed securely. Which of the following is the MOST likely reason
the PC technician is unable to ping those devices?

A. ICMP is being blocked

B. SSH is not enabled

C. DNS settings are wrong

D. SNMP is not configured properly

Correct Answer: A

ICMP is a protocol that is commonly used by tools such as ping, traceroute, and pathping. ICMP offers no information If
ICMP request queries go unanswered, or ICMP replies are lost or blocked.

QUESTION 2

Ann a new security specialist is attempting to access the internet using the company\\'s open wireless network. The
wireless network is not encrypted: however, once associated, ANN cannot access the internet or other company
resources. In an attempt to troubleshoot, she scans the wireless network with NMAP, discovering the only other device
on the wireless network is a firewall. Which of the following BEST describes the company\\'s wireless network solution?
A. The company uses VPN to authenticate and encrypt wireless connections and traffic

B. The company\\'s wireless access point is being spoofed

C. The company\\'s wireless network is unprotected and should be configured with WPA2

D. The company is only using wireless for internet traffic so it does not need additional encryption

Correct Answer: A

QUESTION 3

Joe, a company\\'s network engineer, is concerned that protocols operating at the application layer of the OSI model are
vulnerable to exploitation on the network. Which of the following protocols should he secure?

A. SNMP
B. SSL

C. ICMP

D. NetBIOS

Correct Answer: A
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QUESTION 4

Which of the following BEST describes a demilitarized zone?

A. A buffer zone between protected and unprotected networks.

B. A network where all servers exist and are monitored.

C. A sterile, isolated network segment with access lists.

D. A private network that is protected by a firewall and a VLAN.

Correct Answer: A

A demilitarized zone (DMZ) is an area of a network that is designed specifically for public users to access. The DMZ is a

buffer network between the public untrusted Internet and the private trusted LAN. Often a DMZ is deployed through the
use of a multihomed firewall.

QUESTION 5

Which of the following authentication provides users XML for authorization and authentication?
A. Kerberos

B. LDAP

C. RADIUS

D. SAML

Correct Answer: D
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