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QUESTION 1

Which of the following is considered an environmental control? 

A. Video surveillance 

B. Proper lighting 

C. EMI shielding 

D. Fencing 

Correct Answer: C 

 

QUESTION 2

Which of the following protocols allows for secure transfer of files? (Select TWO). 

A. ICMP 

B. SNMP 

C. SFTP 

D. SCP 

E. TFTP 

Correct Answer: CD 

Standard FTP is a protocol often used to move files between one system and another either over the Internet or within
private networks. SFTP is a secured alternative to standard FTP. Secure Copy Protocol (SCP) is a secure file-transfer
facility based on SSH and Remote Copy Protocol (RCP). 

 

QUESTION 3

A news and weather toolbar was accidently installed into a web browser. The toolbar tracks users online activities and
sends them to a central logging server. Which of the following attacks took place? 

A. Man-in-the-browser 

B. Flash cookies 

C. Session hijacking 

D. Remote code execution 

E. Malicious add-on 

Correct Answer: E 
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QUESTION 4

After correctly configuring a new wireless enabled thermostat to control the temperature of the company\\'s meeting
room, Joe, a network administrator determines that the thermostat is not connecting to the internet-based control
system. Joe verifies that the thermostat received the expected network parameters and it is associated with the AP.
Additionally, the other wireless mobile devices connected to the same wireless network are functioning properly. The
network administrator verified that the thermostat works when tested at his residence. Which of the following is the
MOST likely reason the thermostat is not connecting to the internet? 

A. The company implements a captive portal 

B. The thermostat is using the incorrect encryption algorithm 

C. the WPA2 shared likely is incorrect 

D. The company\\'s DHCP server scope is full 

Correct Answer: C 

 

QUESTION 5

Given a class C network a technician has been tasked with creating a separate subnet for each of the eight departments
in the company. Which of the following network masks would allow for each department to have a unique network space
and what is the maximum number of hosts each department could have? 

A. Network 255.255.255.192, 62 hosts 

B. Network 255.255.255.224, 30 hosts 

C. Network 255.255.255.240, 16 hosts 

D. Network 255.255.255.248, 32 hosts 

Correct Answer: D 
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