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QUESTION 1

A security technician needs to open ports on a firewall to allow for domain name resolution. Which of the following ports
should be opened? (Select TWO).

A.TCP 21
B. TCP 23
C.TCP 53
D. UDP 23
E. UDP 53
Correct Answer: CE

DNS uses TCP and UDP port 53. TCP port 53 is used for zone transfers, whereas UDP port 53 is used for queries.

QUESTION 2

An administrator is configuring a network for all users in a single building. Which of the following design elements would
be used to segment the network based on organizational groups? (Select two) A. NAC

B. NAT

C. Subnetting
D. VLAN

E. DMZ

F. VPN

Correct Answer: BC

QUESTION 3

After a merger between two companies a security analyst has been asked to ensure that the organization\\'s systems
are secured against infiltration by any former employees that were terminated during the transition. Which of the
following actions are MOST appropriate to harden applications against infiltration by former employees? (Select TWO)
A. Monitor VPN client access

B. Reduce failed login out settings

C. Develop and implement updated access control policies

D. Review and address invalid login attempts

E. Increase password complexity requirements
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F. Assess and eliminate inactive accounts

Correct Answer: EF

QUESTION 4

A technician has installed new vulnerability scanner software on a server that is joined to the company domain. The
vulnerability scanner is able to provide visibility over the patch posture of all company\\'s clients. Which of the following
is being used?

A. Gray box vulnerability testing

B. Passive scan

C. Credentialed scan

D. Bypassing security controls

Correct Answer: A

QUESTION 5
CORRECT TEXT

You have just received some room and WiFi access control recommendations from a security consulting company.
Click on each building to bring up available security controls. Please implement the following requirements:

*

The Chief Executive Officer\\'s (CEO) office had multiple redundant security measures installed on the door to the
office. Remove unnecessary redundancies to deploy three- factor authentication, while retaining the expensive iris
render.

The Public Cafe has wireless available to customers. You need to secure the WAP with WPA and place a passphrase
on the customer receipts.

*

In the Data Center you need to include authentication from the "something you know" category and take advantage of
the existing smartcard reader on the door.

*

In the Help Desk Office you need to require single factor authentication through the use of physical tokens given to
guests by the receptionist.

*

The PII Office has redundant security measures in place. You need to eliminate the redundancy while maintaining three-
factor authentication and retaining the more expensive controls.
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A.

Please refer to the part to solve this sim.

Correct Answer: A

Instructions: The original security controls for each office can be reset at anytime by selecting the Reset button. Once
you have met the above requirements for each office, select the Save button. When you have completed the entire

simulation, please select the Done button to submit. Once the simulation is submitted, please select the Next button to
continue.

B Company XYZ Corporate Headquarters Building

CEO's Office
Available Security Cont

Irls Scanner

Data Center

%a oice Recognition
Pin Pad
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Pll Processing Office
Avallable Security Controls

&t Iris Scanner

[563 Thumbprint Scanner
F'rn:lm-ily Badge

] Smart Card Ra_ader

One Time Password Token

] Pin Pad

| Resetal || save || Exit

Public Cafe F_&%@

Avallable Security Controls |'f
L

128-bit key ;},‘;\»_/I
_ a W
G64-bit key WY <>

Pre-share Key .
L,

= {
PKI certificate PN \:\)_/]

o Q)
SSH Key { uﬁx\'q;
\";/“w}

Pin Pad B
in Pa ,?}/__ "\,.j

_R&s-EI:AH.]!I Save ]| Exit

vailable Security Controls

g\“\ ‘\:\/

B ris W

. Tht;mﬁprlnt Scanner
D Username/Password
D Smart Card Reader
- Voice Recognition

D Pin Pad

Reset All

‘ Exit |
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Help Desk
Avaliable Beourity Controln

Iris Scannear

Thumbprint Scanner

Password

= Proximity Badge

Woice Recognition

Fin Pad

Thumbprint Scanner

Mantrap

7] Smart Card Reader
Voice Recognition

Pin Pad

ResetAll || save || Exit

Use the following to get this sim work as :
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Pll Processing Office

Avallable Security Controls
4] Iris Scanner
m Thumbprint Scannar

Proximily Badge

i3 Smart Card Reader

One Time Password Token

Pin Pad

[ PKI certificale
fin SSH Key
ie}

Pin Pad

| ResetAll || save || Exnt |
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Help Desk
Available Security Controls

Iris Scanner
Thumbprint Scannar
Password
Volce Recognition

Pin Pad

.R;Allnﬂ Save_ i_ _ E;It_ |

Data Center
Avallable Securily Controls

Iris Scanner

Thumbprint Scanner @\O
Mantrap | &

I ] Smari Card Reader I (\ Q
»

Voice Recognition
== —

Pin Pad

| Resetall || save || €m)

‘- O's Office

: \) ‘Available Security Controls

e

Thumbprint Scanner
- Username/Password

- Smart Card Reader |

| Voice Recognition

" | PinPad |

Reset All Save ‘ Exit |
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