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QUESTION 1

Which of the following are benefits from using Simple XML Extensions? (Select all that apply.) 

A. Add custom layouts. 

B. Add custom graphics. 

C. Add custom behaviors. 

D. Limit Splunk license consumption based on host. 

Correct Answer: AC 

Reference: https://dev.splunk.com/enterprise/docs/developapps/visualizedata/usewebframework/ modifydashboards/ 

 

QUESTION 2

Which of the following endpoints is used to authenticate with the Splunk REST API? 

A. /services/auth/login 

B. /services/session/login 

C. /services/auth/session/login 

D. /servicesNS/authentication/login 

Correct Answer: A 

Reference: https://docs.splunk.com/Documentation/Splunk/8.1.2/RESTUM/RESTusing 

 

QUESTION 3

Which of the following log files contains logs that are most relevant to Splunk Web? 

A. audit.log 

B. metrics.log 

C. splunkd.log 

D. web_service.log 

Correct Answer: D 

Reference: https://docs.splunk.com/Documentation/Splunk/8.1.2/Troubleshooting/ WhatSplunklogsaboutitself 

 

QUESTION 4
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Consider the following Python code snippet used in a Splunk add-on: 

if not os.path.exists(full_path): self.doAction(full_path, header) else: f = open(full_path) oldORnew = f.readline().split(",")
f.close() 

An attacker could create a denial of service by causing an error in either the open() or readline() commands. What type
of vulnerability is this? 

A. CWE-693: Protection Mechanism Failure 

B. CWE-562: Return of Stack Variable Address 

C. CWE-404: Improper Resource Shutdown or Release 

D. CWE-636: Not Failing Securely (`Failing Open\\') 

Correct Answer: C 

Reference: https://dev.splunk.com/enterprise/docs/developapps/testvalidate/securitybestpractices/ 

 

QUESTION 5

Which HTTP Event Collector (HEC) endpoint should be used to collect data in the following format? {"message":"Hello
World", "foo":"bar", "pony":"buttercup"} 

A. data/inputs/http/Splunk Certified Developer 

B. services/collector/raw 

C. services/collector 

D. data/inputs/http 

Correct Answer: B 

Reference: https://docs.splunk.com/Documentation/Splunk/8.1.2/Data/HECExamples 
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