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QUESTION 1

When using license pools, volume allocations apply to which Splunk components? 

A. Indexers 

B. Indexes 

C. Heavy Forwarders 

D. Search Heads 

Correct Answer: A 

Reference: https://docs.splunk.com/Documentation/Splunk/8.2.3/Admin/Groups,stacks,pools,andotherterminology 

 

QUESTION 2

Which authentication methods are natively supported within Splunk Enterprise? (select all that apply) 

A. LDAP 

B. SAML 

C. RADIUS 

D. Duo Multifactor Authentication 

Correct Answer: ABC 

Splunk authentication: Provides Admin, Power and User by default, and you can define your own roles using a list of
capabilities. If you have an Enterprise license, Splunk authentication is enabled by default. See Set up user
authentication with Splunk\\'s built-in system for more information. LDAP: Splunk Enterprise supports authentication with
its internal authentication services or your existing LDAP server. See Set up user authentication with LDAP for more
information. Scripted authentication API: Use scripted authentication to integrate Splunk authentication with an external
authentication system, such as RADIUS or PAM. See Set up user authentication with external systems for more
information. Note: Authentication, including native authentication, LDAP, and scripted authentication, is not available in
Splunk Free. 

 

QUESTION 3

Which of the following configuration files are used with a universal forwarder? (Choose all that apply.) 

A. inputs.conf 

B. monitor.conf 

C. outputs.conf 

D. forwarder.conf 
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Correct Answer: AC 

Reference: 

https://docs.splunk.com/Documentation/Forwarder/8.0.5/Forwarder/ Configuretheuniversalforwarder 

 

QUESTION 4

Which of the following authentication types requires scripting in Splunk? 

A. ADFS 

B. LDAP 

C. SAML 

D. RADIUS 

Correct Answer: D 

https://answers.splunk.com/answers/131127/scripted-authentication.html 

Scripted Authentication: An option for Splunk Enterprise authentication. You can use an authentication system that you
have in place (such as PAM or RADIUS) by configuring authentication.conf to use a script instead of using LDAP or
Splunk Enterprise default authentication. 

 

QUESTION 5

After how many warnings within a rolling 30-day period will a license violation occur with an enforced Enterprise
license? 

A. 1 

B. 3 

C. 4 

D. 5 

Correct Answer: D 

"Enterprise Trial license. If you get five or more warnings in a rolling 30 days period, you are in violation of your license.
Dev/Test license. If you generate five or more warnings in a rolling 30-day period, you are in violation of your license.
Developer license. If you generate five or more warnings in a rolling 30-day period, you are in violation of your license.
BUT for Free license. If you get three or more warnings in a rolling 30 days period, you are in violation of your license." 

Reference: https://docs.splunk.com/Documentation/Splunk/8.0.5/Admin/Aboutlicenseviolations 
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