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QUESTION 1

Which of the following types of locks utilizes key fobs or key cards held against a sensor/reader to gain access? 

A. Bolting door lock 

B. Combination door lock 

C. Electronic door lock 

D. Biometric door lock 

Correct Answer: C 

 

QUESTION 2

A technician noted the RAID hard drives were functional while troubleshooting a motherboard failure. The technician
installed a spare motherboard with similar specifications and used the original components. Which of the following
should the technician do to restore operations with minimal downtime? 

A. Reinstall the OS and programs. 

B. Configure old drives to RAID. 

C. Reconfigure the RAID. 

D. Install from backup. 

Correct Answer: C 

 

QUESTION 3

Which of the following would be BEST to help protect an organization against social engineering? 

A. More complex passwords 

B. Recurring training and support 

C. Single sign-on 

D. An updated code of conduct to enforce social media 

Correct Answer: B 

The best way to protect an organization against social engineering is to provide recurring training and support. Social
engineering is a type of attack that exploits human psychology and behavior to manipulate people into divulging
confidential information or performing malicious actions. Social engineering can take various forms, such as phishing
emails, phone calls, impersonation, baiting, or quid pro quo. The best defense against social engineering is to educate
and empower the employees to recognize and avoid common social engineering techniques and report any suspicious
activities or incidents. Recurring training and support can help raise awareness and reinforce best practices among the
employees. 
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QUESTION 4

A server administrator needs to create a new folder on a file server that only specific users can access. Which of the
following BEST describes how the server administrator can accomplish this task? 

A. Create a group that includes all users and assign it to an ACL. 

B. Assign individual permissions on the folder to each user. 

C. Create a group that includes all users and assign the proper permissions. 

D. Assign ownership on the folder for each user. 

Correct Answer: C 

The top portion of the dialog box lists the users and/or groups that have access to the file or folder. 

Reference: https://www.uwec.edu/kb/article/drives-establishing-windows-file-and-folder-level-permissions/ 

 

QUESTION 5

An administrator is troubleshooting performance issues on a server that was recently upgraded. The administrator met
with users/stakeholders and documented recent changes in an effort to determine whether the server is better or worse
since the changes. 

Which of the following would BEST help answer the server performance question? 

A. Server performance thresholds 

B. A server baseline 

C. A hardware compatibility list 

D. An application service-level agreement 

Correct Answer: B 

A server baseline is a set of metrics that represents the normal performance and behavior of a server under a specific
workload and configuration. A server baseline can help answer the server performance question by comparing the
current 

performance with the previous performance before the upgrade. This can help identify any changes or issues that may
have affected the server performance. 

References: 

https://www.comptia.org/training/resources/exam-objectives/comptia-server-sk0-005-exam-objectives (Objective 4.2) 
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