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QUESTION 1

A server administrator recently replaced an overheating CPU in a server at a datacenter. Following the CPU
replacement, the server logs indicate the server continues to overheat. Which of the following could help mitigate this
issue? 

A. The UEFI/BIOS should be updated. 

B. The CPU should be replaced with a newer model. 

C. The graphics card should be replaced. 

D. An additional fan should be installed in the server. 

Correct Answer: D 

 

QUESTION 2

A technician is connecting a server\\'s secondary NIC to a separate network. The technician connects the cable to the
switch but then does not see any link lights on the NIC. The technician confirms there is nothing wrong on the network
or with the physical connection. Which of the following should the technician perform NEXT? 

A. Restart the server 

B. Configure the network on the server 

C. Enable the port on the server 

D. Check the DHCP configuration 

Correct Answer: C 

The next thing that the technician should perform is to enable the port on the server. A port is a logical endpoint that
identifies a specific service or application on a network device. A port can be enabled or disabled depending on whether
the service or application is running or not. If a port is disabled on a server, it means that the server cannot send or
receive any network traffic on that port, which can prevent communication with other devices or services that use that
port. In this case, if port 389 is disabled on the server, it means that the server cannot use LDAP to access or modify
directory services over a network. To resolve this issue, the technician should enable port 389 on the server using
commands such as netsh or iptables. 

 

QUESTION 3

Which of the following would a systems administrator implement to ensure all web traffic is secure? 

A. SSH 

B. SSL 

C. SMTP 

D. PGP 
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Correct Answer: B 

Secure Sockets Layer (SSL): SSL and its successor Transport Layer Security (TLS) enable client and server computers
to establish a secure connection session and manage encryption and decryption activities. 

Reference: https://paginas.fe.up.pt/~als/mis10e/ch8/chpt8-4bullettext.htm 

 

QUESTION 4

An administrator recommends using a tower server in a small remote office. Which of the following should be added to
the server to ensure continuous server operation? 

A. Surge protector 

B. PDU 

C. UPS 

D. Ground strap 

Correct Answer: C 

 

QUESTION 5

A server administrator needs to replace a 4U rack-mounted device. Which of the following is the BEST way to install the
device to ensure proper safety measures? 

A. Lift with the arms while bending the knees. 

B. Use a server lift. 

C. Use a rolling cart. 

D. Lift the device with the help of another administrator. 

Correct Answer: B 

Servers, especially the multi-unit devices, are very heavy. Tall racks require you to lift a server to or over the level of
your head. Proper lifting techniques, including team lifting, are recommended. There are also specialized devices
designed to lift servers to the appropriate height for rack mounting. 

Hydraulic trolley, one type of equipment used for safely lifting servers to the appropriate height in a rack. 

It is essential to ensure to secure the rack to the floor. This prevents servers that are pulled forward on rails from
overbalancing the rack and causing it to tip over. Floors must also be rated to properly support the weight of the servers,
the rack, and any other IT equipment. 
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