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QUESTION 1

You run the following command while using Nikto Web scanner: 

perl nikto.pl -h 192.168.0.1 -p 443 

What action do you want to perform? 

A. Using it as a proxy server 

B. Updating Nikto 

C. Seting Nikto for network sniffing 

D. Port scanning 

Correct Answer: D 

 

QUESTION 2

Which of the following are the automated tools that are used to perform penetration testing? Each correct answer
represents a complete solution. Choose two. 

A. Pwdump 

B. Nessus 

C. EtherApe 

D. GFI LANguard 

Correct Answer: BD 

 

QUESTION 3

You are concerned about rootkits on your network communicating with attackers outside your network. Without using an
IDS how can you detect this sort of activity? 

A. By examining your domain controller server logs. 

B. You cannot, you need an IDS. 

C. By examining your firewall logs. 

D. By setting up a DMZ. 

Correct Answer: C 

 

QUESTION 4
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Which of the following malicious software travels across computer networks without the assistance of a user? 

A. Worm 

B. Virus 

C. Hoax 

D. Trojan horses 

Correct Answer: A 

 

QUESTION 5

Which of the following is the most common vulnerability that can affect desktop applications written in native code? 

A. SpyWare 

B. DDoS attack 

C. Malware 

D. Buffer overflow 

Correct Answer: D 
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