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QUESTION 1

Maria works as a professional Ethical Hacker. She has been assigned the project of testing the security of
www.gentech.com. She is using dumpster diving to gather information about Gentech Inc. 

In which of the following steps of malicious hacking does dumpster diving come under? 

A. Multi-factor authentication 

B. Role-based access control 

C. Mutual authentication 

D. Reconnaissance 

Correct Answer: D 

 

QUESTION 2

Which of the following protocols uses only User Datagram Protocol (UDP)? 

A. POP3 

B. FTP 

C. ICMP 

D. TFTP 

Correct Answer: D 

 

QUESTION 3

Which of the following services CANNOT be performed by the nmap utility? Each correct answer represents a complete
solution. Choose all that apply. 

A. Passive OS fingerprinting 

B. Sniffing 

C. Active OS fingerprinting 

D. Port scanning 

Correct Answer: AB 

 

QUESTION 4

Which of the following statements about threats are true? Each correct answer represents a complete solution. Choose
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all that apply. 

A. A threat is a weakness or lack of safeguard that can be exploited by vulnerability, thus causing harm to the
information systems or networks. 

B. A threat is a potential for violation of security which exists when there is a circumstance, capability, action, or event
that could breach security and cause harm. 

C. A threat is a sequence of circumstances and events that allows a human or other agent to cause an information-
related misfortune by exploiting vulnerability in an IT product. 

D. A threat is any circumstance or event with the potential of causing harm to a system in the form of destruction,
disclosure, modification of data, or denial of service. 

Correct Answer: BCD 

 

QUESTION 5

You work as a System Administrator for Happy World Inc. Your company has a server named uC1 that runs Windows
Server 2008. The Windows Server virtualization role service is installed on the uC1 server which hosts one virtual
machine that also runs Windows Server 2008. You are required to install a new application on the virtual machine. You
need to ensure that in case of a failure of the application installation, you are able to quickly restore the virtual machine
to its original state. 

Which of the following actions will you perform to accomplish the task? 

A. Use the Virtualization Management Console to save the state of the virtual machine. 

B. Log on to the virtual host and create a new dynamically expanding virtual hard disk. 

C. Use the Virtualization Management Console to create a snapshot of the virtual machine. 

D. Use the Edit Virtual Hard Disk Wizard to copy the virtual hard disk of the virtual machine. 

Correct Answer: C 
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