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QUESTION 1

Which of the following IP packet elements is responsible for authentication while using IPSec? 

A. Authentication Header (AH) 

B. Layer 2 Tunneling Protocol (L2TP) 

C. Internet Key Exchange (IKE) 

D. Encapsulating Security Payload (ESP) 

Correct Answer: A 

 

QUESTION 2

Which of the following is the best method of accurately identifying the services running on a victim host? 

A. Use of the manual method of telnet to each of the open ports. 

B. Use of a port scanner to scan each port to confirm the services running. 

C. Use of hit and trial method to guess the services and ports of the victim host. 

D. Use of a vulnerability scanner to try to probe each port to verify which service is running. 

Correct Answer: A 

 

QUESTION 3

In the DNS Zone transfer enumeration, an attacker attempts to retrieve a copy of the entire zone file for a domain from a
DNS server. The information provided by the DNS zone can help an attacker gather user names, passwords, and other
valuable information. To attempt a zone transfer, an attacker must be connected to a DNS server that is the
authoritative server for that zone. Besides this, an attacker can launch a Denial of Service attack against the zone\\'s
DNS servers by flooding them with a lot of requests. 

Which of the following tools can an attacker use to perform a DNS zone transfer? Each correct answer represents a
complete solution. Choose all that apply. 

A. Host 

B. Dig 

C. DSniff 

D. NSLookup 

Correct Answer: ABD 
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QUESTION 4

Which of the following malicious software travels across computer networks without the assistance of a user? 

A. Worm 

B. Virus 

C. Hoax 

D. Trojan horses 

Correct Answer: A 

 

QUESTION 5

Which of the following are the limitations for the cross site request forgery (CSRF) attack? Each correct answer
represents a complete solution. Choose all that apply. 

A. The attacker must determine the right values for all the form inputs. 

B. The attacker must target a site that doesn\\'t check the referrer header. 

C. The target site should have limited lifetime authentication cookies. 

D. The target site should authenticate in GET and POST parameters, not only cookies. 

Correct Answer: AB 
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