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QUESTION 1

A company maintains sensitive data in an Amazon S3 bucket that must be protected using an IAM KMS CMK. The
company requires that keys be rotated automatically every year. 

How should the bucket be configured? 

A. Select server-side encryption with Amazon S3-managed keys (SSE-S3) and select an IAM-managed CMK. 

B. Select Amazon S3-IAM KMS managed encryption keys (S3-KMS) and select a customer-managed CMK with key
rotation enabled. 

C. Select server-side encryption with Amazon S3-managed keys (SSE-S3) and select a customer-managed CMK that
has imported key material. 

D. Select server-side encryption with IAM KMS-managed keys (SSE-KMS) and select an alias to an IAM-managed
CMK. 

Correct Answer: B 

 

QUESTION 2

Which option for the use of the IAM Key Management Service (KMS) supports key management best practices that
focus on minimizing the potential scope of data exposed by a possible future key compromise? 

A. Use KMS automatic key rotation to replace the master key, and use this new master key for future encryption
operations without re-encrypting previously encrypted data. 

B. Generate a new Customer Master Key (CMK), re-encrypt all existing data with the new CMK, and use it for all future
encryption operations. 

C. Change the CMK alias every 90 days, and update key-calling applications with the new key alias. 

D. Change the CMK permissions to ensure that individuals who can provision keys are not the same individuals who
can use the keys. 

Correct Answer: A 

"automatic key rotation has no effect on the data that the CMK protects. It does not rotate the data keys that the CMK
generated or re-encrypt any data protected by the CMK, and it will not mitigate the effect of a compromised data key.
You might decide to create a new CMK and use it in place of the original CMK. This has the same effect as rotating the
key material in an existing CMK, so it\\'s often thought of as manually rotating the key."
https://docs.aws.amazon.com/kms/ latest/developerguide/rotate-keys.html
https://docs.IAM.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys- manually for IAM standards 

 

QUESTION 3

A Security Engineer who was reviewing IAM Key Management Service (IAM KMS) key policies found this statement in
each key policy in the company IAM account. 
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What does the statement allow? 

A. All principals from all IAM accounts to use the key. 

B. Only the root user from account 111122223333 to use the key. 

C. All principals from account 111122223333 to use the key but only on Amazon S3. 

D. Only principals from account 111122223333 that have an IAM policy applied that grants access to this key to use the
key. 

Correct Answer: D 

 

QUESTION 4

A recent security audit identified that a company\\'s application team injects database credentials into the environment
variables of an IAM Fargate task. The company\\'s security policy mandates that all sensitive data be encrypted at rest
and in transit. 

When combination of actions should the security team take to make the application compliant within the security policy?
(Select THREE) 

A. Store the credentials securely in a file in an Amazon S3 bucket with restricted access to the application team IAM role
Ask the application team to read the credentials from the S3 object instead 

B. Create an IAM Secrets Manager secret and specify the key/value pairs to be stored in this secret 

C. Modify the application to pull credentials from the IAM Secrets Manager secret instead of the environment variables. 

D. Add the following statement to the container instance IAM role policy 
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E. Add the following statement to the execution role policy. 

F. Log in to the IAM Fargate instance, create a script to read the secret value from IAM Secret Manager, and inject the
environment variables. Ask the application team to redeploy the application. 

Correct Answer: BEF 

 

QUESTION 5

A company is operating an open-source software platform that is internet facing. The legacy software platform no longer
receives security updates. The software platform operates using Amazon route 53 weighted load balancing to send
traffic to two Amazon EC2 instances that connect to an Amazon POS cluster a recent report suggests this software
platform is vulnerable to SQL injection attacks. with samples of attacks provided. The company\\'s security engineer
must secure this system against SQL injection attacks within 24 hours. The secure, engineer\\'s solution involve the
least amount of effort and maintain normal operations during implementation. 

What should the security engineer do to meet these requirements? 

A. Create an Application Load Balancer with the existing EC2 instances as a target group Create an IAM WAF web ACL
containing rules mat protect the application from this attach. then apply it to the ALB Test to ensure me vulnerability has
been mitigated, then redirect thee Route 53 records to point to the ALB Update security groups on the EC 2 instances to
prevent direct access from the internet 

B. Create an Amazon CloudFront distribution specifying one EC2 instance as an origin Create an IAM WAF web ACL
containing rules that protect the application from this attack, then apply it to me distribution Test to ensure the
vulnerability has mitigated, then redirect the Route 53 records to point to CloudFront 

C. Obtain me latest source code for the platform and make ire necessary updates Test me updated code to ensure that
the vulnerability has been irrigated, then deploy me patched version of the platform to the EC2 instances 

D. Update the security group mat is attached to the EC2 instances, removing access from the internet to the TCP port
used by the SQL database Create an IAM WAF web ACL containing rules mat protect me application from this attack,
men apply it to the EC2 instances Test to ensure me vulnerability has been mitigated. then restore the security group to
me onginal setting 

Correct Answer: A 
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