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QUESTION 1

A company is implementing a new application in a new IAM account. A VPC and subnets have been created for the
application. The application has been peered to an existing VPC in another account in the same IAM Region for
database access. Amazon EC2 instances will regularly be created and terminated in the application VPC, but only some
of them will need access to the databases in the peered VPC over TCP port 1521. A security engineer must ensure that
only the EC2 instances that need access to the databases can access them through the network. 

How can the security engineer implement this solution? 

A. Create a new security group in the database VPC and create an inbound rule that allows all traffic from the IP
address range of the application VPC. Add a new network ACL rule on the database subnets. Configure the rule to TCP
port 1521 from the IP address range of the application VPC. Attach the new security group to the database instances
that the application instances need to access. 

B. Create a new security group in the application VPC with an inbound rule that allows the IP address range of the
database VPC over TCP port 1521. Create a new security group in the database VPC with an inbound rule that allows
the IP address range of the application VPC over port 1521. Attach the new security group to the database instances
and the application instances that need database access. 

C. Create a new security group in the application VPC with no inbound rules. Create a new security group in the
database VPC with an inbound rule that allows TCP port 1521 from the new application security group in the application
VPC. Attach the application security group to the application instances that need database access, and attach the
database security group to the database instances. 

D. Create a new security group in the application VPC with an inbound rule that allows the IP address range of the
database VPC over TCP port 1521. Add a new network ACL rule on the database subnets. Configure the rule to allow
all traffic from the IP address range of the application VPC. Attach the new security group to the application instances
that need database access. 

Correct Answer: C 

 

QUESTION 2

A company wants to protect its website from man in-the-middle attacks by using Amazon CloudFront. Which solution
will meet these requirements with the LEAST operational overhead? 

A. Use the SimpleCORS managed response headers policy. 

B. Use a Lambda@Edge function to add the Strict-Transport-Security response header. 

C. Use the SecurityHeadersPolicy managed response headers policy. 

D. Include the X-XSS-Protection header in a custom response headers policy. 

Correct Answer: C 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-managed-response-headers-
policies.html#managed-response-headers-policies-security 

The SecurityHeadersPolicy is a managed policy provided by Amazon CloudFront that includes a set of recommended
security headers to enhance the security of your website. These headers help protect against various types of attacks,
including man-in-the-middle attacks. By applying the SecurityHeadersPolicy to your CloudFront distribution, the
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necessary security headers will be automatically added to the responses sent by CloudFront. This reduces operational
overhead because you don\\'t have to manually configure or manage the headers yourself. 

 

QUESTION 3

A company is using Amazon Elastic Container Service (Amazon ECS) to run its container-based application on AWS.
The company needs to ensure that the container images contain no severe vulnerabilities. The company also must
ensure that only specific IAM roles and specific AWS accounts can access the container images. 

Which solution will meet these requirements with the LEAST management overhead? 

A. Pull images from the public container registry. Publish the images to Amazon Elastic Container Registry (Amazon
ECR) repositories with scan on push configured in a centralized AWS account. Use a CI/CD pipeline to deploy the
images to different AWS accounts. Use identity-based policies to restrict access to which IAM principals can access the
images. 

B. Pull images from the public container registry. Publish the images to a private container registry that is hosted on
Amazon EC2 instances in a centralized AWS account. Deploy host-based container scanning tools to EC2 instances
that run Amazon ECS. Restrict access to the container images by using basic authentication over HTTPS. 

C. Pull images from the public container registry. Publish the images to Amazon Elastic Container Registry (Amazon
ECR) repositories with scan on push configured in a centralized AWS account. Use a CI/CD pipeline to deploy the
images to different AWS accounts. Use repository policies and identity-based policies to restrict access to which IAM
principals and accounts can access the images. 

D. Pull images from the public container registry. Publish the images to AWS CodeArtifact repositories in a centralized
AWS account. Use a CI/CD pipeline to deploy the images to different AWS accounts. Use repository policies and
identity-based policies to restrict access to which IAM principals and accounts can access the images. 

Correct Answer: C 

The correct answer is C. Pull images from the public container registry. Publish the images to Amazon Elastic Container
Registry (Amazon ECR) repositories with scan on push configured in a centralized AWS account. Use a CI/CD pipeline 

to deploy the images to different AWS accounts. Use repository policies and identity-based policies to restrict access to
which IAM principals and accounts can access the images. 

This solution meets the requirements because: 

Amazon ECR is a fully managed container registry service that supports Docker and OCI images and artifacts. It
integrates with Amazon ECS and other AWS services to simplify the development and deployment of container-based 

applications. 

Amazon ECR provides image scanning on push, which uses the Common Vulnerabilities and Exposures (CVEs)
database from the open-source Clair project to detect software vulnerabilities in container images. The scan results are 

available in the AWS Management Console, AWS CLI, or AWS SDKs. Amazon ECR supports cross-account access to
repositories, which allows sharing images across multiple AWS accounts3. This can be achieved by using repository 

policies, which are resource-based policies that specify which IAM principals and accounts can access the repositories
and what actions they can perform4. Additionally, identity-based policies can be used to control which IAM roles in each 

account can access the repositories. 
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The other options are incorrect because: 

A. This option does not use repository policies to restrict cross-account access to the images, which is a requirement.
Identity-based policies alone are not sufficient to control access to Amazon ECR repositories. B. This option does not
use Amazon ECR, which is a fully managed service that provides image scanning and cross-account access features.
Hosting a private container registry on EC2 instances would require more management overhead and additional
security measures. 

D. This option uses AWS CodeArtifact, which is a fully managed artifact repository service that supports Maven, npm,
NuGet, PyPI, and generic package formats However, AWS CodeArtifact does not support Docker or OCI container
images, which are required for Amazon ECS applications. 

 

QUESTION 4

A company has a relational database workload that runs on Amazon Aurora MySQL. According to new compliance
standards the company must rotate all database credentials every 30 days. The company needs a solution that
maximizes security and minimizes development effort. 

Which solution will meet these requirements? 

A. Store the database credentials in AWS Secrets Manager. Configure automatic credential rotation tor every 30 days. 

B. Store the database credentials in AWS Systems Manager Parameter Store. Create an AWS Lambda function to
rotate the credentials every 30 days. 

C. Store the database credentials in an environment file or in a configuration file. Modify the credentials every 30 days. 

D. Store the database credentials in an environment file or in a configuration file. Create an AWS Lambda function to
rotate the credentials every 30 days. 

Correct Answer: A 

To rotate database credentials every 30 days, the most secure and efficient solution is to store the database credentials
in AWS Secrets Manager and configure automatic credential rotation for every 30 days. Secrets Manager can handle
the rotation of the credentials in both the secret and the database, and it can use AWS KMS to encrypt the credentials.
Option B is incorrect because it requires creating a custom Lambda function to rotate the credentials, which is more
effort than using Secrets Manager. Option C is incorrect because it stores the database credentials in an environment
file or a configuration file, which is less secure than using Secrets Manager. Option D is incorrect because it combines
the drawbacks of option B and option C. 

Verified References: https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_turn-on-for-other.html 

 

QUESTION 5

A company\\'s Chief Security Officer has requested that a Security Analyst review and improve the security posture of
each company IAM account The Security Analyst decides to do this by Improving IAM account root user security. 

Which actions should the Security Analyst take to meet these requirements? (Select THREE.) 

A. Delete the access keys for the account root user in every account. 

B. Create an admin IAM user with administrative privileges and delete the account root user in every account. 
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C. Implement a strong password to help protect account-level access to the IAM Management Console by the account
root user. 

D. Enable multi-factor authentication (MFA) on every account root user in all accounts. 

E. Create a custom IAM policy to limit permissions to required actions for the account root user and attach the policy to
the account root user. 

F. Attach an IAM role to the account root user to make use of the automated credential rotation in IAM STS. 

Correct Answer: ADE 

because these are the actions that can improve IAM account root user security. IAM account root user is a user that has
complete access to all AWS resources and services in an account. IAM account root user security is a set of best
practices that help protect the account root user from unauthorized or accidental use. Deleting the access keys for the
account root user in every account can help prevent programmatic access by the account root user, which reduces the
risk of compromise or misuse. Enabling MFA on every account root user in all accounts can help add an extra layer of
security for console access by requiring a verification code in addition to a password. Creating a custom IAM policy to
limit permissions to required actions for the account root user and attaching the policy to the account root user can help
enforce the principle of least privilege and restrict the account root user from performing unnecessary or dangerous
actions. The other options are either invalid or ineffective for improving IAM account root user security. 
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