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QUESTION 1

What should you use to ensure that the members of an Azure Active Directory group use multi-factor authentication
(MFA) when they sign in? 

A. Azure Active Directory (Azure AD) Identity Protection 

B. a conditional access policy 

C. Azure role-based access control (Azure RBAC) 

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM) 

Correct Answer: B 

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies.
Conditional Access lets you create and define policies that react to sign-in events and that request additional actions
before a user is granted access to an application or service. 

 

QUESTION 2

What can you use to provide threat detection for Azure SQL Managed Instance? 

A. Microsoft Secure Score 

B. application security groups 

C. Microsoft Defender for Cloud 

D. Azure Bastion 

Correct Answer: C 

 

 

QUESTION 3

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer
presents a complete solution. NOTE: Each correct selection is worth one point. 

A. text message (SMS) 

B. Microsoft Authenticator app 

C. email verification 

D. phone call 

E. security question 

Correct Answer: ABD 
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Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods 

 

QUESTION 4

HOTSPOT 

Select the answer that correctly completes the sentence. 

Hot Area: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/defender-for-identity/what-is 

 

QUESTION 5

Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution.
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NOTE: Each correct selection is worth one point. 

A. Devices at risk 

B. Compliance Score 

C. Service Health 

D. User Management 

E. Users at risk 

Correct Answer: AE 

A: The Devices at risk card includes a View details button. Selecting that button takes us to the Device inventory page,
as shown in the following image 

E: The Microsoft 365 Defender portal cards fall into these categories: 

Identities- Monitor the identities in your organization and keep track of suspicious or risky behaviors. Here you can find
the Users at risk card. 

Data - Help track user activity that could lead to unauthorized data disclosure. 

Devices - Get up-to-date information on alerts, breach activity, and other threats on your devices. 

Apps - Gain insight into how cloud apps are being used in your organization. 

Incorrect: 
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Not C: The Service Health card can be reached from the Microsoft 365 admin center. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-business/mdb-respond-mitigate-threats 
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