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QUESTION 1

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policy1l.

D. Configure password protection for Windows Server Active Directory.

Correct Answer: B

QUESTION 2

You create the Azure Active Directory (Azure AD) users shown in the following table.

\\,

i

N I

The users authentication to Azure AD on their devices as shown in the following table.

On February 26, 2021, what will the multi-factor auth status be for each user?
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B

QUESTION 3

You have an Azure Active Directory (Azure AD) tenant that uses Azure AD Identity Protection and contains the
resources shown in the following table.

Name |  Type Configuration

Risk1 User risk policy | Users that have a high severity risk must reset theis password upon next
Sign-in.

User1 | User Not applicable

Azure Multi-factor Authentication (MFA) is enabled for all users.
Userl triggers a medium severity alert that requires additional investigation.

You need to force Userl to reset his password the next time he signs in. The solution must minimize administrative
effort.

What should you do?
A. Reconfigure the user risk, policy to trigger on medium or low severity.

B. Mark Userl as compromised.
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C. Reset the Azure MIFA registration for Userl.
D. Configure a sign-in risk policy.

Correct Answer: B

QUESTION 4

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy.

What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Correct Answer: C

QUESTION 5

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies.

You need to prevent the users from using legacy authentication.

What should you include in the conditional access policies to filter out legacy authentication attempts?
A. a cloud apps or actions condition

B. a user risk condition

C. aclient apps condition

D. a sign-in risk condition

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
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