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QUESTION 1

A company wants its public web application to run on Amazon EC2 instances in an Auto Scaling group behind an
Application Load Balancer (ALB). The application must use a publicly trusted SSL certificate. Which solution will meet
these requirements MOST cost-effectively? 

A. Provision a public SSL/TLS certificate through AWS Certificate Manager (ACM). Configure the new certificate on the
HTTPS listener for the ALB. 

B. Use AWS Certificate Manager Private Certificate Authonty to issue an SSL/TLS certificate. Configure the new
certificate on the HTTPS listener for the ALB. 

C. Create a self-signed certificate on one of the EC2 instances in the Auto Scaling group. Export the certificate, and
configure it on the HTTPS listener for the ALB. 

D. Deploy an EC2-hosted certificate authority (CA). Import a trusted root certificate. Issue a new SSL/TLS certificate.
Configure the new certificate on the HTTPS listener for the ALB. 

Correct Answer: A 

 

QUESTION 2

A company that primarily runs its application servers on premises has deeded to migrate to AWS. The company wants
to minimize its need to scale its Internet Small Computer Systems Interface (iSCSI) storage on premises. The company
wants only its recently accessed data to remain stored locally. 

Which AWS solution should the company use to meet these requirements? 

A. Amazon S3 File Gateway 

B. AWS Storage Gateway Tape Gateway 

C. AWS Storage Gateway Volume Gateway stored volumes 

D. AWS Storage Gateway Volume Gateway cached volumes 

Correct Answer: D 

 

QUESTION 3

A company is using AWS to design a web application that will process insurance quotes Users will request quotes from
the application Quotes must be separated by quote type, must be responded to within 24 hours, and must not get lost
The solution must maximize operational efficiency and must minimize maintenance. 

Which solution meets these requirements? 

A. Create multiple Amazon Kinesis data streams based on the quote type Configure the web application to send
messages to the proper data stream Configure each backend group of application servers to pool messages from its
own data stream using the Kinesis Client Library (KCL) 

B. Create multiple Amazon Simple Notification Service {Amazon SNS) topics and register Amazon SQS queues to their
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own SNS topic based on the quote type. Configure the web application to publish messages to the SNS topic queue
Configure each backend application server to work its own SQS queue 

C. Create a single Amazon Simple Notification Service {Amazon SNS) topic and subscribe the Amazon SQS queues to
the SNS topic Configure SNS message filtering to publish messages to the proper SQS queue based on the quote
type.Configure each backend application server to work its own SQS queue. 

D. Create multiple Amazon Kinesis Data Firehose delivery streams based on the quote type to deliver data streams to
an Amazon Elasticsearch Service {Amazon ES) cluster. Configure the web application to send messages to the proper
delivery stream Configure each backend group of application servers to search for the messages from Amazon ES and
process them accordingly 

Correct Answer: C 

 

 

QUESTION 4

A solution architect must design a solution that uses Amazon CloudFront with an Amazon S3 to store a static website.
The company security policy requires that all websites traffic be inspected by AWS WAF. 

How should the solution architect company with these requirements? 

A. Configure an S3 bucket policy to accept requests coming from the AWS WAF Amazon Resource Name (ARN) only 

B. Configure Amazon CloudFront to forward all incoming requests to AWS WAF before requesting content from the S3
origin, 

C. Configure a security group that allows Amazon CloudFront IP addresses to access Amazon S3 only Associate AWS
WAF to CloudFront. 

D. Configure Amazon CloudFront and Amazon S3 to use an origin access identity (OAI) to restrict access to the S3
bucket. Enable AWS WAF on the distribution. 

Correct Answer: D 

 

 

QUESTION 5

A company is hosting its static website in an Amazon S3 bucket, which is the origin for Amazon CioudFront. The
company has users in the United States. Canada, and Europe and wants to reduce costs. What should a solutions
architect recommend? 

A. Adjust the CloudFront caching time to live (TTL) from the default to a longer timeframe. 

B. Implement CloudFront events with Lambda@Edge to run the website\\'s data processing. 

C. Modify the CloudFront price class to include only the locations of the countries that are served. 

D. Implement a CloudFront Secure Sockets Layer (SSL) certificate to push security closer to the locations of the
countries that are served. 
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Correct Answer: C 

A. This could be an option, since static content won\\'t change that much. 

B. It\\'s a static website, there is no processing. 

D. What does an SSL have to do with reducing costs? 

CloudFront edge locations are grouped into geographic regions, and we\\'ve grouped regions into price classes. The
default price class includes all regions. Another price class includes most regions (the United States; Canada; Europe;
Hong Kong, Philippines, South Korea, Taiwan, and Singapore; Japan; India; South Africa; and Middle East regions) but
excludes the most expensive regions. A third price class includes only the least expensive regions (the United States,
Canada, and Europe regions). 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/PriceClass.html 
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