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QUESTION 1

A solutions architect needs to design a resilient solution for Windows users\\' home directories. The solution must
provide fault tolerance, file-level backup and recovery, and access control, based upon the company\\'s Active Directory.
Which storage solution meets these requirements?

A. Configure Amazon S3 to store the users\\' home directories. Join Amazon S3 to Active Directory.

B. Configure a Multi-AZ file system with Amazon FSx for Windows File Server Join Amazon FSx to Active Directory.

C. Configure Amazon Elastic File System (Amazon EFS) for the users\\ home directories. Configure AWS Single Sign-
On with Active Directory.

D. Configure Amazon Elastic Block Store (Amazon EBS) to store the users\\' home directories Configure AWS Single
Sign-On with Active Directory.

Correct Answer: B

QUESTION 2

A company has a web application that runs on Amazon EC2 instances. The company wants end users to authenticate
themselves before they use the web application. The web application accesses AWS resources, such as Amazon S3
buckets, on behalf of users who are logged on.

Which combination of actions must a solutions architect take to meet these requirements? (Select TWO).

A. Configure AWS App Mesh to log on users.

B. Enable and configure AWS Single Sign-On in AWS ldentity and Access Management (IAM).

C. Define a default (AM role for authenticated users.

D. Use AWS Identity and Access Management (IAM) for user authentication.

E. Use Amazon Cognito for user authentication.

Correct Answer: BE

QUESTION 3

A company is planning on deploying a newly built application on AWS in a default VPC. The application will consist of a
web layer and database layer. The web server was created in public subnets, and the MySQL database was created in
private subnet. All subnets are created with the default network ACL settings, and the default security group in the VPC
will be replaced with new custom security groups.

A. Create a database server security group with inbound and outbound rules for MySQL port 3306 traffic to and from
anywhere (0.0.0.0/0).

B. Create a database server security group with an inbound rule for MySQL port 3300 and specify the source as a web
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server security group.

C. Create a web server security group within an inbound allow rule for HTTPS port 443 traffic from anywbere (0.0.0.0/0)
and an inbound deny rule for IP range 182. 20.0.0/16.

D. Create a web server security group with an inbound rule for HTTPS port 443 traffic from anywhere (0.0.0.0/0). Create
network ACL inbound and outbound deny rules for IP range 182. 20.0.0/16.

E. Create a web server security group with an inbound and outbound rules for HTTPS port 443 traffic to and from
anywbere (0.0.0.0/0). Create a network ACL inbound deny rule for IP range 182. 20.0.0/16.

Correct Answer: BD

QUESTION 4

A company that primarily runs its application servers on premises has decided to migrate to AWS. The company wants
to minimize its need to scale its Internet Small Computer Systems Interface (iISCSI) storage on premises. The company
wants only its recently accessed data to remain stored locally.

Which AWS solution should the company use to meet these requirements?

A. Amazon S3 File Gateway

B. AWS Storage Gateway Tape Gateway

C. AWS Storage Gateway Volume Gateway stored volumes

D. AWS Storage Gateway Volume Gateway cachea volumes

Correct Answer: D

QUESTION 5

An application runs on Amazon EC2 instances across multiple Availability Zones. The instances run in an Amazon EC2
Auto Scaling group behind an Application Load Balancer The application performs best when the CPU utilization of the
EC2 instances is at or near 40%.

What should a solutions architect do to maintain the desired performance across all instances in the group?

A. Use a simple scaling policy to dynamically

B. Amazon DynamoDB global tables

C. Amazon RDS for MySQL with Multi-AZ enabled

D. Amazon RDS for MySQL with a cross-Region snapshot copy

Correct Answer: A
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